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INVESTIGATION OF IMPACTS TO U.S. NA-
TIONAL SECURITY FROM ADVANCED SAT-
ELLITE TECHNOLOGY EXPORTS TO CHINA
AND CHINESE EFFORTS TO INFLUENCE U.S.
POLICY

WEDNESDAY, JUNE 10, 1998

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Select Committee met, pursuant to notice, at 2:34 p.m., in
room SH-216, Hart Senate Office Building, Hon. Richard Shelby
(chairman of the committee) presiding.

Present: Senators Shelby, Chafee, DeWine, Hatch, Roberts, Al-
lard, Coats, Kerrey of Nebraska, Glenn, Bryan, Graham of Florida,
Robb, Lautenberg, and Levin.

Also present: Taylor Lawrence, staff director; Chris Straub, mi-
nority staff director; Dan Gallington, general counsel; and Kathleen
McGhee, chief clerk.

Chairman SHELBY. The Committee will come to order.

The Committee has begun an investigation into allegations that
the transfer of sensitive technology to China may have led to a se-
rious breach of our national security. It has been reported that
American companies may have helped improve the accuracy, reli-
ability and lethality of Chinese intercontinental ballistic missiles
targeted on U.S. cities. These allegations are extremely disturbing.

Our inquiry will address matters that go to the heart of our na-
tional security. In April 1996 following the explosion of a Chinese
LONG MARCH missile carrying a Loral satellite, a team of engi-
neers headed by Loral met with China Aerospace officials to dis-
cuss the problems with the LONG MARCH missile. China Aero-
space has several lines of work. One is building civilian space
launch vehicles to place commercial satellites into orbit. And an-
other is building nuclear armed intercontinental ballistic missiles—
ICBMs—targeted on the United States and other countries. With
the exception of the nuclear warhead, virtually every component of
a civilian space launch booster is similar or identical to ICBM com-
ponents. And many of the technologies required to accurately place
a satellite in orbit are strikingly similar to those required to accu-
rately deliver a warhead to its target.

In the process of helping the Chinese fix their civilian missile, it
has been reported that Loral and Hughes may have transferred ex-
pertise and sensitive technical information that could help China
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to improve the accuracy and reliability of its missiles, including
those targeted on the U.S.

Similar assistance from other companies may have also helped
China develop multiple, independently targetable re-entry vehicles
for the ICBM force.

Did these transfers harm U.S. national security interests? Con-
gress and the American people need to know all the facts.

Although it’s not the subject of today’s hearing, the American
people also need to know the facts about the decision earlier this
year to approve a waiver for export of an additional Loral satellite
to China at a time when Loral was under eriminal investigation for
possible violation of the export control laws in the transfer that I
Just described.

The transfer of technology by Loral is not the only matter that
raises concerns about our policies governing the export of sensitive
satellite and related technologies to China. For almost 10 years, be-
ginning under the Bush administration, U.S. satellite makers have
exported satellites to be launched on Chinese missiles, attracted by
the relatively low cost of Chinese launch services. Because of the
similarities I've described between the civilian satellite launch and
the release of a military warhead, these transfers are inherently
sensitive and are extensively regulated by export control laws and
regulations.

The history of those laws and regulations and of their implemen-
tation is the primary issue before us today. There have been sig-
nificant changes in the rules governing satellite exports since
President Bush authorized the first such launch in December,
1989.

Our witness today will go into greater detail, so I'm only going
to summarize briefly. Initially, satellites were listed on the U.S.
munitions list and licensed under the jurisdiction of the State De-
partment. In April, 1992, following a two-year review to determine
which dual-use technologies could safely be transferred from the
State Department to the Commerce Department jurisdiction, Presi-
dent Bush moved those commercial communication satellite tech-
nologies that did not have certain military-significant features to
control of the Commerce Department.

The difference between State Department and Commerce Depart-
ment jurisdiction is an extremely important distinction here. In
considering the export of items on the U.S. munitions list, the
State Department considers only the national security and foreign
policy ramifications of the export. If national security or foreign
policy interests of the United States are at risk, the transfer can
be blocked. The Commerce Department, as befits its name, has a
different world view and operates under a different legal frame-
work. Most importantly, when Commerce reviews a license, it is re-
quired by law to weigh commercial and trade concerns against na-
tional security. Lastly, there are significant procedural differences
between the munitions list and the Commerce Control List, dif-
ferences which relate both to the process by which applications are
approved—that is, the ability of other agencies to object on national
security grounds—and the technology security safeguards and mon-
itoring requirements that are imposed on the actual export and
launch of the satellite.
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In October, 1995, after an intense interagency debate over pro-
posals to move the remaining satellite technologies to the Com-
merce Control List, or CCL, Secretary of State Christopher signed
an order retaining these technologies under the State Department’s
jurisdiction.

Several months later, in March 1996, President Clinton over-
turned Secretary Christopher’s decision and transferred the sat-
ellites to Commerce control. I believe that this final shift of all sat-
ellite technologies, including those with military significance, onto
the Commerce Control List, represents a fundamental sea change
in our technology transfer policies.

We have a witness before the Committee today that will shed
some light on this sea change. In January of 1997, at the request
of another Committee of Congress, the General Accounting Office
performed an in-depth study of the transfer of commercial satellites
from the munitions list to the Commerce Control List.

Today, in this first open hearing of our investigation into impact
on U.S. national security from advanced satellite technology ex-
ports to China, we’'ve asked Miss Katherine Schinasi, Associate Di-
rector of the National Security and International Affairs Division,
to testify on the GAO’s findings and to provide an update on subse-
quent developments. We've also asked her to describe the decision-
making process that led to the transfer of satellite technologies to
the CCL, the balancing of security and commercial concerns, the
export control process itself, the legal, practical and even philo-
sophical distinctions between the munitions list and the Commerce
Control List.

We will also discuss the role of the Defense Department and the
Intelligence Community in highlighting national security concerns
and the nature and implementation of monitoring and other secu-
rity procedures designed to protect sensitive technologies.

I believe today’s hearing will also help us to ascertain whether
the decisions I've described were wise decisions or whether eco-
nomic and commercial concerns, aided by vigorous lobbying from
the aerospace industry, may have been allowed to override critical
national security interests. The American people deserve an hon-
est, straightforward accounting of these events.

The General Accounting Office, or GAO, was established by the
Budget and Accounting Act of 1921 to independently audit govern-
ment agencies. Over the years, the Congress has expanded GAO’s
audit authority, added new responsibilities and duties, and
strengthened GAO’s ability to perform independently. I think it’s
fair to say that the GAO reports have raised the hackles of admin-
istrations of both parties over the years. We look to the GAO for
fair, critical and insightful accounting of the actions of the execu-
tive branch.

And I want to thank you, Ms. Schinasi, and the GAO for being
very responsive to the Committee’s request to appear in a short
time frame.

I also want to take this opportunity in open session to express
my concern that the Justice Department, as of a few minutes ago,
is still preventing information that we believe is key to our over-
sight investigation from being provided to the Intelligence Com-
mittee. We've received summary paragraphs with conclusions from
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three of the technical reports that we requested from the Adminis-
tration at our hearings last week. Because the conclusions are con-
tradictory, the Committee, I believe, must have access to the un-
derlying technical details in order for us to do our job. The docu-
ments are readily available within the executive branch; therefore,
we should be given copies, and I believe so immediately.

These last remarks were not directed at you, Ms, Schinasi.

Senator Kerrey.

Vice Chairman KERREY. Mr. Chairman, first of all, I join you in
welcoming Ms. Schinasi, and I look forward to your testimony.

Before turning to the topic, let me turn to a topic that the Chair-
man and I discussed earlier with Majority Leader Lott and with
Democratic Leader Daschle, and that is the limitations imposed
upon this committee by S. Res. 400, which is the law that creates
the Intelligence Committee.

This Committee, unlike all other Committees in the Congress, is
a nonpartisan Committee. It is nonpartisan because of the nature
of our work. Not only do we have oversight responsibility for intel-
ligence agencies, but most of our work is done in an environment
where we are both receiving and analyzing information that is top
secret, as a consequence of sources and methods that are being
used to keep the people of the United States of America safe. There
are lives at stake here. It's that serious—not only the lives of
Americans that are at stake, but the lives of people that are out
there doing our work for us.

Thus this committee is established so that I am not the ranking
Democrat; 'm the Vice Chairman. The committee is composed so
there’s only a margin of one, regardless if there was 80 Republicans
and 20 Democrats, or 80 Democrats and 20 Republicans, there’s
just one-margin difference. This work cannot be clouded, our eval-
uation cannot be clouded by partisan political issues. I am a Demo-
crat. The chairman is a Republican. We have partisan instincts,
and this is a hot partisan issue. And we have drawn the terms of
reference for our work in a unanimous fashion—this committee
has—on two very specific questions, one of which we’re going to ad-
dress today, and that is the policy of granting waivers so that sat-
ellites, commercial satellites, can be launched on non-American
launch vehicles, and what did those—what did that policy do to na-
tional security. :

We're not—and I hope that the conversation we had earlier with
the Majority Leader and the Democratic leader will lead to our
committee being able to avoid partisan politics. If not, I will—I in-
tend to object strongly, on behalf of national security, on behalf of
the historical commitment that this committee has made to make
certain that the people of the United States get unbiased, non-
partisan efforts on the part of both Republican and Democratic
members.

We're not here to evaluate, in my judgment, a variety of policy
decisions that were made. The bottom line for us is: Has national
security been damaged as a consequence of this policy over the past
12 years or so?

Now, as I see the policy, it began as a consequence of the Chal-
lenger disaster in 1986. I'm looking forward, as I said, to your testi-
mony. But I've seen some previous GAO work in this regard, and
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they begin at that point. In 1986 we had the Challenger disaster.
And as a consequence of that Challenger disaster we had a sub-
stantial reduction in our ability to launch satellites.

And what was the lay of the land in 1988 as President Reagan
tried to evaluate what to do about it? The lay of the land was we
had enough domestic launch capacity to handle our national secu-
rity satellites and nothing more. Commercial satellites could not be
launched on American-launched vehicles. We didn’t have that ca-
pacity. And every administration since the Reagan administration
made the decision in 1988 that that’s fine, we’re comfortable on the
basis of national security allowing the commercial satellites to be
launched by foreign entities. In this case the entity that we’re eval-
uating is the Long March Corporation that has an association with
the Chinese defense industry since the same technology that’s used
tgl launch the commercial satellite also launches their ballistic mis-
sile.

And we have, since the Tiananmen Square incident on the 4th
of June 1989, we also passed legislation that now governs when
and how waivers can be granted.

But the fundamental decision that I think needs to be evaluated
every step of the way is whether or not it’s in the best interest of
the United States to have a situation where, for whatever the rea-
son, we're not able to turn to whoever we’re dependent upon and
say we don’t like what you're doing, we’ll take action against you
including, perhaps, some sanctions that would make it difficult
post-launch, because we have our own launch capacity. We don’t
have sufficient launch capacity. And there’s been a huge commu-
nication revolution since 1986. If I could put it in context, I was
using an Apple Ile in 1986. We have Iridium, we have Teledesic,
we have a robust desire on the commercial side to launch. And we
simply do not have in the United States of America the capacity
to launch all those commercial satellites. And thus we’re in a situa-
tion where American capacity to launch is dependent upon LONG
MARCH. And one of the things, it seems to me, that we have to
evaluate is whether or not that dependency and the revenue that
LONG MARCH got over that 12-year period enabled them to im-
prove and enhance and increase their capacity to operate their bal-
listic missile system. And according to published accounts, some of
those ballistic missiles are trained on U.S. cities and again, accord-
ing to published accounts, can reach any city in the United States
of America.

Thus that is the threat, thus that is the fear. That fear has in-
creased since we have seen on the 13th and 11th of May India det-
onate nuclear weapons followed by Pakistan. We fear a spread and
a proliferation. We now fear nuclear weapons again.

Mr. Chairman, as I said, I look forward not only to the witnesses
and to the hearing today, but I look forward to what I hope and
expect will be the traditional effort on the part of this committee
to keep our efforts focused on national security in a truly non-
partisan fashion.

Chairman SHELBY. You may proceed as you wish.

Ms. ScHINASL Mr. Chairman and members of the—

1Cha;’irman SHELBY. Do you want to bring your mike up a little
closer?
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STATEMENT OF KATHERINE V. SCHINASI, ASSOCIATE DIREC-
TOR, DEFENSE ACQUISITIONS ISSUES, NATIONAL SECURITY
AND INTERNATIONAL AFFAIRS DIVISION GENERAL AC-
COUNTING OFFICE

Ms. ScHINASL I'd like to thank you for the opportumty to appear
today. And if I might, I'd like to try and summarize my statement
and then have the full statement put into the record.

As you pointed out, my testimony today is based largely on our
January 1997 report on the military sensitivity of commercial com-
munications satellites. Let me also ask, if I could refer to these as
COMSATS, it may save us some time.

Chairman SHELBY. You can.

Ms. ScHINASI. Commercial communications satellites is going to
trip me up.

I will discuss the key elements in the export-control systems of
the Departments of Commerce and State; how export controls for
commercial satellites have evolved over the years, the concerns and
issues debated over the transfer of the commercial communication
satellites to the export-licensing jurisdiction in the Department of
Commerce, and the safeguards that may be applied to those sat-
ellites. Lastly, I will share some observations on the current export-
control system.

Le;l fne just start by saylng a few words about the control system
over

The U.S. export-control system is about managing risk. Exports
to some countries involve less risk than exports to other countries,
and exports of some items involve less risk than exports of others.
The planning of a satellite launch with the technical discussions
and exchanges of information taking place over several months, in-
volve risk, no matter which agency is the licensing authority.

The judgment as to the most appropriate way to control these ex-
ports is a difficult one. By design, Commerce’s system gives greater
weight to economic and commercial concerns, which implicitly ac-
cept greater security risks. And by design, the State Department
system gives primacy to national security and foreign policy con-
cerns, lessening but not eliminating, the risk of damage to U.S. na-
tional security interests.

The U.S. export-control system for items with military applica-
tions is divided into two regimes: The State Department licenses
munitions items; and the Commerce Department licenses most
dual use items, which are those that have both military and com-
mercial applications.

Chairman SHELBY. Say that again, if you would.

Ms. ScHINASLI The State Department licenses munitions items.
And the Commerce Department licenses most dual use items,
which are those that have both commercial and military applica-
tions. The differences in the underlying purposes of the control sys-
tem are manifested in the system’s structure. And I have a chart
that reflects some of the key differences in those systems.

Senator GLENN. That’s in your handout here.

Ms. ScHINASL Yes.

Chairman SHELBY. Are you going to go over that chart with us?

Ms. SCHINASIL I am. I am going to talk through it right now.

Senator LEVIN. Why don’t you back it up just a little bit.
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Senator GLENN. The same chart here.

Ms. ScHINASI. You should have a copy of this also in your pack-
age or on the back of your statement.

Chairman SHELBY. Okay. I have it.

Ms. SCHINASI. As you can see, the Commerce Control List, on the
right side, which is the system which controls dual use items, in-
volves five agencies: Commerce, State, the Department of Defense,
Energy, and the Arms Control and Disarmament Agency. There is
a formal appeals process that exists during this system which in-
volves those participants when there is a disagreement.

In contrast, the munitions list system, which commonly only in-
volves the Departments of Defense and State, has no multi-level
appeals process such as exists under the other system.

Let me note here that the Intelligence Community is brought
into the licensing process in different ways. Under either system,
the Department of Defense can refer license requests to the Na-
tional Security Agency, the Defense Intelligence Agency and other
components. And they frequently do so for COMSAT license re-
quirements.

In addition, under the Commerce system, representatives of the
Intelligence Community also participate as non-voting members
during the appeals process.

Let me move on to talk about the way the two systems also differ
in the scope of controls.

The Commerce Department controls items to specific destinations
for specific reasons, while munitions items are controlled to all des-
tinations under the very broad authority that State Department
has to deny a license. _

With respect to time frames, the Commerce Department system
process has clearly established time frames by which they consider
and come to a decision on license applications. Under the state sys-
tem, there are goals that the State Department has established to
gro this, but there is nothing—there are no clearly-established time

ames.

On the Congressional notification item, exports under the state
system that exceed certain dollar thresholds—and these include all
satellites—require a notification to the Congress. Licenses for Com-
merce controlled items, however, are not subject to Congressional
notification, with the exception of items that are controlled for anti-
terrorism purposes.

And the final category of sanctions is a very complicated one, but
there are two types of sanctions that are important for COMSATS.
The first is the Missile Technology Control Regime and the second
is the Tiananmen Square sanctions. Under the Tiananmen Square
sanctions, exports under both systems receive identical treatment.
Those sanctions prohibit the export of satellites for launch from
launch vehicles owned by China, but under both systems the Presi-
dent can waive the prohibition if such a waiver is determined to
be in the national interest.

For the missile technology sanctions, there is a difference in the
way that exports are treated. For example, when the United States
imposed missile technology sanctions on China in 1993, the export
of communications satellites controlled by the State Department
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were not approved, while the export of satellites controlled by the
Commerce Department were permitted. :

If T could turn now to a discussion of the evolution of the export
controls for commercial satellites—and I also have a chart that
lists some of the key events in the evolution, and I'd just like to
run through that quickly. We start this time frame in 1988, when
the U.S. first proposed launching U.S. origin satellites from China.
In 1989, the U.S. and China signed a series of agreements under
which China agreed to charge prices for commercial launch services
similar to those charged by other competitors.

Vice Chairman KERREY. Mr. Chairman, do you mind if—Miss
Schinasi, I understand that we’re looking at China only, but in
1988, wasn’t the policy to allow all foreign entities, including
China, to launch? Or was it—was the September executive direc-
tive by the President specifically only China? Didn’t it include
Ariane Space as well as

Ms. ScHINASI Yeah. I think that’s correct.

Chairman SHELBY. This is under President Reagan, right?

Ms. ScHINASI Yes, that’s correct.

Chairman SHELBY. Okay. The first deal you're talking about in
the evolution.

Ms. ScHINASI. Right.

Chairman SHELBY. Will you go through that?

Ms. ScHINASI. Yes. There are a number of launch sites that U.S.
manufacturers use overseas. So in January, 1989, the U.S. agreed
to launch nine satellites—nine U.S. built satellites—through 1994,

Then we move to June, 1989, when the Tiananmen Square inci-
dent occurred, and the U.S. imposed export sanctions on China,
commonly known as the Tiananmen Square sanctions.

In December 1989 the President subsequently waived those sanc-
tions for the export of three U.S. origin satellites to launch from
China.

Then in February of 1990, the Congress passed the Tiananmen
Square Sanctions Law, P.L. 101-246.

In 1990, November, the President ordered a review of all items
on the State Department munitions list, with the idea that all dual
use items would be removed unless significant U.S. national secu-
rity interests would be jeopardized——

Chairman SHELBY. Would you elaborate on that just a minute?
I think that’s a very important thing, because this is the first step
in removing, is that right?

Ms. ScHINASI That’s correct.

Chairman SHELBY. Would you elaborate on that for the com-
mittee?

Ms. ScHINASI. This was known as the Commodity Jurisdiction
Review. '

Chairman SHELBY. Okay.

Ms. ScHINASI. And it applied to all dual use items that were
being controlled by the State Department. The direction was to re-
view all of these items to see which ones could be moved over to
the Commerce Department list. And the presumption was that
items would be moved, unless significant U.S. national security in-
terests would be jeopardized.
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The action was taken in part to bring the U.S. into conformance
with the multilateral controls that were in place under what’s
known as COCOM, the Coordinating Committee. And the President
said that that was part of the reason behind this. There was also
some congressional action at that time.

Chairman SHELBY. But that was the first loosening of the ex-
ports, in a sense, was it not? '

Ms. ScHINASL That was the first broad review of all the items
that were controlled.

Pursuant to this order, the State Department led an interagency
review as part of which a working group was established to look
specifically at COMSATS, to identify and establish performance pa-
rameters for militarily sensitive characteristics of communications
satellites.

In October of 1992 the State Department issued regulations that
transferred the jurisdiction of commercial communications sat-
ellites which did not have any of nine militarily significant charac-
teristics to the Commerce Department.

Senator INHOFE. Excuse me, Mr. Chairman.

Chairman SHELBY. Go ahead.

Senator INHOFE. What was that date, please?

Ms. ScHINASI. In October of 1992.

Senator INHOFE. October of 1992. All right.

Ms. SCHINASL That’s correct. Selected satellites were transferred
to Commerce.

Chairman SHELBY. And what did this mean, selected satellites?
I know this was under the Bush administration, October of "92.
What’s the significance of that?

Ms. ScHINASI The working group established nine characteris-
tics that were militarily sensitive, such things as antennas——

Chairman SHELBY. Okay.

Ms. SCHINASI [continuing]. Cross-link capabilities, anti-jamming
capability. And they established certain performance parameters
for each of those nine characteristics. Of course, COMSATS that
did not have any of those nine characteristics were moved to the
Commerce Department list.

I will note that after that transfer the Commerce Department
noted that it did not believe that that was all that the President
had in mind in 1990 when he ordered the review. So we take up
export controls again in September 1993. And there was an inter-
agency body—the Trade Promotion Coordinating Committee—
which issued a report that again committed the administration to
review dual use items across the board.

Chairman SHELBY. And who produced this report?

Ms. SCHINASL The Trade Promotion Coordinating Committee is
the name of the group, and it is composed of representatives of ba-
sically all the agencies in the government.

As part of this review, there were numerous discussions between
the agencies and with industry, and the State Department formed
a technical working group to take a look again at the communica-
tions satellites and to recommend whether those that were still on
the State Department list that possessed those militarily sensitive
characteristics could be more narrowly defined while still being
consistent with national security and intelligence interests.
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Chairman SHELBY. Now is this October of '95 is your reference
point up there?

Ms. ScHINASL Right. Well, I'm talking about the period between
September of 93 and October of "95.

Chairman SHELBY. Okay. ‘

Ms. ScHINASL. There was an interagency group formed, a tech-
nical working group, to look at the satellites that were still under
the State Department control to see if they could narrow those nine
militarily significant characteristics.

And as a result of the deliberations that went on between the
agencies and with the industry, the Secretary of State in October
of 1995, denied the transfer of the remaining COMSATS and ap-
proved a plan instead, to narrow but not eliminate, State’s jurisdic-
tion over these satellites.

Unhappy with the State Department decision to retain jurisdic-
tion of the COMSATS, the Commerce Department appealed that
decision to the National Security Council and the President. And
that began—that touched off another series of interagency meet-
ings.

A key part of these discussions was the issuance, in December
of 1995, of an Executive Order that modified the Commerce De-
partment procedures across the board for how they would handle
license applications. And what that Executive Order did was re-
quire the Commerce Department to refer all license applications
that it received to a number of agencies. That had previously not
been the case. It was left up to the agencies to decide—well, the
group is the group that I had up on the chart before—the State De-
partment, Defense, Energy, and the Arms Control and Disar-
mament agencies. It was left up to those agencies to decide what
portion of the licenses they wanted to see. The Department of De-
fense said they wanted to see 100 percent. Some of the other agen-
cies were not interested in quite that level of a review.

So the December 1995 order was issued during the process that
was going on to review those satellites and whether or not they
could be moved. And in March 1996, the President decided to
transfer the remaining satellites to the Commerce Department.

Chairman SHELBY. What was the date? March what, do you not
recall?

Ms. ScHINASI. March 28th, I believe.

Chairman SHELBY. Okay.

Ms. ScHINASL In response to concerns that officials at the De-
partment of State and the Department of Defense had about the
transfer, the Commerce Department agreed to add additional con-
trols to the exports of satellites that were designed to mirror the
stronger controls already applied to items on the State Department
Munitions List. Changes included such things as the establishment
of a new control called the significant item control, which gave
them a broader authority to control satellites to all destinations.

There was also a change made in the appeals process whereby
a majority vote was now required to come to a decision when there
was a disagreement. Previously, the Commerce Department, as the
chair of the committee, had had the authority to make a decision
when there was a disagreement.
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Chairman SHELBY. What you're talking about here, as I under-
stand it, are big changes in the evolutionary process you've de-
scribed, is that nght?

Ms. ScHINASI Yes, I would say they are significant changes.

Chairman SHELBY. Significant changes in 1995 and 96, is that
correct?

Ms. ScHINASI. Yes.

Chairman SHELBY. Go ahead.

Ms. ScHNASI. And then finally the President’s decision was im-
plemented in the regulations published in October and November
of 1996 by the Departments of Commerce and State. Those regula-
tions formally transferred the licensing jurisdiction for the commer-
Cil?l satellites and also laid out the new procedures that I talked
about. , -

Let me just lay out briefly some of the concerns and issues that
were raised during this process.

Generally, the Commerce Department argued that the commer-
cial communications satellites were intended for commercial end
use and are therefore not munitions. And transferring jurisdiction
to the dual use list also make U.S. controls consistent with multi-
lateral export control regimes.

Manufacturers of the satellites supported the transfer, as they
also believed that such satellites are intended for commercial end
use and are therefore not munitions. They also believed that the
Commerce Department process was more responsive to business
due to its clearly established time frames and the predictability of
the process.

The Departments of State and Defense pointed out that the basis
for including items on the munitions list is the sensitivity of the
item and whether it has been specifically designed for military ap-
plication, not how the item will be used. Those officials expressed
concern about the potential for improvements in missile capabili-
ties through the disclosure of technical data needed to integrate the
satellite with the launch vehicle and also the operational capability
that specific satellite characteristics might give to a potential ad-
versary.

Let me talk a little bit about safeguards that can be applied as
conditions to a license during the licensing process.

I think it’s important to note that no export license application
for a satellite launch has been denied under either the State De-
partment or the Commerce Department regime. Therefore, the con-
ditions that get attached to the licenses become very important.

Officials point to two principal safeguard mechanisms that can
be included in those conditions. The first are what is known as
technology transfer control plans, and the second is the physical
presence of Department of Defense monitors during a launch,

The State Department has traditionally required both of these
conditions in its license approvals. The Commerce Department may
choose to do so. '

The tech transfer control plans outline internal control proce-
dures that a company will follow to prevent the disclosure of tech-
nology, except as authorized. The plans typically include require-
ments for the presence of Department of Defense monitors at tech-
nical meetings, as well as procedures to ensure that the Depart-
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ment of Defense reviews and clears the release of any technical
data provided by the company. Defense monitors—Department of
Defense monitors at the launch site help ensure that the physical
security over the satellite is maintained, and they monitor any on
site technical meetings.

There are additional types of government control that may be ex-
ercised on technology transfer through the State Department’s li-
censing of technical assistance and technical data. These are
known as TAAs, Technical Assistance Agreements, which detail the
type of information that can be provided and give the department
an opportunity to scrutinize the type of information being consid-
ered for export.

The Commerce Department licensed satellites do not have a sep-
arate technical assistance licensing requirement, although sat-
ellites licensed by Commerce may require a State Department tech-
nical assistance license if the technical discussions go beyond what
is known as form, fit, and function. Okay.

And finally, let me offer some observations on the current export
control system for COMSATS. I have one more chart.

What we have really in the current system is a melding of the
two processes that I talked about before. Under the process that
currently exists, where COMSATS are licensed by Commerce, but
have special procedures applied to them, congressional notification
requirements do not apply. Now, currently, Congress is notified be-
cause of the Tiananmen waiver process. It’s the Tiananmen sanc-
tions that kick off the congressional notification, but there’s noth-
ing in the system itself that requires congressional notification.

Sanctions also do not always apply. The missile technology sanc-
tions in particular are the ones that I'm talking about, and we
haven’t imposed missile tech sanctions since 1993. So, it’s not clear
how they would be implemented in the new system. But as I men-
tioned before, when the missile tech sanctions were put on, the sat-
ellites under the Department of Commerce control at that point in
time, which is before the ’96 transfer, were allowed to be exported
while those under the State Department system were not.

We also have a situation now where Defense Department’s power
to influence the decisionmaking process has diminished. Under the
State Department jurisdiction, State and Defense officials have
stated that State routinely defers to the recommendations of the
Defense Department if national security concerns are raised. Under
the Commerce Department jurisdiction which currently exists, the
Defense Department must either persuade a majority of the other
agencies involved in that process to agree with its position to stop
an export, or escalate their objection to the Cabinet level board, the
Export Administration Review Board.

hCl})airman SHELBY. In other words, they don’t have a veto, do
they?

Ms. ScHiNASI That’s correct.

Chairman SHELBY. Okay. )

Ms. SCHINASI. And that escalation has not occurred in recent
years,

Technical information is also not clearly controlled. I spoke be-
fore about the State Department requirement for technical assist-
ance agreements. Commerce does not require a company to obtain
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a separate license for certain technical data. Part of that is the
form, fit and function category that I referred to earlier, but there
has been no separate category created in the Commerce Depart-
ment system for technical data, so it’s not always clear what kind
of technical data you're talking about transferring.

Without clear licensing requirements, the Defense Department
may not have an opportunity to review the need for the monitors
and safeguards we talked about earlier.

And finally, just let me point out that the additional controls that
are now in place for the satellites that were transferred after 1996
do not apply to the satellites that were transferred earlier, during
the 1993 process. Those satellites are controlled under the normal
Corlnmerce Department rules and are subject to more limited con-
trols.

That concludes my prepared statement. I'd be happy to respond
to any questions.

Let me add that we have attempted, since we got notice of the
hearing, to bring ourselves up to speed. We have not looked at this
issue in depth since the issuance of our report in January 1997,
and it’s a complicated area, so I may have to offer to provide an-
swers for the record.

Chairman SHELBY. We might want to bring you back at a later
time.

Ms. ScHiNasI. Okay. That’s fine.

Chairman SHELBY. We appreciate it.

Would it be fair to say what you've described here is a rather
loose system of controls dealing with exports?

I\llls. ScHINASI No, I don’t think it would be a loose system of con-
trols.

Chairman SHELBY. Would it be a tight system?

Ms. ScHiNasI. I think it’s a very complicated system.

Chairman SHELBY. Complicated.

Ms. ScHmASI. And that we do have very tight controls that we
can put in place——

Chairman SHELBY. Can put in place?

Ms. ScHINASI [continuing]. When we believe they are necessary.
As I pointed out at the beginning, we’re talking about risk.

Chairman SHELBY. Okay.

Ma’am in the deliberations leading up to Secretary Christopher’s
decision, I believe it was October of ’95, to retain the commercial
satellites in question under State Department jurisdiction—is that
the right date?

Ms. ScHINASI That’s correct.

Chairman SHELBY. What were the positions of the different agen-
cies that participated in the interagency process? In other words,
who supported the shift to Commerce, and who opposed it? What
concerns were expressed by those agencies or offices that opposed
the shift? Which agencies presented the national security issues as-
sociated with the shift, if you know? Would you comment on that?

Ms. ScHINASIL The Departments of Defense and State——

Chairman SHELBY. Opposed the shift.

Ms. SCHINASI [continuing]. Supported retaining the satellites
under the State Department regime.

Chairman SHELBY. Okay.
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In the 1997 GAO report that you've been talking about, you note
the Commerce Department’s insistence that the '96 shift in juris-
diction was unanimous. This view, which Commerce stands by
today, I understand, is apparently based on the fact that after Sec-
retary Brown appealed Secretary Christopher’s decision to the
President, and the President ultimately sided with the Commerce
Department, the State Department and others, not surprisingly,
saluted and supported the President’s decision, you know. We un-
derstand.

In your view, does this constitute a unanimous decision in the
commonly understood sense of the word, or a loyal, you know, it
was troopers, for President. In other words it wasn’t everybody
voting on it. It was not unanimous in that sense, was it? -

. Ms. ScHINASL. The decision was unammously supported by the
agencies that were involved in the process.

Chairman SHELBY. After the President made the decision.

Ms. ScHINASIL We did not look, we did not investigate specifically
the decisionmaking process. And there’s not much documentation
involved with it.

Chairman SHELBY. Okay.

In your testimony you also described some of the enhanced con-
trols that the Commerce Department agreed to impose on commer-
cial satellite exports after the ’96 transfer to the Commerce Control
List, which were designed, in your words, to, quote, “mirror the
stricter State Department controls.” You recall that?

Ms. ScHINASI That’s correct

Chairman SHELBY. Could you describe for the committee today to
what extent those changes do, in fact, mirror the State Department
controls and what differences remain between the two processes,
both on paper and in the practical, day to day practice and imple-
mentation. Especially, were interested in the security and the
monitoring procedures required during the actual export, transfer
and launch of a satellite. For example, the technology transfer con-
trol plans, technical assistance agreements, and the use of Defense
Department monitors. You understand what 'm——

Ms. SCHINASI. Yes, I do.

Chairman SHELBY. Okay.

Ms. ScHiNAsSI. We have not looked at how the system is working
since it’s been put in place. I think you ask a good question, how
have the conditions—we do make the point that the CODdlthIlS put
on the licenses are very important.

Chairman SHELBY. But you could do this and come back to the
committee later, could you not, on that?

Ms. SCHINASIL. Yes.

Chairman SHELBY. Would you conclude that under the State De-
partment process that safeguards were mandatory while under the
Commerce Department process the safeguards are now essentially
optional, and who decides whether they will be applied? How would
you describe that? Is that

Ms. ScHINASI. What we have is experience, and the State Depart-
ment historically imposed at least the two safeguards that I
talked—the three safeguards that I talked about, requiring the
technology transfer plans, having DOD monitors on site at the
launch, and having the technical assistance agreements, a license
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for which was granted separate from the license to launch. The
Commerce Department has those tools to use if it chooses to do so.

Chairman SHELBY. But you haven't checked the trend since this
has happened.

Ms. ScHinasL That'’s correct.

Chairman SHELBY. This is something you’d get into and get back
with us at the proper time?

Ms. SCHINASI. Yes.

Chairman SHELBY. In the export control process, the Defense De-
partment has traditionally been regarded as the hardline advocate
for national security concerns. These are my words. There have
been suggestions that in recent years, the Defense Department has
abandoned that role and moved closer to the positions more typi-
cally taken by the Commerce Department. Is that an accurate as-
sessment, and if so, how do you explain the shift?

Ms. ScHINASL I think I would look at the items that were being
controlled and the process by which they were being controlled. We
have seen the movement of a number of items traditionally con-
trolled on the munitions list over to the Commerce Department list
that brings into play all of the various different interagency proc-
esses that I referred to earlier, in which the Defense Department
becomes one of many votes.

Chairman SHELBY. If this is true, you know, that is, the shift in
attitudes, if that were true and it’s shared by—is this shift shared
by the Defense Technology Security Administration, DTSA, or does
it originate in other elements of the Defense Department? In other
words, how are these issues resolved in reaching a final, coordi-
nated Defense Department position and reconciled with DOD’s core
mission, that is, protecting our national security?

Ms. ScHINASL. The DTSA, as you referred to, still maintains the
primary role in evaluating technology transfers and their military
significance. And I am not aware of any shift in the position of the
department overall, other than——

Chairman SHELBY. You said you hadnt tracked that trend,
though.

Ms. ScHINASI. No, we haven't looked.

Chairman SHELBY. But you will do this on behalf of the com-
mittee, would you not if we ask you to do that?

Ms. ScHiNASI. Yes, we would be happy to do that.

Chairman SHELBY. Senator Kerrey.

Vice Chairman KERREY. Thank you very much, Mr. Chairman.

Miss—is it Schinasi?

Ms. ScHINASI. Schinasi, yes.

Vice Chairman KERREY. Schinasi. Thank you.

Just to clarify something, on page 13 of your testimony, you say
that Defense monitors at the launch, this is one of the additional,
what do you call, safeguards and controls after the waivers. And
I must say, I was not aware that there has not been a single waiv-
er denied over the entire—

Ms. ScHINASI For launch.

Vice Chairman KERREY. For launch?

Ms. ScHINASI That’s correct.

Vice Chairman KERREY. Over the entire history of the waivers,
there has not been a single waiver denied for launch?
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Ms. SCHINASI. A license application. Yes.

Vice Chairman KERREY. But my understanding is, in addition,
that the Defense does much more than monitor the launch, that
they actually accompany the satellite from the manufacturer all
‘the way to the launch, and that, in the case of the Chinese, they
actually never take physical access or have physical opportunity to
access the satellite. ,

Ms. ScHINASI That’s my understanding.

Vice Chairman KERREY. I think that is correct, that there is an
additional effort. And I also find—let me say that I completely
agree that in the case of the Chinese, that there is substantial risk
here. And I am wondering if you all have done any evaluation of
whether or not the benefits, because there apparently are benefits
to using Chinese launch, in addition to getting satellites up. I have
heard National Security Adviser Berger talk about the benefits.
But in any transaction like that, we evaluate risk versus benefit,
have you personally evaluated risk versus benefit in this?

Ms. ScHINASI No, we have not done any of that.

Vice Chairman KERREY. I think it might be useful to do so,
frankly. I don’t know how—what the benefits are. I mean, I am
looking at the—and we don’t have numbers for ’97, ’98, but one of
the things, it seems to me as we evaluate this, in addition to trying
to evaluate the process, determine if there are any improvements
that can be made, and I find the process not only to be complicated;
I think it lacks a central leader that perhaps is in charge of pro-
liferation questions and evaluates on the basis of proliferation, that
sort of pulls everything together so the President’s got a final pro-
liferation recommendation, as opposed to maybe three or four com-
peting views coming simultaneously. It seems to me that prolifera-
tion is the number one question. That’s why I do find the process
to be a bit complicated and perhaps not serving the President well
enough as he makes a decision ultimately, as to whether or not to
proceed with a waiver. And most compelling, that throughout this
entire time, no waiver to launch have ever been denied. And there’s
been a lot of incidences during this period of time that would cause,
it seems to me, a commander-in-chief to say I am concerned about
proliferation, thus, I am going to deny a waiver to launch. It seems
to me that that risk-benefit calculation has got to take place, be-
cause were going to—we are seeing an increasing number of
launches. In '87, commercial satellite launches, according to Office
of Technology Assessment—I am wondering, Ms. Schinasi, if you
all looked at the commercial satellite launch as the backdrop for all
this, the increased demand for commercial satellite launch as the
backdrop for this waiver process? Did you look at both the increas-
ing demand and the changing mix of the launch?

Ms. ScHINASI No, we did not.

Vice Chairman KERREY. Well, I am looking at it in 1987, as I
said, there’s been a tremendous change, and the changes continue.
Four satellites were launched in 1987: one by U.S.; three by, it says
France, but it’s France

Ms. SCHINASI. New Guinea?

Vice Chairman KERREY. It’s in New Guinea, yeah, but it’s a con-
sortium. Anyway——

Ms. ScHINASI. Oh, the Ariane?
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Vice Chairman KERREY. Ariane launch. So there was only four
in 1987. In 1996, according to the Office of Technology Assessment,
there were 49, 16 of them—about a third—still being done U.S,,
and all the rest of it, France, Russia, China. China only composed
in that year, three. I understand there may be a larger fraction
now.

It seems to me that one of the things in addition to looking at
" the process and evaluating is the process too complicated, does it
serve the President well, is it subject to political influence that
might compromise national security, all those sorts of questions. In
addition to that, we ought to be locking secondly at whether or not
the risk just exceeds the potential benefit. Sometimes it does. Then
you just don’t do it. In this case, we've got an incident after the so-
called St. Valentine’s massacre, the 14th of February 96 when
there was a failure and then a follow-up as a consequence of an
international insurance group saying we've got to get this done,
this evaluation done. And the potential, according to Customs any-
way, the potential for a violation of a U.S. law to have occurred,
I'm wondering, it seems to me, secondly, we ought to be locking at
the entire risk-benefit equation.

And then thirdly, we've got to answer the question still today in
1998, did we—is it wise for the United States of America, given not
only our need to launch commercial satellites, but the increasing
dependency on open source technology for our intelligence. I mean,
this thing sort of has a circular nature to it.

We use open source information increasingly as the source for
our decisionmaking. Is it wise for the United States to go forward
in an era where we are increasingly going to need launch, is it wise
for us to go forward not having a sufficient amount of launch ca-
pacity to take care of all of our needs, being dependent whether it’s
on—whoever it’s dependent upon, depending upon others to do
something as vital as this is for national security.

And I wonder if GAO has done any evaluation of that particular
aspect, looking at the overall launch capacity and the decision in
’88 as well as the decision now. We continue to—we continue to re-
affirm the wisdom of that decision because we have made no effort
to alter it.

Ms. ScHINASI. We have nothing specific under review. We are
looking generally at those issues through our work on satellite pro-
grams, such as the Expendable Evolved Launch Vehicle.

Vice Chairman KERREY. And you also say in page 3 of your testi-
mony, Arms Control Export Act—excuse me—Arms Export Control
Act gives State Department the authority to use export controls to
further national security and foreign policy interests without re-
gard to economic or commercial interest.

Now, I must say, I have had many contacts with the State De-
partment, and at least half of them are trying to press the State
Department to consider economic and commercial interests when
they’re doing business. And indeed, every embassy throughout the
world now has an effort underway to try to promote U.S. economic
interests. And I wonder, in your evaluations, GAO’s evaluation, if
you looked at congressional pressure to get first President Bush
and then President Clinton to transfer the authority from State to
Commerce just for this reason. I'm looking at a—I had staff dig it
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out, because I know that I've been asked—not, significantly, by
Loral, I'd point out—but I've been asked in many other areas,
would I contact the State Department and try to get them to expe-
dite a decision they’re making. And I've wondered if Congress had
intervened on this one. And there’s, I think, 33 signatures on a let-
ter to Warren Christopher, October 27, 1993, members of Congress,
urging the transfer from State to Commerce. I wonder if GAO eval-
uated any of these kinds of interactions. I mean, we—you say that
it makes it without regard to economic or commercial interests, but
certainly members of Congress, myself included, have gone to State
on many occasions and said, we want you to consider economic and
commercial interests when you make a decision.

Ms. ScHINASL I think in this instance we were trying to point
the difference in the laws and what the laws put forward.

Vice Chairman KERREY. Okay. You're looking only at the law
gives them the authority to do that.

Ms. SCHINASI. That’s correct.

Vice Chairman KERREY. Not as to whether or not, in the execu-
tion of their duties, they use that authority exclusively to consider
national security and don’t factor in economic commercial interests.

Thank you.

Thank you, Mr. Chairman.

Chairman SHELBY. Senator Levin.

Senator LEVIN. Thank you, Mr. Chairman. And welcome.

The first question that I have relates to the transfer decision in
October of 1995 where the Secretary of State opposed the transfer
at that time, and Commerce, as I understand it, appealed to the
National Security Council. Is that correct?

Ms. ScHINASI That’s correct. :

Senator LEVIN. Now as far as we know, and as far as you can
document, that appeal went to the National Security Council; we
don’t know whether it went to the President. Is that correct?

Ms. ScHiNAsI. That’s correct.

Senator LEVIN. And then following that appeal and between Oc-
tober of 1995 and March of 1996, when a Presidential announce-
ment was made, a number of very important events took place.
One is on your chart specifically in December of 1995 an Executive
Order was issued requiring all Commerce licenses to be referred to
the Department of Defense, State, and others. Is that correct?

Ms. SCHINASI. Yes.

Senator LEVIN. So that the reference of applications on the Com-
merce list was tightened, as far as national security is concerned,
in December of 1995, by requiring that those items be referred to
the Department of Defense. Is that correct?

Ms. ScHINASI. Yes, that’s correct.

Senator LEVIN. Now something else of great importance hap-
pened between October 1995 and March of 1996, and that is that
the agencies met to see if they could come up with a common rec-
ommendation to the President. Is that correct?

Ms. ScHINASI. Our understanding from discussing this with par-
ticipants in the process is that there were numerous meetings.

Senator LEVIN. All right.



19

So that there were numerous meetings between the agencies to
see if they could come up with a common recommendation on this
issue to the President.

Ms. ScHINASI. That’s correct.

Senator LEVIN. And did they achieve a common position relative
to this issue that they then recommended to the President?

Ms. SCHINASI. I don’t know that I can say yes, they recommended
to the President, because this was a very informal process. This
was not something that was done on paper. But part of the discus-
sions taking place set out different scenarios as to how items would
be controlled under the two systems.

And so we had, for example, the creation of a new item, Signifi-
cant Item Control, and other things like that.

Senator LEVIN. But I'm referring, though, to the recommendation
to the President about the transfer in March of 1996. That’s what
I'm referring to.

Ms. ScHINASIL Okay. .

Senator LEVIN. Do you have a copy of the press release issued
by the White House in March of 1996?

Ms. ScHINASL Yes, I do. Not——

Senator LEVIN. Could you take a look at the press release?

Ms. ScHINASIL Yes.

Senator LEVIN. Starting with the middle, where it says, “Second,
new control procedures and regulations.” Do you see that?

Ms. SCHINASI. Yes.

Senator LEVIN. Okay.

Now this was a press release which the White House issued in
March of 1996, is this correct?

Ms. ScHINASL Yes.

Senator LEVIN. At the time of the Presidential announcement we
are discussing? Is that correct?

Ms. SCHINASI. Yes.

Senator LEVIN. And I'm going to read it, and stop me if I'm not
reading it accurately. “Second, new control procedures and regula-
tions will be developed within 30 days that will provide for strong
national security and foreign policy controls to all destinations and
end users worldwide for these items. Also, there will be established
enhanced procedures for interagency review of Commerce licenses
for these sectors to ensure that all national security and foreign
policy concerns are comprehensively considered for these sectors.
These procedures will provide for expanded participation by review-
ing agencies, including the Departments of State and Defense, with
initial decisions subject to majority vote of the reviewing agencies.
As under current procedures, dissenting agencies will have the
right to escalate cases to higher levels, including the President.”

Have I read that correctly?

Ms. ScHINASI. Yes.

Senator LEVIN. Now, the next paragraph reads. “This decision
does not decontrol any of these items. The President’s decision only
serves to make clear from which agency exporters must obtain li-
censes for exports of commercial jet engine hot section technologies
and commercial communications satellites.”

So far, so good?

Ms. ScHINASI. Yes.
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Senator LEVIN. Now, the last paragraph on this page, and this
is what I want to discuss further.

“The President’s decision to clarify the export-control jurisdiction
for these items is the result of an intensive interagency review over
the past few months, involving the Departments of State, Com-
merce, Defense, and the Intelligence Community. All agencies de-
veloped a common recommendation to the President. It clarifies the
licensing jurisdiction of these items and protects our national secu-
rity and foreign-policy interests.”

‘Did I read that accurately?

Ms. ScHiNaSI Yes, you did.

Senator LEVIN. Do you have any reason to believe that that is
not accurate?

Ms. ScHINASL No, I do not. -

Senator LEVIN. Is my time up, Mr. Chairman?

Senator LAUTENBERG. The red light means go, fast.

Senator LEVIN. Thank you, Mr. Chairman.

Chairman SHELBY. Senator Glenn.

Senator GLENN. Do you want to finish your question, Carl?

Senator LEVIN. I've got a lot more, so——

" 1C};_airman SHELBY. Yeah. He’ll have to wait another round, like
of us. :

Senator GLENN. Do we have any policy that was established to
permit launches by foreign nations? Now, that’s been exercised
with China. Have there been other nations that have also launched
commercial satellites for this country?

Ms. SCHINASI. Yes.

Senator GLENN. What were those countries?

Ms. ScHINASL A launch facility in Russia has also launched U.S.
satellites.

Senator GLENN. Just Russia? Hasn’t France also?

Ms.uSCHINASI. And I believe the facility is in the New Guinea,
as well. '

Senator GLENN. I think that’s correct. -

We had this change of policy to enable us to use the PRC. Then
we were going along okay. Then they had the blowup. Then, as I
understand it, there was an insurance company, or the companies
wanted to check out what had happened before they were willing
to insure future launches. Is that correct, as far as you know?

Ms. ScHINASI. I don’t know anything to the contrary.

Senator GLENN. You don’t know on that. Okay.

Well, let’s say that that’s what happened, because I think that’s
what did happen. With the permit system that you are an expert
on here, were permits required to do an investigation of a satellite
failure?

Ms. ScHINASL If there is going to be a transfer of technical data
for a system licensed under the State regime, then a technical as-
sistance license is required—a technical assistance agreement li-
cense, it’s known as.

Senator GLENN. But what if they’re just investigating to find out
why it occurred? That wouldn’t necessarily mean a technology
transfer. Under any of our permitting systems, would that be pro-
hibited, as far as you know?
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Ms. SCHINASI. I'm trying to imagine—under the current Com-
merce Department system, you do not need a separate license to
discuss what’s known as form, fit, and function issues, which is

Senator GLENN. What is form, fit, and function? Define that, if
you would, please.

Ms. ScHINASL Those—that knowledge which is required to put a
satellite onto a launch. It has to do with the size, the electrical con-
nections required, how you bolt it together.

Senator GLENN. Would it be wrong for an American company to
contract to help launch a vehicle in a foreign company, France or
Russia or China or wherever, according to any of our requirements
in law, that you know of?

Ms. ScHINASI. You're asking whether or not they need to apply
for a license——

Senator GLENN. Right.

Ms. SCHINASI [continuing]. To launch in a foreign country?

Senator GLENN. To be part of a foreign launch crew, say to give
advice on how to launch. Would that require a license?

Ms. ScHINASI. Yes, I believe it would.

Senator GLENN. Under which law would that be required? Do
you know?

Ms. ScuiNasl. That answer assumes that there would be tech-
nical discussions that would take place. So it’s hard for me to an-
swer without specific knowledge of whether or not technical—

Senator GLENN. If the thing failed, would it be illegal—or would
it be—I assume from what you said before then, it would be legal,
or there would be nothing in law that said they could not inves-
tigate a satellite failure. Is that correct?

Ms. SCHINASI. Senator Glenn, you're getting me beyond—if you're
asking for a legal opinion, I'm sorry. I can’t give it.

Senator GLENN. No, I'm asking for what you know about the per-
mitting system and whether that would be required or not.

b Ms. ScHiNasI It would have to be determined on a case-by-case
asis.

Senator GLENN. Okay.

Ms. ScHINASIL I don’t think I can answer that with a general an-
swer.

Senator GLENN. All right.

Chairman SHELBY. Are you finished, John?

Senator GLENN. I guess so. That's all.

Chairman SHELBY. Senator Allard.

Senator ALLARD. Thank you, Mr. Chairman.

I have been reading over your report here. On page 19 you'd indi-
cated that it was only after the Commerce appealed the Secretary
of State’s decision to the President, and then the President——

Chairman SHELBY. Senator, could you bring your mike up a little
closer, please? Thank you.

Senator ALLARD. Mr. Chairman, is-that better?

Chairman SHELBY. That’s better for everybody.

Senator ALLARD. I'll repeat my question.

It was only after Commerce appealed—and this is on page 19—
it says it was only after Commerce appealed the Secretary of
State’s decision to the President, and then the President decided
jurisdiction for both commercial communications satellites and
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commercial jet engines hot section technology to the Department of
Commerce that unanimous support for the transfer of jurisdiction
came about.

In other words, in reading your report, I got the impression that
there was a lot of controversy, maybe—but there was at least some
controversy—you didn’t qualify one way or the other—among the
agencies, and the President stepped in, made his decision, and then
a unanimous consensus evolved after the President made that deci-
sion.

Did you have any way of tracing how that transfer from dissen-
sion among the various agencies moved over to a unanimous con-
sent to support the President? Was there sort of a decisionmaking
record there?

Ms. ScHINASI. We also have a discussion of the process that
you're talking about on page 11 of that report, which is part of the
initial review we did. What you're reading from is the response
that we made to agency comments when they came back and com-
mented on the report. I would ask you to use the page 11 discus-
sion as the——

Senator ALLARD. I know you want me to use page 11—

Ms. SCHINASI [continuing]. More comprehensive one. Right.

Senator ALLARD. But am I correct that there was dissension
among the agencies initially on this licensing transfer to the De-
partment of Commerce of the——

Ms. ScHINASIL. Yes.

Senator ALLARD. And then am I correct that the President made
a decision, then the agency decision was unanimous? Or was there
still dissension among the agencies?

Ms. ScHINASL. No. The President’s decision reflected a unani-
mous agreement among the agencies to transfer the satellites.

Senator ALLARD. And I would repeat my question again, then.
What process intervened to change those agency decisions so that
it became a unanimous decision supporting the- President? Was it
the President’s decision alone that made that happen, or was there
some record of decision within the agencies that brought about a
change in the decision?

Ms. ScHINASI. Once that decision went into the National Security
Council process, we had a lot less visibility over it. From what we
know of discussions with officials involved in it, there were a num-
ber of meetings about, as I said earlier, kind of what—how the con-
trols would change. There’s no formal agreement that we know of
or formal recommendation or anything formal or documented about
what actually went on during that process.

Senator ALLARD. So how that happened, I guess, is just open to
speculation; is that correct?

Ms. ScHINASL I don’t have anything to offer in terms of docu-
mentation. ‘

Senator ALLARD. Okay. :

I'm a little bit interested in knowing if the intelligence agencies
themselves—how they played a role in this decision, and whether
the Intelligence Community was consulted at all as to whether li-
censes should be approved. Did you get any indication that they
had been consulted?
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Ms. ScHINASI. Generally speaking, the Department of Defense re-
ferred license applications, with respect to COMSATS anyway, they
frequently referred those to the intelligence agencies, yes.

Senator ALLARD. And under what circumstances do current regu-
lations compel Commerce to send license applications which in-
clude sensitive technology for interagency review?

Ms. ScHINASI. The Commerce Department is required to send all
license applications to the Departments of State, Energy, ACDA,
the five agencies.

Senator ALLARD. Based on the Tiananmen Square, or is it—

fMS)SéssCHmASL No, based on the Executive Order from December
of 1995.

Senator ALLARD. I see. And more specifically, is the Intelligence
Community assured the opportunity to give an opportunity in all
such cases? :

Ms. ScHINASL I'm sorry?

Senator ALLARD. Is the—specifically, is the Intelligence Commu-
nity assured the opportunity to give an opinion in all such cases?

Ms. ScHiNASI. The Intelligence Community is represented as a
non-voting participant in the process of appeals under the Com-
merce Department system.

Senator ALLARD. Okay.

AI‘I?d so it does not have any veto over any of the items of con-
cern?

Ms. ScHINASL No. It’s a non-voting member.

Senator ALLARD. Are you aware of any cases where an element
of the Intelligence Community expressed concern regarding a
transfer, but was unable to stop the license?

Ms. ScHINASI. Not—not right off the bat, no.

Senator ALLARD. Mr. Chairman, I see my time has expired.
Thank you. .

Chairman SHELBY. Thank you.

Senator DeWine?

Senator DEWINE. Mr. Chairman, thank you very much.

Let me read from one of your concluding paragraphs on page 14.
At the bottom of the page, Defense’s power to influence the deci-
sion-making process was diminished since the transfer. When
under State jurisdiction, State and Defense officials stated that
State would routinely defer to the recommendations of Defense if
national security concerns are raised. Under Commerce jurisdic-
tion, Defense must now either persuade a majority of other agen-
cies to agree with its position to stop an export or escalate their—
or escalate their objection to the cabinet level Export Administra-
tion Review Board, an event that has not occurred in recent years.
I want to make sure I understand. The event that has not occurred
in recent years is——

Ms. ScHINASIL The escalation to the Review Board.

Senator DEWINE. That has never happened?

Ms. ScHINASI. It’s happened; it’s not happened recently.

Senator DEWINE. Recently meaning, roughly what?

Ms. ScHINASL Four or five years.

Senator DEWINE. Do you find that unusual? Or do you care to
comment?

Ms. SCHINASI. Since you've given me the option——
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Senator DEWINE. Well, you always have the option, I guess.

Ms. ScHiNaSI. The interagency process is a very active one.
There are a lot of deliberations that go on. As we pointed out ear-
lier, there are number of different interests that the various agen-
cies are attempting to serve as they go through this process, and
it is always a balancing act. Every case is different, and every case
requires intensive discussion when there is a disagreement.

Senator DEWINE. But what does that have to do with it not going
to the Export Administration Review Board?

Ms. ScHINASL I think the fact that there are the discussions—
that the discussions take place—

Senator DEWINE. Prior to that?

Ms. SCHINASI [continuing]. Gives the opportunity to work out the
various interests that are involved.

Senator DEWINE. I want to get back, if I could, to the question
about—that was raised earlier in regard to Defense personnel over-
seeing the satellite launches. How long are the Defense people in
place at the launch site, do you know? And how do we know, or
do we know, that the people with the right expertise are available?
And do they monitor the integration of satellite onto the launch ve-
hicle itself? In other words, do you know exactly how this process
works?

Ms. ScHINASI. No, we do not. We have not looked at that.

Senator DEWINE. Was that beyond—when you'd do this, if you
do an additional follow-up, is that type information, do you think,
- beyond your ability to gather?

Ms. ScHINASL Part of it may be, because of the classified nature
of the information. I don’t know until I look into it.

Senator DEWINE. I don’t want to belabor the point, but I am still
a little confused. I want to go back to page 19. And again I want
to read from the bottom. It’s been read to you before, portions of
it.

The Secretary of State upheld these recommendations. It was
only after Commerce appealed the Secretary of State’s decision to
the President and the President decided to transfer jurisdiction for
both commercial communications satellites and commercial jet en-
gine hot section technology to the Department of Commerce, that
unanimous support for the transfer of jurisdiction came about.

I mean, it just seems what you are saying here is, yeah, once the
decision is made at the highest level, then people agree to it. Isn’t
that—that’s all you're saying, isn’t it? I mean, that’s what would
happen and you’d expect to happen in an organization? You fight
it out, and the top person makes the decision. Then everyone goes
along with it.

Ms. ScHNasL. We did not have, as an objective of the review of
this report, to look at the process by which the decision was made.
As I said earlier, the description earlier in the body of the report,
I think, accurately reflects our understanding of the events that
took place. The Commerce Department, in responding to the report,
came back and said that—implied that there were no objections
from the State Department and the Department of Defense. Our
understanding——

Senator DEWINE. Objections to?
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Ms. ScHINASI. To moving the controls over. That was the Sec-
retary’s position in 1995. Our understanding is that there were re-
peated, frequent and long meetings on an interagency basis to try
and work through some of the issues where there was a difference
between the State Department’s position in 1995 and what it would
mean to transfer those satellites to Commerce Department. So I
think that, as I said before, the characterization of that process is
better in the body of the report.

Senator DEWINE. All right.

Thank you, Mr. Chairman.

Chairman SHELBY. Senator Hatch.

Senator HATCH. I've been very interested in—the White House
points out that all commercial satellite licenses or waivers reviewed
by the Departments of Defense and State—that they have to be re-
viewed by the Departments of Defense and State. Why do you be-
lieve that the role of the Department of Defense was diminished in
this matter?

Ms. ScHINASL For the satellites that were on the munitions list
before the transfer to the Commerce Department system, the De-
partment of Defense had a larger role in that decision. Commonly,
it was only the Departments of State and Defense that participated
in those licensing decisions. So the very fact that the Department
of Defense became one of many, one of a larger group of players
in the transfer, when those satellites transferred to Commerce De-
partment, by the very nature of the process the Department of De-
fense had a smaller—had a diminished role.

Senator HATCH. Well, what impact would a reduced role of the
Department of Defense reasonably be expected to have on DOD’s
ability to effectively advocate national security interests?

l\gs. ScHINASL. We have not looked at how that process has oper-
ated.

Senator HATCH. It sounds logical that that reduced basis makes
it more difficult for them to argue for national security interests.

Ms. ScHINASI. We do point out that they are—as one of many
now, they are required to get a majority of the agencies that par-
ticipate in the process to agree with them, or to escalate to the
Cabinet level, if there is a disagreement.

Senator HATCH. Well, can the United States be confident that the
Chinese will not gain technology, or information that enhances
their missiles or satellites? What level of confidence? High? Mid-
level? Low? Can’t answer?

Ms. SCHINASL I'm sorry, but as I pointed out in the beginning,
this is about managing risk and that risk can occur regardless of
what regime a satellite is being launched under.

Senator HATCH. Well, how well has the Department of Commerce
controlled exports of satellites and other dual use items to ensure
that technical information is not transferred? You know, is there
case history here, or in the computer—is there a case history in the
computer or machine tool or other areas that may be relevant on
this issue?

Ms. ScHINASIL. It’s possible that there are a variety of things you
can look at. As I said, we have not done that review.

Senator HATCH. I see.
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Well, what other countries sell satellites that are comparable to
U.S. satellites in technological sophistication?

Ms. SCHINASI. For commercial communications satellites, you’re
referring to?

Senator HATCH. Yes.

Ms. SCHINASLI. I can’t comment on the military satellites, but our
U.S. satellite manufacturers are very competitive. And part of that
islhbecause of the technology that they are able to put into the sat-
ellites.

Senator HATCH. But what other countries come close to us in
competition?

Ms. ScHINASL. The French manufacture satellites. That would—
that would be the only one. :

Senator HATCH. Okay. How strictly do other countries treat com-
munication satellite exports?

Ms. ScHINASIL Part of the Commerce Department argument to
move all commercial satellites to their list was to bring U.S. export
control procedures into conformance with those typically used by
other countries. So, to license them as dual use items, rather than
munitions.

Senator HATCH. If you know, are these other countries’ proce-
dures more akin to the Commerce Control List procedures, or the
munitions list procedures?

Ms. SCHINASI. We haven’t looked specifically at that question:

Senator HATCH. So you don’t know.

Ms. SCHINASI [continuing]. But —

Senator HATCH. Have previous administrations generally fol-
lowed or led other countries in deciding whether to export tech-
nologies to other countries?

Ms. ScHINASI. That’s a difficult question to answer generally. I'm
not sure that there is an answer to it generally.

Senator HATCH. What other multilateral export regimes are
there, really?

Ms. ScHINASI. With the dissolution of the Coordinating Com-
mittee, COCOM, the basic multilateral regime for dual-use exports
is known as the Wassenaar Agreement, which is a very loose sys-
tem of multilateral controls. There are additional controls such as
those under the Missile Technology Control Regime, which lock at
components and technologies unique to missiles. And that is a
more stringent regime with more clearly defined procedures.

Senator HATCH. Would you just clarify the role of the Intelligence
Community in deciding whether licenses should be approved? What
would be the role of the Intelligence Community?

Ms. ScHINASL The Department of Defense—according to Depart-
ment of Defense officials, they routinely refer satellite license appli-
cations to the Intelligence Community. In terms of a say in the
process, a vote in the process, the Intelligence Community is rep-
resented only as a non-voting member on the operating committee
and the other committees within the commerce system that come
into play when there is a disagreement about a license approval.

Senator HATCH. Mr. Chairman, could I just ask two follow-up
questions?

Chairman SHELBY. Go right ahead, Senator. Thank you.
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Senator HATCH. Under what circumstances do current regula-
tions compel Commerce to send license applications which include
sensitive technology for interagency review? And specify—specifi-
cally is the Intelligence Community assured the opportunity to give
an opinion in all such cases, and does it have a veto over items of
concern? And if no veto, why not?

Ms. ScHINASI There is no agency of the Intelligence Community
that is listed as a participant in the process, so their involvement
comes when items are referred to them for discussion.

_Cllgairman SHELBY. Excuse me a minute, Senator, if you would
yield.

Relate to us again what agencies are part of the process.

Ms. ScHINASI. There are five agencies that participate: the De-
partments of State, Commerce, Energy, the Arms Control and Dis-
armament Agency.

Senator HATCH. And Defense.

Ms. ScHINASI. And the Department of Defense.

Chairman SHELBY. But none of them have a veto, do they?

Ms. ScHINASL No.

Chairman SHELBY. See, that changed, did it not?

Ms. ScHINASL Yes, that'’s correct.

Chairman SHELBY. Thank you, Senator.

Senator HATCH. One last question, and I think it’s very perti-
nent. Are you aware of any cases where an element of the Intel-
ligence Community expressed concern regarding a transfer but was
unable to stop the license?

Ms. ScHINASL As I answered before, I don’t recall any right off
the bat, no.

Senator HATCH. None whatsoever.

Ms. ScHINASL I don’t recall any. I could get back to you with that
information.

Senator HATCH. If you would; if there are any, I'd sure like to
hear about it.

Thank you, Senator—Mr. Chairman.

Chairman SHELBY. Senator Bryan.

Senator BRYAN. Thank you, Mr. Chairman.

Ms. Schinasi, this has been very helpful, but I am not altogether
clear as to the process. Could I ask you to give me a very thumb-
nail sketch of the procedure, both before and after the Presidential
announcement of March of 1996? Assume for the purpose of my
question that I am an American satellite manufacturer. I have a
satellite that I want to launch. For whatever reason, there is not
a domestic capability, and we need either the French, the Chinese
or the Russians to launch. What would I do? And again, encap-
sulate. What is the first step I would take, as part of this process
that you've described to us?

Ms. ScHINASI. You would need to obtain a License to Launch
from the Department of Commerce.

Senator BRYAN. The Department of Commerce.

Ms. ScHINASI And you would——

Senator BrYAN. I'd file an application. Then just kind of walk me
through this very briefly, because I know we've got MTAC and
we've got a whole lot of processes here that I am just trying to put
into some context.



28
So we apply to Commerce. ‘

Ms. ScHINASL. You would apply. And there are certain time re-
straints. They are required to get back to you in nine days, for
example——

Senator BRYAN. Forgetting the time line, just take me through
this process as to how it would work.

Ms. ScHINASI. Your application would also trigger the beginning
of the waiver process, which for communication satellite exports to
China involves two sanctions—the missile technology sanctions and
the Tiananmen sanctions. The missile technology sanctions are not
now in place. The last time they were imposed was in 1993, so you
would not be concerned with those. But the Tiananmen sanctions
are in place. ’

Senator BRYAN. So we have dual tracking then, the license itself
and then the waiver regime?

Ms. ScHINASI That’s correct.

Senator BRYAN. Am [ correct?

Ms. ScHINASI. That’s correct.

Senator BRYAN. Follow forward, if you would, please.

Ms. ScHINASI. Okay. '

The State Department handles the waiver process, if that’s the
way I can put it. But this is all done in an interagency environ-
ment. My understanding of the way that it works is the Commerce
Department will refer your license application to the Department
of Defense because they have asked for 100 percent referral. And
if the other participating agencies have asked to see the license in
question or the type of license that you’ve applied, the license ap-
plication will also be referred to them.

Senator BRYAN. And this procedure existed both prior and after
the March 1996 Presidential announcement?

Ms. ScHINASL This procedure changed in December of 1995.

Senator BRYAN. 1995, : »

Ms. SCHINASI. Yes.

Senator BrRYAN. Okay.

Ms. ScHINASI. With the Executive Order from the President that
said Commerce is required to refer all license applications.

Senator BRYAN. So, I mean, there’s this interagency discussion.
There’s still a waiver that has to be secured, and a license to be
issued, if I understand.

Ms. SCHINASIL. That’s correct.

Senator BRYAN. Okay.

This is kind of an informal colloquy that occurs between the var-
ious agencies. Is that accurate? Or is this structured or formalized?

Ms. SCHINASI. My understanding of the process is that there are
regular meetings, at which time they discuss a variety of license
applications that have been submitted.

Senator BRYAN. And the agencies that are involved are the same
five that you responded to in terms of Senator Hatch’s question
just a moment ago?

Ms. SCHINASI. Yes, that’s correct.

Senator BRYAN. Okay.

Then what happens? How is the decision reached, both as to the
waiver and the license approval? Again, take me through the proc-
ess. }
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Ms. ScHINASIL. If there is agreement that your license be ap-
proved, then the waiver process moves forward, and—

Senator BRYAN. So let me just stop you there. First of all, it’s a
question of whether the license should be approved, and then the
question as to whether the waiver should be issued. Am I correct
sequentially?

Ms. ScHINASIL That’s my understanding of the practice.

Senator BRYAN. Okay.

Ms. ScHINASL I'm not sure that that is laid out in written proce-
dure anywhere.

Senator BRYAN. And so the Department of Defense, or the De-
partment of Commerce, rather, in terms of this waiver, or not waiv-
er, but the license procedure, the five agencies work themselves
through that process, reach some kind of a consensus——

Ms. ScHINASIL Yes.

Senator BRYAN [continuing]. Go forward, and then either concur-
rently or shortly thereafter the waiver is issued.

Now if that occurs, that completes the process. Am I correct?

Ms. ScHiNasI. The waiver is issued, and then the license is
granted.

Senator BRYAN. The waiver is issued, and then the license is
granted.

Now how did all of that change? If you'll explain to us how the
procedure changed after the Executive Order and again after the
March 1996 Presidential announcements, what part of that process
changed, if any?

Ms. SCHINASI. The dual track of waiver and licensing has been
in existence since the Tiananmen sanctions were imposed. So that
does that—was not affected by any events.

Senator BRYAN. So that has not changed.

Ms. ScHmNasl. The interagency discussion has been in process
since December of 1995.

Senator BRYAN. And that has not changed.

Ms. ScHINASI. That has not changed. What changed with the de-
cision in 1996 to move the remaining satellites to the Commerce
Department control is how you handle a disagreement on the li-
cense.

Senator BRYAN. Okay. So prior, the State Department had the
final say and after the transfer the Department of Commerce, am
I correct on that, ma’am?

Ms. ScHINASI For satellites licensed under the State Department
munitions list system, the State Department had the final say. For
satellites licensed under the Commerce Department system, the
Commerce Department had the final say. What we have now is a
hybrid system. For those satellites that were transferred after
1996, the process is such that there must be a majority decision on
whether or not a license is to be granted, instead of the Commerce
Department making the decision for their items or the State De-
partment making the decision for their items. All of those items
have moved to Commerce, but Commerce no longer has the final
say. The final say is made by a majority vote of the five agencies
that we talked about.

Senator BRYAN. Is it fair to conclude then the authority of Com-
merce has been diminished as a result of this change of procedure?

62-831 00-2
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Ms. ScHINASI. This is a stricter—stricter requirement for the
Commerce Department relative to the other items they license for
dual use purposes. There was a second——

Senator BRYAN. Mr. Chairman, if——

Ms. SCHINASI. Let me just add

Chairman SHELBY. Go ahead.

Ms. ScHINASL There was a second category of items that came
over in that 96 decision and had to do with jet engine hot section
technologies. _

Senator BRYAN. I understand that you perhaps do not have any
details with respect to the waiver that occurred after the St. Valen-
tine’s Day Massacre, as Senator Kerrey characterized the February
14th launch failure. Again, in that context, how did that waiver—
how did that processing proceed in this context of the discussion
that you’ve just given to me, or—if you have any knowledge?

Ms. ScHINASL. Yeah. We have not looked at that process; what
I've described to you is generally the way the process works. But
I have no information, I'm sorry, on how that specific process——

Senator BRYAN. So currently we have this hybrid that you've just
outlined

Ms. ScHINASL That’s correct, for the satellites that were trans-
ferred after the 96 decision.

Senator BRYAN. What satellites were not, just to—in a generic
sense what satellites were not transferred to this new protocol?

Ms. ScHINASI Military satellites.

Senator BrRYAN. Military. Okay.

So we're talking about commercial. :

11Ms. ScuiNasL. All dual use, commercial communications sat-
ellites.

Senator BRYAN. And does dual use have reference to commercial
only as opposed to a military satellite?

Ms. ScHINASL Dual use means they can used for either military
or commercial purposes.

Senator BRYAN. Thank you so much.

-And Mr. Chairman, thank you for your indulgence.

Chairman SHELBY. Senator Graham.

Senator GRAHAM of Florida. Thank you, Mr. Chairman.

I want to go back to 1988, when the original decisions were being
made to utilize non-U.S. launch capacity for U.S. made commercial
satellites. It seems to me that there were two categories of risk
that were involved in that decision. One was the kind of risk that
we've just been discussing, and that is the issue of the inappro-
priate transfer or provision of access to foreign nations of tech-
nology that might have an adverse effect on U.S. national security
interests.

The second risk was that associated with the declining U.S. mar-
kleit share and competence in the area of launch of commercial sat-
ellites.

First, did your report review any evaluation of the assessment of
those categories of risk at the time in 1988 when the decision was
made to go forward with foreign launch capability for U.S. commer-
cial satellites? .

Ms. SCHINASI. Senator, we did not. That actually predates the pe-
riod of time that we reviewed for this report. What we’ve tried to
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do for the hearing is put together sort of a more—a fuller chro-
nology of what happened. But in terms of asking the kinds of ques-
tions that you're talking about, no, we have not done that.

Senator GRAHAM of Florida. So you would then not have any in-
formation as to the degree to which the Intelligence Community
contributed their assessment of those two categories of risk in the
process of making the 1988 decision.

Ms. ScHINASI. No, we do not.

Senator GRAHAM of Florida. On the risk associated with the de-
clining U.S. market share, are you aware of any analysis that’s
been done as to what has been the effect on our relative competi-
tive position in the launch of commercial satellites as a result of
the diversion of a significant number of our satellites to non-U.S.
launch sites and capabilities?

Ms. ScHINASL No, we have not done that. It’s an area that I be-
lieve the Department of Defense is looking into. As I mentioned be-
fore, it has certain programs underway to try and address the issue
of U.S. launch capability.

Senator GRAHAM of Florida. Well, that gets to my next question,
is during the now more than 10 year period that we’ve been uti-
lizing foreign launch capabilities, has there been any evidence that
that use of foreign capabilities has had the effect of reducing the
assertiveness of our efforts to improve, enhance, make more useful,
including making more economically competitive, our own domestic
launch capability?

Ms. SCHINASI. I’'m sorry, we haven’t looked at that.

Senator GRAHAM of Florida. On the second category of risk, the
risk associated with the potential abuse of technology, what has
been the role of the U.S. Intelligence Community in evaluating that
element of risk?

Ms. ScHINASI. As I've tried to describe, we believe that the Intel-
ligence Community, through the referrals by the Department of
State, has participated in some of the decisions in licensing. I don’t
have information on specifically when they've been involved or
what their position has been.

Senator GRAHAM of Florida. Do you know, has that participation
been both at a, what I would call the micro level, assessing indi-
vidual license applications, as well as at the macro level, that is,
assessing the environment of a particular country into which we
were about to insert our communication satellites?

Ms. ScHINASL I'm sorry, I don’t know.

Senator GRAHAM of Florida. Mr. Chairman, I recognize that the
questions that I've been asking are outside the parameters of the
report that we just received, a report that I found to be very help-
ful. I would hope that at some time in the course of these hearings,
we could have some appropriate witnesses who could comment on
the category of risks that we have subjected ourselves to both by
the exposure of our technology to foreign nations and the self-im-
posed decline in our relative competitiveness in the area of com-
mercial launch capability.

Chairman SHELBY. Senator Graham, that’s a good point. We will
have that.

Senator GRAHAM of Florida. Thank you.

Chairman SHELBY. Start another round if we can.
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The press release, I believe it’s my understanding, Senator Levin,
is dated March 14th, 1996, that you asked her to read from? The
staff tells me that, ’96, from the administration, that you have be-
fore you. The press release Senator Levin read from included the
statement—I believe it’s the second paragraph—commercial com-
munication satellites will be controlled on the dual use list as well,
even if they include individual munitions list components or tech-
nologies. Do you follow me on that?

Ms. SCHINASI. Yes.

Chairman SHELBY. Can you explain to the committee what this
means and some examples of individual munition list items, if you
have it? And does this include encryption hardware for securing
the command and control of the satellite while it’s in orbit? In
other words, did any agency, to your knowledge, thus far in your
investigation, raise concerns about these items being placed, in ef-
fect, on the Commerce Control List, even though they remained in-
dividually tightly controlled sensitive technologies on the munitions
list? You follow what .

Ms. ScHINASI. Yes.

Chairman SHELBY. Okay. ‘

Ms. ScHINASI. The components that you're talking about—and I
believe we attached something to the end of the statement—were
those that, prior to 1996, differentiated between satellites that
were controlled on the munitions list and satellites that were con-
trolled on the Commerce list. Having any of those nine militarily
critical capabilities meant that they were controlled by the State
Department. In the current situation, components that are ex-
ported as components—any of those components—are still con-
trolled by the State Department. But if those components are incor-
porated into a commercial communications satellite, those come
under the control of the State Department. Encryption devices is
one of those nine militarily significant items. :

Chairman SHELBY. Okay.

Your report states—says that you interviewed officials from a
number of agencies, including representatives from the Intelligence
Community, which there are a number of agencies——

Ms. ScHINASI. Yes, that’s correct.

Chairman SHELBY [continuing]. Such as the NSA, National Secu-
rity Agency. Is that correct?

Ms. SCHINASI. Yes, that is.

Chairman SHELBY. The Defense Intelligence Agency—you men-
tioned them earlier.

Ms. ScHINASI. Yes.

Chairman SHELBY. Are you aware, | should say, are you aware
of any dissent within the Intelligence Community regarding the in-
clusion of commercial communications satellites, even if they in-
clude individual munitions list components, on the Commerce Con-
trol List? I know this is very complicated.

Ms. ScHINASI. Right. No, I'm not aware of any——

Chairman SHELBY. Do you want to go over that again? You un-
derstand the—— ’

Ms. ScHINASL. No, I understand the question, and I'm not
aware—I can't recall any specific

Chairman SHELBY. Will you check the record on all this?
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Ms. ScHINASI. Yes, I would be happy to do that.

The Export Administration Regulations, that govern the Depart-
ment of Commerce export system, identify the type of technical
data that can be licensed by the Department of Commerce as part
of the launch. This data is commonly referred to as “form, fit and
function” data. The Regulations provide that technical data pro-
vided to the launch provider—including form, fit function, mass,
electrical, mechanical, dynamic/environmental, telemetry, safety,
facility, launch pad access, and launch parameters—that describe
the interfaces for mating of the satellite to the launch vehicle and
parameters for launch—for example, orbit, timing—can be licensed
by the Department of Commerce.

Chairman SHELBY. Because, as you said, you want to bring your
report up to date, and I think there have been a number of other
questions asked that you want to respond to here.

Ms. SCHINASL Let me add that there may be some that we would
not necessarily know or have access to.

Chairman SHELBY. Because of classification.

Ms. SCHINASL. A number of the discussions that probably would
have taken place or could have taken place.

Chairman SHELBY. And we’d have to get that through someone
else, is that correct?

Ms. ScHINASI. Yes.

Chairman SHELBY. I want to get into some of the effects of the
transfer to the Commerce—or Commerce Control List, is that what
you call it, the CCL?

Ms. ScHiNAsI. CCL.

Chairman SHELBY. As opposed to the Munition List. .

Ms. SCHINASIL. Yes.

Chairman SHELBY. Two different things.

You state that items moved from the Munitions List to the Com-
merce Control List are no longer subject to certain missile tech-
nology sanctions or to congressional notification requirements. Is
that correct?

Ms. ScHINASI Yes, that’s correct.

Chairman SHELBY. Do you believe that these sanctions and re-
porting requirements were among the reasons that the aerospace
industry pushed so hard for the transfer? Was the Commerce De-
partment sympathetic to these concerns in your judgment?

Ms. ScHINASL The industry has stated that those are two of the
reasons that it——

Chairman SHELBY. Okay.

In your opinion, when the issue at hand is missile proliferation
and the country is China—is what we’re talking about here, al-
though we’ve talked about some other countries, and I am sure
will—and China is basically known as one of the big proliferators
or worse proliferators of missile technology—does it make sense to
exempt missile related technologies from those sanctions or to re-
move those transactions from congressional scrutiny?

st. ScHINASL. Mr. Chairman, you've gone way beyond the basis
0 e
Chairman SHELBY. Beyond your scope?
Ms. SCHINASI [continuing]. The knowledge that I have, yes.
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Chairman SHELBY. In one of your charts—if we can get back into
some technical information—you make the following observation
about the current export control system. I'll quote you. “Technical
information not clearly controlled.”

Ms. ScHINASIL That’s correct. And——

" Chairman SHELBY. Is that the other chart?

Ms. ScHINASI. The chart is not up. Yes, it's——

Chairman SHELBY. Now, what did you mean when you said
“technical information not clearly controlled? Why and in what
manner is technical information not clearly controlled? That was
alluded to some other Senators.

Ms. ScHINASI. When the satellites moved over in 1996 to be con-
trolled by the Commerce Department under some of these new pro-
cedures, there was not a category set up specifically for technical
data. Under the State Department system, there is a specific cat-
egory for technical data that requires a license. A Technical Assist-
ance Agreement License is required for the transmission of tech-
nical data.

There is no specific category set up for the satellites now that
they are under the Commerce Department control.

For that data which is at the level of form, fit and function, it
is considered to be part and parcel of the communications satellite.
So a license to be able to launch is also a license to be able to dis-
cuss form, fit and function data. .

Chairman SHELBY. Form, fit and function.

Ms. SCHINASI. Yes.

Chairman SHELBY. Now, what does that mean to us on the com-
mittee and to the American people—form, fit and function?

Ms. ScHINASI. Those are——

Chairman SHELBY. From your knowledge, is what——

Ms. ScHINASL Right. That is the basic information that is re-
quired to put a satellite onto a launcher. It has to do with the size
of the satellite relative to the size of the launcher, how you bolt it
on or how you attach it, how the electrical connections hook up to
put the satellite on there and keep it there during launch. So, it’s
just the basic parameters of mechanical and electrical information
that’s needed to mate the satellite to the launcher.

Chairman SHELBY. Would that include information or analysis
of—transfer of technical information as to why a launch failed? You
know, this is part of the inquiry, I know.

Ms. ScHINASI. Right.

- Chairman SHELBY. You don’t know?

Ms. ScHiNASI. There is a very good—I mean, there——

Chairman SHELBY. Form—say it again. Form.

Ms. ScHINASL There is a clearer definition of form, fit and func-
tion that has existed. I don’t have it with me——

Chairman SHELBY. Can you furnish this to the committee?

Ms. ScHINASI I'd be happy to do that.

Chairman SHELBY. And as I said, we'll get back.

Senator Kerrey.

Vice Chairman KERREY. Earlier, I think it might have been Sen-
ator Hatch, Ms. Schinasi, who was asking about whether or not
there’s any other competitive makers of satellites, and that was
also beyond your pay grade——
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Ms. ScHINASI. Yes.

Vice Chairman KERREY [continuing]. As it was mine as well. And
I would like to point out for the record that it is one of the signifi-
cant arguments that people make when theyre urging the Sec-
retary of State or the Secretary of Commerce to grant a waiver. In-
deed, I'd just like to state, put into the record a letter that was
signed by 30 Members of Congress on October 27, 1993, equally di-
vided, approximately Republican-Democrat. Their principal argu-
ment is since foreign competitors stand willing to sell their sat-
ellites to China, the only people actually affected are those em-
ployed by US satellite manufacturers. And a letter on the 16th of
November, 1993, Governor Pete Wilson, making the same argu-
ment, that these sanctions not only prohibit the sale of satellites
to the PRC but they also preclude us from sending satellites. It
says, because of the availability of satellites from other countries,
the impact, including commercial satellites in the US, sanctions
will have little effect on the PRC but enormous impact on the
United States, especially California, which is the home of many of
the nation’s satellite manufac