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JOINT SECURITY COMMISSION

THURSDAY, MARCH 3, 1994

UNITED STATES SENATE,
SELECT COMMITTEE ON INTELLIGENCE,

Washington, DC.
The Select Committee met, pursuant to notice, at 2:35 p.m., in

room SH-216, Hart Senate Office Building, Hon. Dennis DeConcini
(chairman of the committee) presiding.

Present: Senators DeConcini, Glenn, Kerrey of Nebraska, Byran,
and Warner.

Also present. Norman Bradley, staff director; Judy Ansley, mi-
nority staff director; Britt Snider, chief counsel; and Kathleen
McGhee, chief clerk.

Chairman DECONCINI. The Committee will come to order.
Welcome, Mr. Smith, We thank you for being with us today.
Last May, the Secretary of Defense and the Director of Central

Intelligence appointed a Joint Security Commission to develop a
new approach to security. Specifically, the Commissioners were
asked to assess the security practices and procedures of the cold
war era and decide how they could be simplified, made more uni-
form and less costly.

In response to this, the Commission has produced an unclassified
report of 158 pages, which was presented earlier this week to the
Secretary of Defense and the Director of Central Intelligence.

We meet today in public session to have the Chairman of the
Joint Security Commission, Jeffrey H. Smith, present the Commis-
sion's findings and recommendations.

I confess to my colleagues that I have not personally read the re-
port. But our staff has read it, and has highlighted the key points
in the summary we have in front of us.

It is clear that this is a very significant report-perhaps the most
comprehensive analysis of security practices and procedures that
has ever been done.

It is also clear that your recommendations, Mr. Smith, and those
of the Commission, are not the standard bureaucratic responses
that we've become somewhat accustomed to. They call for sweeping
and fundamental change.

We have a system that in my judgment is broke and you are tell-
ing us in relatively concrete terms of some specific ways in which
to fix it.

Mr. Smith, I think you and your fellow Commissioners are to be
truly congratulated for the excellent piece of work you've put to-
gether.
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That's not to say I don't have questions concerning some of your
recommendations, because I do. But overall, I think the Commis-
sion has made a very significant contribution.

I am also interested in your reaction, straightforward and can-
did, to the bill that I introduced yesterday to provide a statutory
basis for the security classification system. As you know, my coun-
terpart, Chairman Glickman'in the House, has done likewise. A lit-
tle different bill, but along the same lines. So I'll be asking a few
questions on that.

In the meantime, I want to welcome Mr. Jeffrey Smith. He has
a long history of credibility in the Senate, having served as legal
counsel for the Armed Services Committee and before that as legal
counsel for the State Department, I believe. Mr. Smith, thank you
for taking the time to be with us today, and for your long service
up here. You have been helpful to this Senator on a number of oc-
casions when you worked with the Armed Services Committee, and
I will remember that for a long time.

Senator Warner.
Vice Chairman WARNER. Mr. Chairman, I certainly join you in

that. We might also add that the our guest today was in the transi-
tion office of the President handling basically those departments
and agencies dealing with national security and foreign affairs.
And so you've had a long and distinguished career of public service.
And as the chairman said, we extend our appreciation for what you
and your fellow Commissioners have done.

Like the Chairman, I' will have some disagreements with you,
but at least you have put down a benchmark from whence we can
work. And also we jointly apologize to you for the absence of a
number of Senators who otherwise would be here. Some 33 Repub-
licans just departed to go off on a seminar on health, which as you
know is a current subject of great interest. And the Senate is not
on record votes today. So you know that from a good deal of a life-
time here with us.

Thank you very much.
Chairman DECONCINI: Thank you, Senator Warner.
That many Republicans have bad health?
Vice Chairman WARNER: They are working up a little home brew

for you and your colleagues.
Chairman DECONCINI: Touch6.
Mr. Smith, please proceed.

STATEMENT OF JEFFREY H. SMI[TH, CHAIRMAN, JOINT
SECURITY COMMISSION

Mr. SMITH. Thank you Mr. Chairman.
It is a special privilege to be here today to appear before this, my

old committee. And you may recall that I was not only the general
counsel of the Armed Services Committee, I was also Senator
Nunn's designee to this committee. So. I feel very much at home
and I am honored to be back here on this side of the table.

As you mentioned, we presented our report, Redefining Security,
to the Secretary of Defense and the Director of Central Intelligence
on Tuesday of this week. Previously, I briefed the Vice President
on our principal findings and recommendations.
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As you mentioned, our Commission was established in May of
1993 by Les Aspin, then the Secretary of Defense, and Jim Wool-
sey, the Director of Central Intelligence. The Commissioners are in-
dividuals who may be familiar to many of you. They are listed in
the book, but they include Duane'Andrews, former Assistance Sec-
retary of Defense for C 31; Bob Burnett, former Executive Vice
President of TRW; Ann Caracristi, former Deputy Director of NSA;
Toni Chayes, former Under Secretary of the Air Force in the Carter
-administration; Tony Lapham, one of the early general counsels of
the Central Intelligence Agency and a law partner of Jim
Woolsey's; Nina Stewart, Deputy Assistant Secretary of Defense in
the last administration; Dick Stolz, former Deputy Director of Op-
erations at the CIA; Harry Volz, director of corporate security for
Grumman; and Larry Welch, former Chief of Staff of the Air Force
and now president of the Institute for Defense Analysis.

Vice Chairman WARNER. How many formal commission meetings
did you have?

Mr. SMITH. Senator, I am not sure. We averaged about one meet-
ing a month. But I broke the Commission into subcommissions or
subcommittees, which met much more frequently. We held a num-
ber of sessions with industry-one in California, one in Massachu-
setts and one here-in which we invited representatives of industry
to meet with us and give us their views on what worked and what
did not work. And those were very helpful. We also met with rep-
resentatives of the public, public interest groups, and with Mem-
bers of Congress that were interested in this subject.

Vice Chairman WARNER. You had quite a well experienced staff,
also.

Mr. SMITH. We did. We had an extraordinarily talented staff led
by Dan Ryan, who is here today, and representatives of all of the
interested agencies.

I should also say even though our focus was limited to the de-
fense and intelligence community, we had observers from the De-
partment of State, Department of Energy, FBI, Treasury, NSC, and
so on. So we invited participation from the other agencies.

Unlike most other commissions, we will remain in place until
June 1 to work with the Secretary of Defense and the DCI and
Congress to implement those of our recommendation that are
adopted. And we look forward to working with you on the bill that
was introduced up here as well as any other matters that are of
interest to this committee.

The Commission was created because there was broad agreement
that the existing security system is inefficient, costly and cum-
bersome. In Desert Storm, we learned that some information was
so highly classified, it could not reach the persons who needed it.
In industry, vast amounts of money are spent on duplicative in-
spections and unnecessary security requirements. It was also clear
that our security was not as good as it should be-as was borne
out last week by the arrest of the Ames'.

The Commission was asked to review the security policies and
procedures of the defense and intelligence communities. I set three
simple goals for the Commission:

Find what works and keep it;
Find out what's broken and fix it;
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Identify what the future demands and implement it.
Over a 9-month period, as I said a moment ago, we met with a

number of individuals.
Our principal findings are:
First, the current security system, which is rooted in the cold

war, must be changed. We are spending far too much protecting
against threats for which we have almost no evidence-that is to
say, Russian agents climbing over the fence at 2 o'clock in the
morning-and not nearly enough on matters for which we have
plenty of evidence-an employee who stuffs classified documents in
his or her briefcase, walks out the front door and sells them to the
Russians.

Second, there is no effective method for evaluating the threat
and developing appropriate countermeasures.

And third, the development of security policy is fragmented
throughout the Government. There is no central mechanism to de-
velop security policy or oversee its implementation.

The principal recommendations of the Commission are:
First, much more must be done in the personnel security field.

More attention must be paid to spotting employees who are, or may
become, spies.

Second, increased effort must be paid to protecting our Informa-
tion Management Systems. Our Government is only now beginning
to understand the ramifications of this issue. Much more must be
done.

Third, a Security Executive Committee should be established, as
a subcommittee of the National Security Council, to develop gov-
ernment wide security standards.

Fourth, a new classification of information system is needed. In
our view there should only be two levels of classification: Secret
and Secret Compartmented Access. This is a radical simplification
of the current system which has upwards of 12 different classifica-
tions categories.

And fifth, a methodology must be developed to account for secu-
rity costs. At the moment, no one knows how much we pay for se-
curity. It's very difficult to manage something that can't be meas-
ured.

I will discuss these conclusions in a bit more detail but first let
me set the stage.

Vice Chairman WARNER. Mr. Smith, if I could ask you one ques-
tion. Our predecessors, Senator Boren and Cohen, were quite active
and the result was the Jacobs Panel proposed legislative items. I
did not hear you recite in your litany that you reviewed that as a
part of your work.

Mr. SMITH. We did not look at it closely, Senator, because that
was good they plowed and plowed very skillfully. We do however,
endorse what they recommended.

Vice Chairman WARNER. Across the board?
Mr. SMITH. Not entirely. There are some things that I know were

controversial when Congress last looked at it. I think clearly cer-
tain aspects-namely the-probably the most important is the con-
sent-

Vice Chairman WARNER. Well, at an appropriate place today,
you'll make reference to that.
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Mr. SMITH. I was planning to discuss it only in the most general
terms, Senator. I would be happy to go more into more detail.

Vice Chairman WARNER. Whatever way you wish to do it. But
Senator DeConcini and I and others will be looking at that in the
context of our own legislation which we hope to introduce in the
not distant future.

Mr. SMITH. Well, I think it is very important, Senator, and as I
said, I would be happy to work with you and your staff in more
detail to take a look at that and see what we think makes some
sense.

The first responsibility of Government is to provide security for
its citizens. There are, of course, many aspects of that responsibil-
ity, including military strength, economic vitality and moral sound-
ness. Our Commission was asked to review one aspect of that secu-
rity, namely the policies and practices that protect Government in-
formation, facilities and people. In a democracy, the people's secu-
rity also depends on the health of the democracy itself. This in turn
depends on careful maintenance of the balance between the right
of the public to know and the Government's need to keep some
things secret. We hope our recommendations strike the right bal-
ance.

The world has changed a lot, as this committee knows better
than any, and that must also be taken into account. In some re-
spects the military threat has waned, but the world remains a very
dangerous place. The United States remains the most important in-
telligence target in the world. There are a lot of folks out there who
want our secrets and they want more than just political and mili-
tary information. They want economical, technical, and commercial
information. We must protect that information but we must do it
better, smarter, and with fewer dollars.

Now let me turn to a more detailed discussion of our report.
In the past, most security decisions have been based on assump-

tions about threat. Under this approach, we tried to totally avoid
all security risks by maximizing our defenses and minimizing our
vulnerabilities. Today's threats are more diffuse, and dynamic.
There are some situations in which the consequences of security
failures are so profound that exceptional protective measures are
justified. In others, the consequences are less severe. We urge the
adoption of a new philosophy, one that we characterize as risk
management, to choose the level of protection necessary. This ap-
proach balances the risk of loss against the cost of counter-
measures. It should enable the selection of security measures that
provide adequate protection without excessive cost.

We were guided by four principles, and I will tick those off very
quickly:

First, our security policies and practices must match the threat
we face. It must be sufficiently flexible.

Second, our security policies and practices must be consistent
and coherent.

Third, our system must ensure fair and equitable treatment of
the individuals and companies upon whom we rely to protect our
nation's security.

And fourth, the system must provide the needed security at a
price we can afford.
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Let me discuss some of our specific recommendations. I am just
going to highlight those. There are an awful lot more than this, but
I want to call out some that I think are the most important.

First, the Commission recommends that increased attention and
resources be devoted to personnel.security. Personnel security is
the very heart of the Government's security system. Safes, locks,
fences and guards are useless if we cannot ensure the trust-
worthiness of those to whom we entrust our secrets.

I will not comment on the Ames espionage case, as such, since
it would be appropriate for me to do so during the ongoing inves-
tigation and prosecution.

Vice Chairman WARNER. YOU mean inappropriate.
Mr. SMITH. That's correct Senator. I think you'll certainly under-

stand that. But I can certainly talk about-
Vice Chairman WARNER. No, no, I agree with you. The chairman

and I have likewise talked with our colleagues on this committee
as well as the Director and we all fully understand the inappropri-
ateness.

Mr. SMITH. Yes. But there are certainly some issues that lay the
ground work that I think I do look forward to discussing with you.

The Commission does note in its report, however, that over the
past 20 years the most damage to national security has been
caused by individuals who are already cleared but who choose to
sell classified information to foreign governments or to give it.

The Commission believes that a number of improvements are
possible that will increase both the effectiveness and the efficiency
of our personnel security system. For example, additional informa-
tion should be obtained prior to granting an initial clearance. A
joint investigative service should be established to conduct back-
ground investigations and periodic updates of personnel in the de-
fense and intelligence community and in industry. Such a service
will not only be more efficient, it will also ensure that individuals
are cleared to a common standard, thus assuring reciprocity. :

As the committee knows, one of the great frustrations in the cur-
rent system is that one organization frequently will not honor a
clearance granted by another. For example, recently a contractor
needed to reassign 170 employees to work on a DIA contract. De-
spite the fact that these employees all had current clearances and
were on record in the intelligence community's clearance data base,
DIA required new personnel history statements from each person
and readjudicated each case. After 6 months, only 32 of those peo-
ple had been processed. That is terrible inefficiency -and terrible

.waste of money. There ought to be one clearance and it ought to
be immediately transferable and recognizable.

It is also very important that Government investigators have ac-
cess to financial information about applicants and employees. In
that regard, I urge the committee to support the recommendations
of the Jacobs Commission, particularly those dealing with access to
financial information. I was pleased to see that Senators Metzen-
baum, DeConcini, Simon, and Reid have introduced parts of the Ja-
cobs Commission recommendations, and I understand that Senator
Cohen has reintroduced the entire package of recommendations. I
hope the Senate will consider and pass legislation along these lines
this year.
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While reinvestigations provide an important way to monitor the
integrity of the work force, Employee Assistance Programs, or safe-
ty nets, are also needed to help ensure that personnel do not be-
come counterintelligence risks after they obtain a clearance. Most
American spies turn to espionage as a way to resolve a personal
problem or a crisis. A few convicted spies have stated at the time
they begin spying, they were emotionally distraught and in need of
counseling. Better education and training is needed so that super-
visors and fellow employees can spot potential trouble. Although
only a very small percentage of employees with personal problems
become involved in espionage, the damage that can be caused by
even one person with sensitive access illustrates the value of pro-
grams that help employees resolve personal problems. It's smart to
do that on human terms but it is also smart on national security
grounds.

The personnel security process has too many forms, too many
delays and too many inconsistencies. Personnel security is need-
lessly complex, costly, and cumbersome. For example, there are
over 45 different prescreening forms used in Government and in-
dustry that request essentially the same information. The system
is not automated. The process used to clear individuals in the de-
fense and intelligence communities vary widely from agency to
agency. In addition to establishment of the joint investigative serv-
ice, we have a number of specific proposals designed to simplify
and speed up the clearance process.

We also recommend that personnel security investigations be
centralized and automated. To insure the reciprocity needed to fa-
cilitate personnel assignments, clearances must be based on a com-
mon set of adjudication standards. Using modem information tech-
nology, clearance status can be centrally verified, and economies of
scale can be achieved by utilizing a common badge throughout the
defense and intelligence communities.

This would eliminate one of the greatest frustrations with the
current system-clearance verification. The Commission received
countless complaints from government and industry about the
enormous waste of time and money caused by the need for security
officers to verify the clearances of visitors from outside their imme-
diate organization who must attend a meeting or receive a docu-
ment. I think our favorite story was one that Brent Scowcroft tells
in which he, shortly after he became Assistant to the President for
National Security Affairs, went to a meeting and couldn't get in be-
cause his clearances hadn't been verified. And have I always
thought General Scowcroft was a reliable fellow.

The Commission was pleased to learn that homosexuality, per se,
is not now and should not be a bar to a security clearance. The
nondiscrimination guidelines recently issued by the Attorney Gen-
eral should, in my view, be the basis for the Govermentwide stand-
ards that we urge be adopted.

The Commission struggled hard with the issue of polygraphs.
Opinions ranged, at times, over the entire spectrum of possibilities
from doing away with the polygraph to leaving it alone. In the end,
the Commission recommends the continued use of the polygraph by
those defense and intelligence community organizations that cur-
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rently use it, with some significant revisions in the way it is used
to enhance oversight and minimize abuses;

It is not a perfect instrument. Spies have passed it and innocent
people have failed it. Too much reliance has been placed on it inthe past. But the Commission reviewed much evidence that thepolygraph also elicited information from applicants and employees
that was not produced by other means. A typical example is an ini-tial applicant who on his or her personal history form states that
they used marijuana only briefly in college, but then admits in the
polygraph exam that they are an active cocaine user.

Despite our reservations about the polygraph, the Commission
concluded, on balance, that it should be retained but with the
modifications I have highlighted.

The second major area requiring increased attention and fundingis information systems security. The Commission considers the se-
curity of information systems and networks to be the major secu-rity challenge of the next century. We are concerned that there isnot sufficient awareness of the serious dangers that we face in this
area. In addition to information systems that must be protected for
military and diplomatic purposes, there are lots of information con-.tained in the Nation's infrastructure systems that need protection,
including the air traffic control system, power distribution and util-ities, telephone system, stock exchanges, the Federal Reserve mon-
etary transfer system, credit and medical records, and a host ofother services and activities. Never has this Nation's information
been more accessible or more vulnerable. This vulnerability appliesnot only to Government information, but also to the information,
technology, and intellectual capital held by private citizens and in-
stitutions.

Increased connectivity is vital for our continued economic growth.
We live in and must master the Information Age. But thisconnectivity also creates great vulnerability. Technology associated
with information systems is evolving at a faster rate than informa-
tion systems security technology. Overcoming this gap will require
careful threat assessment, comprehensive investment strategies,
and sufficient funding to protect the security of both classified andunclassified information systems. The question of the role of Gov-
ernment in protecting information, particularly in private hands, isone that is extraordinarily difficult. We have no answers. We only
suggest that it must be looked at and addressed.

Third, we recommend a radically new classification system thatwould greatly simplify the current system that has three primary
levels-CONFIDENTIAL, SECRET, and TOP SECRET-but with apotential of many different control systems. The chart that we've
just flipped over shows how these special access programs are
structured and the different types of special access programs that
currently exist. So-called bigot lists are lists in which individuals
are named by name that are permitted to see information. SCIstands for special compartmented information. That's the Director
of Central Intelligence's scheme to control special access programs.
DOD SAP, special access programs is DOD's scheme to protect spe-
cial access programs. These have a way of proliferating and the
problem is that they often have authority to make their own secu-
rity rules and set their own security requirements.
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Under our proposed system, classified information would be
given only two degrees of protection. Generally protected informa-
tion would be labeled SECRET and would be subject to ordinary
need to know controls. Material label SECRET Compartmented Ac-
cess would be information and materials requiring a higher level
of protection and to which stricter need-to-know rules would apply.
A single control channel for SECRET Compartmented Access infor-
mation using codewords to identify the access list for each compart-
ment would replace all existing special access program and all sen-
sitive compartment information and bigot list control channels. So
you will go from this very complicated system on the bottom chart
to a very simple system depicted on the top chart. This is very con-
troversial, Mr. Chairman, within the defense and intelligence com-
munity. It in a sense would collapse the special access world and
the SCI world into a single world with common standards so that
there would not be the confusion that exists between the two sys-
tems making it very difficult to move information back and forth
within the Government and between Government and industry.
You'll have one set of standards and criteria that would govern the
whole of the special access world.

The potential benefits of our new proposed system, in our judg-
ment, are enormous. The classification system is the operating lan-
guage of the security system. Many aspects of the system are keyed
to the level of protection. For example, adjudicative criteria for
granting clearances, physical security standards for facilities, and
procedures for handling of documents vary according to the level of
classification that is at stake. The complexity of the current system
contributes directly to confusion and overlapping requirements and
this means barriers to efficient movement of information and wast-
ed money.

But if one boils the current system down to its essence, there are,
despite all the complexity, really two levels: ordinary classified in-
formation and compartmented information. We are simply propos-
ing that this reality be codified and further simplified. In our view,
there should be only two sets of procedures: one that would govern
the general information; that is, ordinary secret, top secret, and
confidential; and one system that would govern the compartmented
world, rather than the myriad of rules that now exist.

Fourth, the Commission recommends that security counter-
measures be based upon accurate, timely, threat assessments. The
Commission also recommends that, except for very limited applica-
tions based on specific threat information, technical security pro-
grams, such as the TEMPEST Program, for which we have spent
a huge amount of money, be reduced or completely eliminated for
domestic applications. And the operations security programs, or
OPSEC as it is known, should be integrated into risk management
analysis of security issues. In our judgment OPSEC should not be
an additional, duplicative program. The OPSEC community has
grown a great deal in the last few years, and quite frankly, a num-
ber of us had some trouble understanding exactly what they con-
tribute.

Nowhere will the payoff for improving our security policies, prac-
tices, and procedures be higher than in the industrial base support-
ing the Defense and Intelligence communities. The present system
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is complex, rigid, inconsistent, and often contradictory. Security re-
quirements imposed on industry often exceed the requirements we
impose on the Government in protecting the very same informa-
tion. There are far too many inspections of the same facility by dif-
ferent Government security agencies applying different standards.
In our report we cite some-examples of some companies where the
number of their Government contracts has gone down but the num-
ber of inspections they are receiving has gone up.

In another example, we require companies to account for each
and every SECRET document they hold. Vast amounts of time and
money are spent in frequent inspections tracing those documents.
Yet no such requirement is levied on Government facilities. We arespending all of this time counting the number of secret documents
that exist in industry. We ought to be devoting some of those re-
sources to, among other things, personnel security, as I mentioned
earlier.

In our view there ought to be one agency, the Joint Investigative
Service, which we have suggested be created, that will do the vast
bulk of these inspections in industry. They should inspect less often
and they should apply common standards.

One of the consequences of this chart that is on the floor now is
that the SCI world and the SAP world often have different stand-
ards for industry. Large companies that have contracts with both
the CIA-with CIA, NSA, NRO, and DOD, will often find different
industrial security standards being imposed on them by different
parts of the Government-an enormously costly and wasted effort.
One agency will require something, say a wall be 12 inches thick.Somebody else requires that it be 14 inches thick and they have
to pour 2 more inches of concrete. There are lots of examples like
that we think don't add a great deal to security. That money ought
to be spent worrying about the disgruntled employee who's going
to copy something and walk out the front door with it.

As I mentioned, these different requirements add unnecessary
cost and confusion to the security process and we found little rea-
son to treat industry different from Government for security pur-
poses. A partnership is needed between Government and industry
to achieve common security goals.

Fifth, the Commission also felt it essential to establish mecha-
nisms that will allow us to trace security costs. Risk management
means managers must know how much a given security measure
costs. This is virtually impossible because today's accounting sys-
tem are not designed to collect the costs. The Commission believes
that establishing a standardized system to capture security costs is
urgently needed. We recommend the creation of a uniform cost-ac-
counting methodology and tracking system for security resources
expended by the Defense Department, the Intelligence community,
and supporting industry. And I will be happy to talk about costs
during the question-and-answer period because I think it is an im-
portant issue.

Sixth, and to my mind among our most important recommenda-
tions, is the formation of the Security Executive Committee.

As I mentioned at the outset, current security policy formulation
and execution is fragmented throughout the Government. This
fragmentation is probably the greatest single cause of the confu-
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sion, waste, and inefficiency in the system. The chart I am putting
up now is what we call the spaghetti chart. This chart depicts the
current Government agencies and committees that are engaged in
the development and execution of security policy. Many of those are
interagency committees that have been established in order to try
to coordinate security policy. They, have grown up sort of in a very
ad hoc fashion over the years, because there is a recognition that
security policy is not being coordinated. This is an effort to depict
those committees and agencies that are engaged in it.

We strongly urge the creation of the Security Executive Commit-
tee as a subcommittee of the National Security Council, to develop
and coordinate security policy governmentwide. Existing security
policymaking committees should either be abolished or reconsti-
tuted as working groups of the Security Executive Committee. The
next chart shows the simplicity of the structure we propose.

The committee should be chaired by the Deputy Secretary of De-
fense and the Director of Central Intelligence because they are re-
sponsible for roughly 85 percent of the classified information in the
Government. As you know, NSC subcommittees are usually chaired
by the agency head most concerned with a given problem.

In our view, the committee should have responsibility to develop
common security standards and oversee their implementation. The
committee should be advised by a security advisory board of promi-
nent private citizens appointed by the President who will ensure
that the system is fair and balanced. This security advisory board
could also serve as an appellate board for complaints from the pub-
lic, including on such issues as whether information is properly
classified.

Mr. Chairman, the Commission has recommended many major
changes in security processes and procedures. But we hope these
specific recommendations will lead to a sea change in the way secu-
rity is viewed. The Commission endorses a new security policy, one
in which security is more customer-oriented and service-driven. Se-
curity should be a positive undertaking that values problem pre-
vention over problem resolution and individual responsibility over
external oversight and rigid rules. Security should recognize the
interdependence of all the security disciplines. Each discipline is
critical to overall success but none must be sufficient by itself. We
must shift our priorities from those security measures that do not
produce results to those that do.

Mr. Chairman, the results of our review show clearly that, some
fine and proactive work has already been started in the Defense
and Intelligence communities, but much more remains to be done.
Many of our Commission's recommendations will be controversial,
but we hope they will reduce cost inefficiencies and enhance our se-
curity. Most important, we recommend changes in the structure
that develops, evaluates, and oversees security policies and a
change in the way security is viewed.

This concludes my opening statement and I will be pleased to an-
swer questions and engage in a discussion on particular issues.

Chairman DECONCINI. Thank you, Mr. Smith. I do have some
questions, and we will limit them to 10 minutes each so everybody
will have an opportunity to get some questions in.
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The Commission has produced a 170 page report. On the one
hand you say that many security practices which exist today are
useless and wasteful and should be eliminated; on the other hand,
you say there are things that we should be doing that we are not.
You give a few examples of these and I wonder, could you tell us,
taking the Commission report as a whole, do you think it makes
a case for loosening the security system, or do you view your rec-
ommendation as tightening it?

Mr. SMITH. I view our recommendations as calling for a shift in
priorities. Moving away from those areas that, in our judgement,
are very costly and provide very little security. And by that I mean
very expensive and elaborate alarm systems, guards, gates, and
fences, and a duplicity of requirements, and spending and shifting
those resource areas where there is a high return-like personnel
security. One of the things that we found, for example, was one in-
dustrial site that we visited had a building that was itself inside
a very secure area and in that building there were several different
programs. Each of those programs required. an individual SCIF.
Now a SCIF, for those who might not know, is a special compart-
mented information facility which is a secure room where highly
classified information can be protected. The various competing pro-
grams would not let this company use a single SCIF. They had to
build six SCIF's inside a single building. Now that is an enor-
mous-in my judgement an enormously wasteful expenditure of our
money. And that's the kind of shift we're talking about, Mr. Chair-
man, where you shift away from some of what we think are unnec-
essary requirements and use that money more wisely.

Chairman DECONCINI. In your judgement that could be done
without mixing up compartmentalized areas of, as in your example,
top secret or secret information.

Mr. SMITH. We believe very strongly that compartments are nec-
essary and important.

Chairman DECONCINI. But you could accomplish that, again
within your example, without mixing them?

Mr. SMITH. That's correct, Senator. A lot of this can be done with
information management systems. You can program computers so
that certain information only goes to certain individuals. You can
manage it without a lot of the important physical requirements,
the very expensive physical requirements that are now levied.

Chairman DECONCINI. Is it your Commission's objective or its
recommendation to create more openness or create more secrecy?

Mr. SMITH. It is certainly aimed at creating more openness in
those areas where secrecy is not required. That is a very difficult
objective to achieve. In my judgment it depends on a change of cul-
ture and a change in management. No amount of rules or regula-
tions, whether imposed by the President or the Congress will really
change things very much unless people take a different attitude to-
ward and have a different understanding of what needs to be pro-
tected. Hopefully the kinds of things that we are recommending
and that your bill get at will lead to less classified information.

Chairman DECONCINI. Is it your Commission's recommendation,
that it should only be limited to DOD and CIA? Why doesn't it go
to other areas? Do you know?
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Mr. SMITH. I believe I do, Mr. Chairman. In the early days of the
administration, there was talk about having this Commission ad-
dress the whole of the Government security system. But that
proved a bit much to bite off at first; and the feeling was that it
would be easier to solve the problems in the Defense and Intel-
ligence community, which had the bulk of the problems, that if you
began to deal with the Department of Justice, the FBI, and the
State Department and Energy with their statutory responsibilities
and their Q clearance, it was just a bit harder.

Chairman DECONCINI. I can understand. I can see the mag-
nitude, because in this Senator's opinion, the whole thing is just
out of control. The charts I have back there demonstrate the mag-
nitude of the amount of classified documents we have, and recur-
ring between 6Y2 and 7 million a year is just unbelievable, and de-
classifying far less than that. I notice your report does address de-
classification?

Mr. SMITH. Yes.
Chairman DECONCINI. And would you reclassify everything

under these new procedures, if they were adopted, by executive
mandate or by legislation?

Mr. SMITH. I would not reclassify it, Mr. Chairman.
Chairman DECONCINI. Redesignate?
Mr. SMITH. That's right. I think there needs to be a procedure

to address the huge volume of classified information that currently
exists.

Chairman DECONCINI. So you would want it to review it? You
think it should be reviewed.

Mr. SMITH. That's correct. I think there needs to be some sort of
automatic declassification after a period of time. And as you know,
our report recommends automatic declassification after 25 years
with six limited categories that would permit some information to
be classified beyond that time. But you are quite correct, the exist-
ing system drastically needs overhaul.

Chairman DECONCINI. Have you had a chance to look at the leg-
islation that Congressman Glickman and I have introduced?

Mr. SMITH. I have looked at it very briefly, Mr. Chairman.
Chairman DECONCINI. Do you have any views, any initial views

on it?
Mr. SMITH. I think, quite frankly, the central question is whether

Congress should legislate in this area. And as you know-
Chairman DECONCINI. And what is your opinion? Should it be

left to the executive branch or should there be some guidelines in
the legislative area?

Mr. SMITH. My initial reaction is that it should be left to the
President.

Chairman DECONCINI. To the executive?
Mr. SMITH. That's correct. Yes.
Chairman DECONCINI. Solely.
Mr. SMITH. Although I think that is an issue that needs to be

looked at very carefully. My strong inclination would be to give the
President an opportunity to produce a new Executive order on clas-
sified information, and as you know, one is in the works. I suggest
that the Congress ought to take a look at that, and if it is satisfied
with it, leave it with him.

85-567 0 - 95 - 2
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My concern, Mr. Chairman, is that the classification system is
really central to the way in which the President manages a lot of
the aspects of foreign policy and intelligence and military policy.
And if Congress begins to legislate in the field, my fear is that-
in an era when we are suggesting more flexibility and more sim-
plicity in the classification system and in the security system, if
Congress enacts a law, it may become rigid and inflexible. And it
is much easier to change an Executive order than a statute.

My concern also is that statutes have a way of growing over time
and if the initial statute were to get larger and larger and more
complicated, that would make the system more rigid than-

Chairman DECONCINI. Not to be argumentive, and I don't mean
to get into a debate in support of a legislative approach, but you're
making some very strong, I think, perhaps because they agree with
the legislation, suggestions of ten year classification and then
renew on a 5 year basis. And it seems to me, not to try to point
the finger at any administration or President, or what have you,
but this is a problem that the executive branch has created. And
even if a new Executive order came out and adopted 50 percent or
all of your recommendations, it seems so easy for another Execu-
tive order to come out and modify it and not have any parameters
of where you should be going.

And my feelings were that you could do something legislatively,
but leaving enough leeway, particularly with the President having
absolute authority to extend it forever or in perpetuity if in his
judgment it was necessary. I'm just bewildered, as I got into this,
to see what a mess it is, and how the fact that it is not an issue
that is of paramount importance at the White House, I don't be-
lieve, or in these agencies, is just so easy to let it go along. But
Executive orders, I think, have a way of growing, too. Now, I only
throw that out for perhaps your comment, or just my own self-
gratification.

Mr. SMITH. I'm sort of 52 to 48 on this one, Senator. '52 percent
says leave it with the President, but I've participated in the draft-
ing of several Executive orders on classification of information
when I was in the State Department and then again when I was
up here, and I know exactly the problem that you are addressing,
and frankly the administration has not done as well as it ought to
have and one would hope that your legislation, whether it passes
or not, would serve as a clarion call to the administration to get
it right this time.

Chairman DECONCINI. I'm really pleased, because I have heard
so many complaints from defense contractors, and we will have tes-
timony as we conduct hearings on the legislation, where they have
purchased a building and had to spend twice the capital invest-
ment to maintain the security requirements for the black programs
that they operate than they did buying the building in the first
place, or building it, when they didn't know they were going to do
classified programs in them. So I am pleased that you not only in-
vestigated this, but came up with some of the exact examples that
you have.

Mr. SMITH. Thank you Mr. Chairman, I think that is one area
that we can rapidly save a lot of money and outlay money.
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Chairman DECONCINI. Because the contractors charge that back,
right?

Mr. SMITH. Absolutely.
Chairman DECONCINI. It isn't anything that they are absorbing

out of their profits that they would be reporting at the end of the
year. I yield to the Senator from Virginia.

Vice Chairman WARNER. Thank you Mr. Chairman. I'd like to
pick up on Chairman DeConcini's thought here. If you change a
system to update DOD and CIA how do they then interface with
other agencies that they must work with on a daily basis. It is sort
of like coupling up railroad cars which have different couplers and
they are operating on different tracks. How do you work that sys-
tem out?

Mr. SMITH. Well, clearly, the classification system will have to be
governmentwide.

Vice Chairman WARNER. Well, that is a key point there. You are
using this as a model study of two agencies with the thought in
mind that the actions taken by the executive and legislative
branches would be Government wide.

Mr. SMITH. That's correct.
Vice Chairman WARNER. That's clear.
If it were left only to the executive branch through an Executive

order, how would you invoke the appropriate penalties? Penalties
are needed to be a deterrent to make the system work.

Mr. SMITH. I noticed that the version of the chairman's bill that
I saw had sanctions in it.

Vice Chairman WARNER. That's in the legislation side.
Mr. SMITH. That's correct.
Vice Chairman WARNER. I thought you said you were 50 to 48,

leave it to the executive branch.
Mr. SMITH. Well, certainly of the 48 percent that is on the

side
Vice Chairman WARNER. You mean the division of the work, the

labor?
Mr. SMITH. I'm sorry, I didn't mean to be flip, Senator. In my

mind it is a close call as to whether Congress should legislate in
this field or not.

Vice Chairman WARNER. But if Congress does not, then how do
you get the appropriate penalties to act as a deterrent?

Mr. SMITH. That's a very good point, Senator, and it may be at
a minimum that Congress ought to enact penalties. That's a good
point.

Vice Chairman WARNER. On page 13, I will read it to you-don't
have to take time to refer to it-you say, "Fourth, the Commission
recommends that security countermeasures be based on accurate,
timely threat assessments." Now, Mr. Smith we worked together
here in this institution about 10 years. I don't know how many
threat briefs we sat through in the various committees-primarily
Armed Services and this committee-and you know that no matter
how hard people labor, there isn't any such thing as an accurate-
or very rarely, an accurate assessment. It is the best judgment ren-
dered by professionals. But I have rarely seen the word accurate
applied to them.
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Mr. SMITH. It is a real problem, Senator. But the difficulty is
that the current system is based-particularly in industrial secu-
rity on a rigid application of the industrial security manual. For ex-
ample, it would require the same kind of security protection for a
building located right next to the Russian consulate in San Fran-
cisco as would be required of a building in the middle of Nebraska.
And what we are suggesting is the threat this much greater if you
are across the street from the consulate than if you are in Ne-
braska. There ought to be some ability to take that into account.

Vice Chairman WARNER. And I think you are absolutely correct
on that. But I was thinking as to whether we should classify any-
thing secret, or under your system secret whatever it is, as opposed
to not classifying it. And it is awfully hard to predicate it on an
act, a threat assessment.

In other words, I think a lot of our classification errs on the side
of caution. And I do not, as I carefully followed your presentation,
detect that you want to loose that erring on the side of caution.

Mr. SMITH. YOU could tell by the commissioners, Senator, were
all are very conscious of the need to protect information. That par-
ticular reference to threat assessments and measuring the risk
deals, I think principally, with physical security to try to get-you
know, where there is no need to overdo it.

General Welch, one of our commissioners, was found of telling
the story about the thickness of the doors that had to be built on
the missiles sites in North Dakota. And it was just in his view-

Vice Chairman WARNER. Excessive.
Mr. SMITH. Yes.
Vice Chairman WARNER. Let's turn to the limited way in which

we can today make reference to the Ames case. Any of these rec-
ommendations in your report that would have helped preventing
this type of security problems, to the extent that we understand it?

Mr. SMITH. Yes, we think very much so, Senator. As I said even
before the Ames case broke in the press, we were aware that there
was an additional need to focus on personnel security issues-
plain, old fashioned, non-dramatic counterintelligence work. We
need to do more periodic updates on those individuals who have ac-
cess to the most sensitive information. We need to have a way of
catching those individuals who have a personal problem or a crisis,
for whatever reason, and spot them early. We need to be more at-
tentive to financial considerations. We need to be more aware of in-
dividuals who, for one reason or another, have had a change and
need to be watched.

We had made those recommendations, and I think the Ames
case, if it has a silver lining, should serve to point out the need to
further emphasize those very techniques.

Vice Chairman WARNER. In the very limited framework of the
comments I've made on the Ames case, I've tried to express an in-
terest I personally have, that there are really two ways to get at
a problem of the Ames problem. In other words, you've got to have
persons in the very sensitive areas of our Government, in my judg-
ment, subject to further scrutiny. Now, each time you scrutinize,
you sort of take away a measure of personal privacy, personal dig-.
nity, other attributes, so there has to be balance.
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Based on your extensive experience in Government, out of Gov-
ernment, in your own work in the legal area, cannot much of this
be accomplished if the employee wishes to voluntarily sign a waiver
as opposed to passing a framework of laws and having them pro-
mulgated by head of the agency?

Mr. SMITH. Yes. One of the feature of the Jacobs' recommenda-
tions is that individuals sign consent forms.

Vice Chairman WARNER. That's correct.
Mr. SMITH. And I think that is an excellent idea.
Vice Chairman WARNER. In other words, if an individual desires

to serve our Nation in certain areas of tremendous sensitivity, he
or she would have to balance their own lifestyle, and to the extent
it could be invaded in certain ways, versus the necessity to give
every appearance as working in this system of security.

Mr. SMITH. That's right. I think it is important, Senator, that we
not over react. We have countless numbers of honorable men and
woman who work terribly hard for the security of this nation, and
we should not impugn them or overreact and infringe upon their
dignity and their individual rights in response to the Ames case.

My view is there is some fine tuning that needs to be done and
some shifting of emphasis that clearly needs to be done. But we
should not overreact.

Vice Chairman WARNER. On the other hand, I can assure you
that down in the crossroads of my State, they cannot comprehend
how this Ames case could have arisen, given their lifestyle and the
flamboyance in which they did things.

Mr. SMITH. Senator, we are from the same State, and those are
very hard questions to answer.

Vice Chairman WARNER. They are.
Automatic declassification. for the vast majority of classified in-

formation, you recommend automatic declassification after a dec-
ade. The only exceptions that are allowed must be specifically ap-
proved by a newly created agency, the Security Executive Commit-
tee. This seems like a rather cumbersome process which could well
result in the declassification of information that should remain pro-
tected. How does this new declassification requirement contribute
to the security of our country?

Mr. SMITH. That's not what we quite intended, Senator.
Vice Chairman WARNER. Well, then I may well have misinter-

preted.
Mr. SMITH. The thought was that there would be, as we said, a

presumption that all material would be declassified at 10 years, ex-
cept material falling in categories pursuant to guidelines issued by
the head of the Department. So that the Secretary of Defense, the
DCI, the Secretary of State, could issue guidelines that would say
what kinds of information could be extended to 25 years. Now, we
think those guidelines should be reviewed by the Security Execu-
tive Committee, because we think some oversight is necessary. But
clearly, my concept of this is that there be increasingly narrow fun-
nels, so that at bottom, there would be very little that would re-
main classified.

At 25 years, I suggested that we specify in the Executive order
or in the law, if that is the course that the Nation follows-that
there be very narrow exceptions for information that would be clas-
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sified beyond 25 years. And you can imagine what those are. Infor-
mation on sources and methods that are particularly sensitive;
military operations that would be still sensitive after 25 years; cer-
tain kind of technology that remains sensitive after 25 years and
so on. But very narrow categories of information.

Vice Chairman WARNER. I have another area in which I think
some clarification is needed, and that's risk management. In your
report there are numerous references to, "risk management." This
implies to me that the Commission is willing to accept some degree
of risk to security of the United States as a consequence of its' rec-
ommendations. How did you assess the acceptable level of risk?

Mr. SMITH. What we are saying, Senator, is that in the past we
have overdone it. We have; tried to protect everything against ev-
eryone, and in so doing we have not protected those things that
really need protection. We do think that there is, admittedly, some
risk if you lower the current standards particularly in physical se-
curity and technical security where the bulk of ihe money is spent.
Tempest, for example, is a good case. For facilities that aren't any-
where close to a hostile intelligence service operating area, such as
most areas in the United'States, there is really very little need tto
require the extraordinary costly facilities that Tempest calls for.
Shielding and everything has to be in tubes and so on.-There is vir-
tually no evidence of efforts by foreign intelligence services to col-
lect in this' country, that require Tempest. So in our judgment
there isn't the need to spend that kind of'money' So we are sug-
gesting that, looking at a given facility,' measure against what
threat we know of, permit program managers, permit base com-
manders to make some judgments to how they want to spend their
money, and not require them to comply with a rigid manual that
doesn't permit that kind of flexibility. That's really what we are
talking about.

Vice Chairman WARNER. I thank the witness very much. Forgive
my absence, I must join others to' work on the health plan. Thank
you very much and may I commend you and your Commissioners
and your staff for a very good piece of work. I am confident that
out of it will come a measure of increased work on this in the Gov-
ernment. It is cost savings, 'both in the government and in the pri-
vate sector. -

Mr. SMITH. Thank'you, very much.
Chairman DECONCINI. The Senator from Nebraska, Senator

Kerrey.
Senator KERREY of Nebraska. Thank you, Mr.' Chairman.
Mr. Smith you really have produced and the Commission has

produced a very fine report, and I look forward'not only to reading
the details of it, but working with our and other members of the
Commission to see that these recommendations are given full con-
sideration and we have a chance to discuss them further.

Mr. SMITH. Thank you.
Senator KERREY of Nebraska. You are, in your executive sum-

mary, calling for the creation of the new security structure. I mean,
you are really not just talking about tinkering with the system.
You're saying that the world is changed, that the nature of the
threat has changed, the nature of the technology has changed, and
as a consequence for reasons of efficiency-that is to say, continu-
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ing to protect the interests of the United States of America and for
reasons of cost-that we have excess costs both in the taxpayer
side as well as the private sector side, and for reasons of adjusting
to the new technologies that are now available to us, that we need
this kind of structural change. Indeed, that there is an urgency to
do so. I'm asking you if that is affair summary of what you have
said?

Mr. SMITH. Yes.
Senator KERREY of Nebraska. Let me address a couple of areas

in those categories. One, in the threat area, it seems to me that we
need some additional deliberation on this matter so we can under-
stand what it is we are talking about. For example, we talk a great
deal, and I think correctly so, about the potential nuclear threat
from nations such as North Korea that make a decision not to
abide by the Non-Proliferation Treaty, and that, for obvious rea-
sons, is of great concern to the country. And we monitor that at
great expense to the country and try to not only monitor but take
action to prevent that from becoming a reality.

It also seems to me, Mr. Smith, that the world has allowed rel-
atively small arms to terrorize us as well. I mean, we saw that in
Sarajevo-a 120mm mortar hit the market place in Sarajevo and
the entire world saw it and it affected our policy. In this case, it
seems to me that the response of the President, the response of
NATO, response of Russia, has been positive. But it was the seeing
of that incident that provoked the response. At least that is how
I view it.

Similarly, in Mogadishu, it was the seeing of an American being
drug through the streets, the seeing of that provoked a dramatic
change in the allied policy. It was the seeing of the scene in the
Cave of the Patriachs in Hebron that produced a change in policy
as well. And unfortunately, it appears to be going in the wrong di-
rection, although one can't be certain.

All I'm suggesting is that this is basically a small arms issue.
This is not an issue where our policy is changed as a consequence
of fearing obliteration from nuclear weapons. And I think it is im-
portant for us to focus on that, and I am not asking for your re-
sponse to it, but I think it is important for us to focus on it because
taxpayers are constantly asking us, as members of the Oversight
Committee, why do we continue to spend all this money? What's
the threat, what's the issue here? Isn't the Soviet Union gone? Are
the security people basically looking for a new mission that really
is not there? Or is there indeed a list of new threats that pose a
special problem to us that not only require a continued investment,
but present the urgency that I at least feel in this report? I mean,
you've come with a considerable amount of urgency for the need to
restructure again, in category one, so that we can do the job.

Mr. SMITH. The point, Senator, is that the threat has clearly
changed. And we-I think I mentioned before you came in, the
United States remains the most important intelligence target in
the world. Everybody wants to take our secrets, whether they be-
you mentioned nonproliferation-whether they be technologies that
would assist in the production of nuclear weapons or other weapons
of mass destruction, or chemical weapons, we remain an important
target.
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What we are suggesting is not more spending. We are suggesting
shifting priorities. Our task was to try to take what we have and
spend it smarter. We are clearly wasting a lot of money on security
measures that don't really provide security. We have not really ad-
dressed the broader question of how should the United States re-
spond to all of the change in the world. Our focus was a bit more
narrow. But in my judgement it would be-we simply need to shift
our priorities.

Senator KERREY of Nebraska. Well, I hear you saying though in
your report that the current structure of our security system is in-
adequate to meet the challenges that face us today, the threats
that face us today.

Mr. SMITH. That's correct. And the reason is we think it is too
rigid, that it is based on cold war mentality, and we focused very
much on issues like industrial security. And by that I mean, what
is industry required to do to protect itself from somebody trying to
steal its secrets.

Senator KERREY of Nebraska. Let me be a little bit more precise.
If I say that the cold war is over, everybody understands what that
means. That the Soviet Union has broken up, that they now have
turned their missiles away, and that we got new cooperation with
the newly independent states, and that the administration has
worked out an agreement with Ukraine, and we begin to under-
stand that that security issue has changed dramatically, that the
potential for an annihilation of the United States of America and
the complete loss of our independence and freedom, that the poten-
tial has been substantially reduced-perhaps not completely elimi-
nated-but substantially reduced. So that is a change. We under-
stand that. We see that change.

Have there not been other changes that perhaps we haven't put
enough attention into that have been real changes? For example,
I would argue and I would appreciate your response to it, that
there were two big changes that occurred in the 1980's that now
pose particular security problems for us. One is the introduction of
crack cocaine. I mean, that's a new problem. It is been felt as an
invasion in Omaha, NE, to law enforcement officers. And .there are
in every single large community in America, there will be killings
over the weekend as a consequence of the introduction of crack co-
caine. Perhaps we now view it as squelch and background noise,
but I think that is a big change.

I also think that the development and the mass production and
the distribution of the personal computer is a substantial techno-
logical change. It is not small. It is big, with large implications not
only for what we have to protect against, but for what we have to
do to organize our intelligence work.

Do you agree? Do you see these two things as changes?
Mr. SMITH. Absolutely, they are clearly changes.
Senator KERREY of Nebraska. Let me ask a couple of questions.

You say in your report, you stress the security challenge posed by
the ever expanding information highway, and you say, "we have
neither come to grips with the enormity of the problem, nor de-
voted the resources necessary to understand fully, much less rise
to the challenge." That is in the report.
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Yet the administration has devoted a considerable amount of
time and energy to developing hardware, specifically the clipper
chip, to supposedly provide security for information transmitted by
computer. And I would just like to ask you, do you have an opinion
on the clipper chip issue? And it appears that you are saying that
clipper chip is an insufficient response.

Mr. SMITH. We did not dwell at length on the clipper chip issue
because others were looking at it and we saw no reason to replicate
what they were doing. The clipper chip is limited, as I understand
it, Senator, to encryption issues. We are talking about broader is-
sues. That is to say, the vulnerability of information systems in the
United States to either collection by other governments or worse,
manipulation or attacks. Air traffic control, the banking system, all
of those systems and how they are linked together. And it's my un-
derstanding that the clipper chip only goes part way toward resolv-
ing the issues that are presented by those kinds of systems.

Senator KERREY of Nebraska. Second question, Mr. Smith. Again
in this sort of this new technological age here and although I have
a great deal of interest in it, I don't pretend to be a technological
expert. I am intrigued, though, by the increasing use of open source
information to make intelligence decisions.

Mr. SMITH. Yes.
Senator KERREY of Nebraska. I am intrigued as well by the pos-

sibility of using what I know is Secretary Perry's belief that in-
creasingly we are going to have to develop a dual use technological
strategy. In other words, the technology that has an application for
our military and national security uses should also have an appli-
cation for private sector. That is a philosophy I think that Dr.
Perry as well as President Clinton and Vice President Gore have
talked about, seems to me be a guiding principle of the administra-
tion, and I think a correct one.

I'm intrigued by the possibility that the principle could be used
in the intelligence area to inform decisionmakers such as myself
and the President and others who are having to make national se-
curity decisions, and battlefield commanders who similarly having
to make national security decisions, as well as law enforcement
people who are making decisions as how to protect this country.

I am intrigued that it is possible for us not only to provide infor-
mation and inform those decisionmakers, but that it might be pos-
sible for us to use that some technology to inform 250 million
decisionmakers called citizens of this country, who are also having
to make decisions on a variety of issues.

For example, we came, I think relatively close, dangerously close,
to a confrontation with North Korea. It appears that that crisis has
passed. But my own thinking was last week that if there wasn't a
blink, that it wasn't outside that the range of possibility we could
be involved in a land war on the Korean Peninsula. And I think
the American people are not prepared for that. Not prepared for
that at all. And not prepared as a consequence of this continuation
of a presumption that I have got to use these sensing devices and
so forth that we have to inform me and then I am expected to turn
around and interpret what I have just been shown to the citizens,
and I either am incapable sometimes of interpreting, which is apt
to be the case, or I am nervous about what I can or cannot say,
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and so I say nothing. And as a consequence, the American people
are not informed.

So I am intrigued by the possibility that I could use the tech-
nologies that we absolutely need to continue to perfect and improve
upon for national security reasons and intelligence reasons, that I
can use that technology as a means to inform the citizens, thus sort
of completing the loop of this open source effort. I appreciate your
comments on that.

Mr. SMITH. .1 think that is very important, Senator. In a democ-
racy there is nothing more important than the people understand-
ing what is at issue. I think your comment about North Korea is
especially timely, because I think there was insufficient under-
standing of the risks and the dangers, and we came pretty close in
my view.

But you are right that we need to do more with open sources,
both in terms of collecting and understanding from open sources
and in making intelligence information available and part of the
public debate. One of the things that we recommended is that there
be more .use of what are known as tear lines. That is to say, when
a document is produced by the intelligence community, there be a
line drawn across the page and above the line is the sensitive infor-
mation-that is to say, where it came from, the source or the meth-
od that was used to obtain it-but below the line is the information
that was collected or the analysis that was performed. And if you
could do more of that and have those individuals who need to know
the entire the body of the document-that is to say, in order to
evaluate it, need to know where it came from-then they can see
the whole thing. But the rest of the document, below the tear line,
could be made available in a much wider form, including much of
it that can be unclassified and used as part of the debate.

I know that Jim Woolsey is very interested in having intelligence
information more widely available and part of the public debate
and he is trying to do what he can to push old information out the
back-that is to say, information that is currently classified, get it
out for historical review-some of which had relevance to today-
but I think also interested in making it more available to the pub-
lic.

Senator KERREY of Nebraska. My time has expired. Mr. Smith.
If the chairman would indulge just to'close, my interest' for over a
year has been in the imaging area, and thanks to the chairman
and the ranking member of the committee's holding hearings on
this thing. I think we've begun to move the ball a little bit. But I
am genuinely enthusiastic about going further. I' really think that
this idea that citizens of the United States of America have a very
high obligation to become informed and that I have a sacred right
to inform them, that is not privatizable. I cannot privatize that ob-
ligation. I have an obligation to inform the citizen. And connected
to that is the opportunity to use images to get that job done.

Chairman DeCONCINI. Thank you, Senator.
Mr. Smith, going to a couple of other areas, in your report,

Which as I said, I have not read, nor did I ask my staff this ques-
tion, did you find that any of these agencies contracted out for se-
curity investigations?
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Mr. SMITH. Yes, some agencies do. And they have done it because
they don't have confidence in the existing background investigation
conducted by various agencies.

Chairman DECONCINI. That is very confusing to me. Did the CIA
do any contracting out?

Mr. SMITH. To my knowledge, the CIA does not. I believe the
NRO does.

Chairman DECONCINI. The NRO does. And is that because-who
would they normally use?

Mr. SMITH. Normally they would use the Defense Investigative
Service.

Chairman DECONCINI. I see.
Mr. SMITH. But they decided to contract out.
Chairman DECONCINI. So there obviously is a need for one

central, or maybe not one central, but need for some universal
standards on what various agencies would do when they do a back-
ground check. Is that within your recommendation?

Mr. SMITH. Very much so, Mr. Chairman. The problem is there
has been an effort over the years to do that, but it has not worked.

Chairman DECONCINI. Yes. What efforts have there been to do
that?

Mr. SMITH. Well, there was an Executive order signed by Presi-
dent Bush which called for a single scope background investigation
[SSBI], with the idea that everybody would have the common-ev-
erybody would apply common standards. But that hasn't worked,
because every agency has decided that their information is more
important than the fellow down the street, and therefore, they have
layered additional requirements on it, or they don't believe that the
adequacy of the investigation conducted by that fellow's investiga-
tion agency is appropriate, so they have to reinvestigate. And that's
one of the problems.

Chairman DECONCINI. So nobody was designated to write those
standards, nor was it an order that all agencies adopt unwritten
standards, but the standards should have been put together. Is
that where it broke down?

Mr. SMITH. I don't know exactly what caused it to break down,
Mr. Chairman, but it broke down and it hasn't worked, and it
needs to be fixed quickly.

Chairman DECONCINI. Going back to an Executive order, do you
think an Executive order could accomplish that without some legis-
lation?

Mr. SMITH. It should, Senator. We think that, again, the estab-
lishment of this committee that we have urged, the Security Execu-
tive Committee, would have as one of its responsibilities to ensure
that sort of thing happened.

Chairman DECONCINI. Would that be the oversight or the over-
seer or the enforcer, in essence-

Mr. SMITH. That's correct.
Chairman DECONCINI. They did adopt it.
You talk about the special access program.
Mr. SMITH. Yes.
Chairman DECONCINI. Explain to me how that would work in

highly technical black areas that you might have a contractor who
would have three. You gave an example of limiting what would be
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accessible on the computer. Would you still have to have separate
storage rooms?

Mr. SMITH. I think separate storage rooms, yes, and I think sepa-
rate areas in a building that would govern a particular program,
of course. But what troubled us was, as I said, this one instance
in which the contractor or the program managers for different pro-
grams insisted on having six SCIF's in a single building. That just
seemed to us really overkill. And we are strong believers in com-
partments. One of the things that we recommend is that there be
increased effort-and we suggest that the Defense Information
Agency-Defense Information Systems Agency [DISA], be the one
that is responsible for developing increased ability to audit the way
in which information moves within an information system. So that
if, for example, to stay in the industry example, if you had a com-
pany that had six black contracts, that if you had an individual
who was cleared for one of those programs, if he or she suddenly
began requesting lots of information from the other programs, that
that could be spotted early on. We currently do not have the avail-
ability to do that without a huge effort. We ought to devote money
to try to. figure out how to do that.

Chairman DECONCINI. Do you have a feeling or know of any in-
stances where you think that is occurring?

Mr. SMITH. Yes.
Chairman DECONCINI. You do? Did you do' something about

those, just out of curiosity? Can you-I don't mean here, but-
Mr. SMITH. We would be happy to talk to you in private about

that, Mr. Chairman.
Chairman DECONCINI. I would like to see that that is turned

over to somebody, because it leads me to my next question or my
real question is in the course of this. You probably found a number
of areas that were at least questionable as to present security
standards, did you not?

Mr. SMITH. I'm not sure we did quite in so many words, Mr.
Chairman. We didn't find any areas that gave us grave concern
about areas where there was not adequate security other than, as
I keep emphasizing, that we haven't done enough about individual
personnel security. We've overdone it on the physical and technical
side and we need to shift resources and effort back to plain old
good personnel practice, you know, watching out for your people. A
good commander is always suppose to know what's going on in his
unit. A good manager in Government ought to be doing the same,
so that he or she ought to know if they've got a problem.

Chairman. DECONCINI. Let me try to understand what your re-
port did. Maybe it did two things. It dealt with this problem, I'll
say problem A over here, of a massive amount of classified informa-
tion and how to review it, how to get it reclassified if necessary,
when it should end, what procedures should be utilized and who
should enforce them through Executive orders. Is that fair to com-
partmentalize part of your report?

Mr. SMITH. Yes, that's correct.
Chairman DECONCINI. Now then, your report also dealt with the

personnel security and how you should monitor, and how you
should investigate and approve or disapprove someone who is being
considered for the classification system?
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Mr. SMITH. That's correct. We dealt with that issue as well, yes.
Chairman DECONCINI. So the legislation that Chairman Glick-

man and I have introduced only deals with part A.
Mr. SMITH. That's correct.
Chairman DECONCINI. And legislation I would like to introduce

and work on, along the Jacobs Report, deals with your part-I will
just call it part B.

Mr. SMITH. Yes.
Chairman DECONCINI. So you have two distinct areas here that

you have dealt with-and maybe more that I have missed-but
there are two distinct areas. Do you consider them distinct, too? Is
that different than the other, or must they be folded together if you
are going to try and do a comprehensive effort?

Mr. SMITH. They clearly relate to one another. For example, the
classification system, as I said, is the language of the security sys-
tem. An individual is granted a clearance to a certain level. The
standards to investigate and adjudicate under the current system
are pegged to the different levels. In order to get a secret clearance,
you have to have a certain amount of background investigation. To
get a top secret, you need additional investigation. To get a top se-
cret codeword you need something beyond that. So A and B are re-
lated. And there is much overlap between the two.

Chairman DECONCINI. Your Commission report does not give rec-
ommendations that were dealt with specifically in the Jacob's Re-
port, that is, financial disclosure, is that correct?

Mr. SMITH. We only touched on it, Mr. Chairman.
Chairman DECONCINI. There was a reason for that?
Mr. SMITH. Well, the reason was, as I said, the Jacobs Commis-

sion had done this. I met with Mr. Jacobs and we talked about this,
and I talked to the Director, Jim Woolsey, about it, and it just
seemed that given the shortness of time that we had to devote to
it, it wasn't a good use of our time to spend a lot of time on those
questions.

Chairman DECONCINI. Mr. Smith, do you know off-hand other
areas that you didn't get into because they were covered in the Ja-
cobs Report, or would you care to supply that to us?

Mr. SMITH. I would be happy to give you a bit more on that, Sen-
ator, but we didn't look at all of the issues he raised which were-
for example, we didn't look at whether the espionage statutes
should be amended to make it a crime to sell classified information
to a foreign power. As you know, that is currently not a crime. You
have to have intent to harm the national security-we didn't look
at that, because he had already done it. There were some other
areas that we really didn't get into.

Chairman DECONCINI. Well, I really appreciate the effort of this
Commission. I think it is most timely, and I just hope that, if noth-
ing more, at least by Executive order, we see some change in this
thing. It is most disturbing to me and it has gone on for so long.
Obviously, other administrations have thought about and even put
paper and ink together, but nobody has ever done much to see that
there be some simplification or modification or something, and
maybe this will be changed.

Mr. SMITH. Let me commend you, Mr. Chairman. In the past
there has been some talk in Congress about legislating in this area.
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But your bill is more serious than the others, than the previous ef-
forts, it's gotten much more attention. It will be taken much more
seriously on the other end of Pennsylvania Avenue because of your
leadership and your position.

Chairman DECONCINI. I thank you, Mr. Smith. I think some of
it has to do with the present circumstances of the Ames case and
what have you, and timing is everything. Due to the Jacobs legisla-
tion, which I had forgotten about until all of this came up, tell you
the truth-I was on the committee. I realize that it was just tim-
ing, that well intended legislation by Senator Boren and Senator
Cohen just kind of dropped aside because of the Berlin Wall coming
down and the euphoria that, hey, we don't have to worry anymore.
But indeed we do.

I have no further questions.
Before I have to leave, I would like to submit for the record the

statement of Senator Bryan, and have it included in full.
[The prepared statement of Senator Bryan follows:]
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Mr. Chairman: I appreciate the opportunity to review the
work of the Joint Security Commission and their analysis of
security practices and procedures. I have a number of concerns
on this issue, and I am very pleased that the Director of Central
intelligence and the Secretary of Defense initiated this review.
I also commend Mr. Jeffrey Smith and the members of the Joint
Security Commission for their work.

The national security of the United States requires that
certain information is not openly available. American lives and
the lives Of our Allies could be put in needless danger if
certain information became publicly available. However, as the
Commission Report points out, there are a number of significant
problems with the current security structure.

This debate is particularly significant given the recent
events surrounding Rick Ames, and the disastrous results of his
actions. This case has led to serious questions in my mind
regarding the ability of the CIA and other agencies to find out
personal financial information from those who are entrusted with
national security secrets. I know this issue has already been
addressed in legislation introduced by some of my colleagues, and
I feel we in the Intelligence Committee must take a comprehensive
look at some changes that will prevent a situation like the Ames
case from ever occurring again.

However, I want to focus my remarks today on the issue of
excessive classification. It is indisputable that some
information must be kept secret to protect our national
interests. However, the recent initiative by Secretary of Energy
Hazel O'Leary has provided clear evidence that information about
unconscionable experiments were kept from Americans, all in the
name of security. Yet, it is difficult to avoid the conclusion
that this had less to do with security and more to do with
evading responsibility. It is also clear that we have an
inadequate procedure for declassifying information that no longer
requires classification.

The public has a right to know where it's money is being
spent. we are elected by the public, and supported by the
taxpayer. Unless there is a continuing national security
interest, information of interest to the public should be

.. .--. 1-
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declassified after a reasonable amount of time. For too long, wehave kept information from the public that they have every rightto know.

On December 7, 1993, the Department of Energy releasedinformation on 204 unannounced nuclear tests that were conductedat the Nevada Test Site. Thirty seven of these previouslyunannounced tests involved the accidental release of radiation.These nuclear tests occurred as far back as 1963, yet theiroccurrence would still be classified if it were not for the DOEopenness initiative. Thirty years later, Nevadans who live inproximity to the Nevada Test Site have a right to know whathappened there.

I cannot help but wonder what other information that has norelation to our national security interests is still classified -- information that would be extremely valuable to the public.

The classification system is out of control, and the cost tothe taxpayers of the current security system is too high. Withhundreds of different ways to protect our secrets, we have manyoverlapping and unnecessary regulations. The procedures forprotecting secrets differs from agency to agency, and sometimeseven from program to program. Yet, the Joint Security Commissionfound that we do not even have a system for isolating anddetermining the costs of security.

;This situation makes the assessment and management of thesecurity system nearly impossible. We need a common framework,
both to cut down on the costs, and tighten the procedures toensure important secrets are not disclosed.

I want to commend Senator Deconcini for introducing
legislation that addresses a number of the problems that I havementioned, and I am pleased to be a cosponsor of this
legislation. The public has been unnecessarily kept in the darkfor too long. It's time to create a new, simpler system thatmaintains security, but gives the public the information they
deserve.

Thank you.
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Chairman DECONCINI. Does the Senator have any other ques-
tions?

Senator KERREY of Nebraska. I do, Mr. Chairman
Chairman DECONCINI. If so, I am going to let him close the hear-

ing.
Senator KERREY of Nebraska. You are?
Chairman DECONCINI. Yes, get used to being chairman next

year.
Senator KERREY of Nebraska. Thank you, Mr. Chairman.
Mr. Smith, you made in fact a comment that I was going to

make, and I will just reinforce it, that a good manager, a good com-
mander needs to know what's going on with the troops, and needs
to become sufficiently intimate that they know if there is a change
in behavior and what that behavioral change might mean. I mean,
they watch for stresses in family, watch for recent divorces, watch
for changes in patterns of behavior and record it, because they
know that the lives of the other troops depend upon everybody pull-
ing their full weight, and there are consequences for commanders
who don't watch in that fashion. They suffer the consequences.

And I would just ask you, are there any career consequences for
a boss or manager whose employee we later discover to be disloyal?

Mr. SMITH. Not to my knowledge, Senator. I think it's a dif-
ference in culture. I think in the military the appreciation for that
is at a higher level. I mean, I started out as an infantry officer and
it was hammered into us from the beginning. In the Intelligence
community, the culture is a bit different. And I think there is a rec-
ognition that they are all part of the family and there is a kind of-
one trusts one's colleagues and there is a certain tolerance and that
maybe we need to think again, not to suggest that you should dis-
trust your colleagues, but you should view-maybe the attitude
ought to be closer to that that the military commanders have which
is that your really need to watch out for your troops and make sure
that you take care of them, because the mission depends so impor-
tantly on their performance.

Senator KERREY of Nebraska. I would go so far as to say, Mr.
Smith, this really is not a question of distrust, it is a question of
trying to assess what's at risk, and being intolerant of sloppy be-
havior, lazy behavior, which from my discussions with people is
present in this case. And you say well, that is a special culture of
the agency. And perhaps it is, and perhaps part of it is born of the
necessity of their operations and the need to operate in secret. But
it does seem to me in this case it just went too far, and as a con-
sequence of letting their guard down, got in trouble.

Mr. SMITH. You said it better than I, Senator.
Senator KERREY of Nebraska. Let me ask you a few questions

about this Security Executive Committee you have identified as the
most important recommendation, is that correct?

Mr. SMITH. It's one of the two or three that I put at the top, yes.
Senator KERREY of Nebraska. Let me start off with a suggestion

that you made-I'm not sure if it was in the testimony because you
appeared to reference it without looking at the notes, but maybe
you had it both written and looked at it earlier-that this commit-
tee may have appellate functions.

Mr. SMITH. Yes.



30

Senator KERREY of Nebraska. Have you thought that through? It
seems to me that is a completely different function. It does seem
to me a function that needs to be done by someone, but I question
whether an executive committee would have the capacity to make
appellate decisions as well.

Mr. SMITH. What we have in mind, Senator, is that the commit-
tee, perhaps with some participation from the citizens on the Secu-
rity Advisory Board, could handle appeals from members of the
public with respect to whether or not information is properly classi-
fied. In Mr. DeConcini's bill, there is a mechanism for a member
of the public to write to an agency and say I want classified infor-
mation-I want information on such and such a subject, and that
would then be reviewed by the agency and there would be some
way, if it was denied, a way of appealing up through the agency.

We are suggesting that that be taken a step further, and there
be an appellate body at the national level that would handle ap-
peals, perhaps from the agencies, on classified information. There
may be other areas where they could also serve an appellate func-
tion. And we thought about that a little bit, but as we -said, we re-
main in existence until June 1, and so we wanted to see what the
reaction in the Defense and Intelligence Community was to this
suggestion. But at least in the area of classified information, we
thought that this was a useful function.

Senator KERREY of Nebraska. My own thinking and quick re-
sponse to it is that not only are they two different jobs, but there
could actually be a conflict there. And I don't know if there is. The
idea occurs that a conflict could be there.

Do you have in mind that this executive committee only do clas-
sification matters?

Mr. SMITH. Oh, no, not at all, Senator. In fact, classification
would be a small part of what we think it should do. It should have
the responsibility of, first of all, ensuring that there is some sys-
tematic way that the threat is collected and analyzed and made
available to those who need to know, including industry, by the
way. We think that industry doesn't know enough about the threat
that it faces. Second, the committee should be responsible for devel-
oping standards and procedures that are governmentwide. Every-
thing from who gets a clearance to the physical security standards,
to the standards for handling and processing of information. We
also think it should have a oversight function to make sure that
the standards and procedures that it develops are carried out. And
finally we think it should have in some limited capacity this over-
sight or appellate function.

Senator KERREY of Nebraska. Did, the President's decision and
the Vice President's announcement on data encryption standard
and clipper chip, did that cause this commission not to consider
some recommendations in that area?.

Mr. SMITH. No. As I said, we-because we knew that process was
moving on a separate track and was pretty far along, we simply
kept an eye on it. We didn't change any of our recommendations
as a result of that decision.

Senator KERREY of Nebraska. Do you see this executive commit-
tee taking up that kind of an issue?
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Mr. SMITH. Yes. I think it would be an appropriate place. I'm not
sure it would be the final decisionmaker by any means, because
there are certainly other equities, including the Department of
Commerce and ultimately the President, I think, has to decide
those issues. But this could be a forum where the equities of the
defense and intelligence community could be formulated and cer-
tainly discussed. But those are very complicated issues, because the
balances that have to be drawn involve a lot of different parts of
the Government. So this would not be able to do anything quite
that broad, in my view.

Senator KERREY of Nebraska. Well, I have supported publicly the
administration's position. However, I do not think that this is the
final chapter by any stretch. I think that the burden of proof must
be on those who are asking for a policy to be changed, to persuade
us to change. But I am persuaded to listen, because it does seem
to me that there is potential there in both cases for the policy to
become counterproductive. That is to say, to make it more difficult,
particularly with open sources where we are trying to develop,
could become more difficult for us to develop that open source if the
policy restricts the development of the open sourcing networks.

What kind of considerations, when you looked at that advisory
board, did you give? I must declare, I guess, my own prejudice
against advisory boards. Did you think about different sectors-
consumer interests, the corporate interests-what kind of consider-
ation did you give to-what kind of advice does this executive com-
mittee need?

Mr. SMITH. The purpose of the advisory board, Senator, was that
there is a lot of suspicion in various parts of this country that the
classification system and that the security system is behind the
curtain, behind closed doors, there is no public way, there is no
representative of public interests in the security system. And it oc-
curred to us that there needs to be some way that the public can
have a voice in security decisions. Everything from classified infor-
mation through standards for granting security clearances and so
on.

I mean, just to give you an example, one of the concerns that I
certainly had was in some cases in industry, for example, an em-
ployee could be working in a factory and be considered for a job
that requires a very high degree of security clearance. At the mo-
ment they can be considered and investigated without their knowl-
edge. If they don't get the security clearance because something
shows up in their record, and they don't then move into this job,
which may be a promotion, which may be career enhancing, they
have been harmed and they don't know why. Nobody really worries
about those kinds of things from the point of view of the employee.
So the notion was that this advisory board could think about those
kind of issues and could be a representative, in a sense, of that fel-
low on the factory floor that didn't get the clearance, that didn't
even know he didn't get it. And if that gives you some sense of
what we were trying to get at.

Senator KERREY of Nebraska. Do you, in the longer report, iden-
tify by categories the different areas of advice that an executive
committee like this might need? I
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Mr. SMITH. We did talk-we have some in that, Senator. We did
not go into enormous detail. I will tell you in all candor, in an ear-
lier draft we did, but we took it out because we thought it was too
much detail and we ought to leave it up to the Secretary of Defense
and the DCI and the President and the Secretary of State and oth-
ers, to see how they wanted to 'structure it, because we wanted to
give them some flexibility.

Senator KERREY of Nebraska. I think it would be useful, though
I appreciate leaving the detail out for a number of reasons, not the
least of which is I have got enough to read as it is, but I think it
would be useful for the purpose getting this Oversight Committee
to understand what issues are at stake and why an advisory board
like this might be necessary. I think that advisory board could play
a very, very important role in promoting the public debate that
very often is missing. And particularly when you are dealing with
the Nation's security, I will tell you, if I have doubt, I give the ben-
efit of the doubt to the Nation's security. And there are going to
be many, many areas where there is doubt. And it is I think worth-
while as a consequence to give some sort of public airing out there,
and I can in my own mind see several categories. And it would be
helpful to me at least, and I think others members as well, to get
some additional detail of what your thinking was.

Mr. SMITH. Senator, why don't we do a little memo to you that
lays out some of our thinking and we will expand on this a little
bit. Because we have given this some thought, and I think it is im-
portant. It is innovative, and I will be happy to do that.

Senator KERREY of Nebraska. I mean, there is no question that
this has to change. I mean, that looks like Senator Dole's represen-
tation of the President's health care package, which I'm sure it is
not. But it is no question that that-and I understand some of the
acronyms in there, not all, and each one of them has a very serious
mission. There is no question that that divided chain of command
like that overwhelms the security policy questions, and when you
are overwhelmed, you don't make decisions.

Mr. SMITH. That's exactly right.
Senator KERREY of Nebraska. Well, I'm now going to close the

hearing. I do ask and will submit a very moving and eloquent open-
ing statement that I wrote and did not give earlier.

[The opening statement of Senator Kerrey follows:]



33

J. RO8ERT KERREY

'Unted eStates '1enate
WASHINGTON. DC 20510-2704

SENATE SELECT COMMITTEE ON INTELLIGENCE
OPEN HEARING ON CLASSIFICATION

MARCH 3,1994

OPENING STATEMENT OF SENATOR BOB KERREY

Mr. Chairman, I appreciate the fact that you and Senator Warner have set this as an
open hearing because how we keep our secrets is so important to our national
security.

I don't think anyone would argue that some facts known to the government should
be secret, just as businesses closely guard proprietary information about their
products. During the Cold War we suffered the effects of an enemy who could and
did steal some of our vital secrets, and we responded by classifying too much
information, by classifying information at too high a level, by excessively guarding
that information, and by leaving it permanently classified. Over the years we added
layers and programs to create a baroque classification structure that requires years of
training to navigate, and which adds enormous costs to the Defense and Intelligence
Budgets. We won the Cold War, so I'm not complaining. But now that the threats
are less fearsome we have an opportunity to do for this classification system the
same thing that Secretary Aspin did for the Defense budget: a bottom-up review.
Jeff Smith and the Joint Security Commission have done that review, and I am glad
the Committee has provided this opportunity to hear their recommendations.

I have several concerns. First, I want a security system that works. If we lose vital
information, as we reportedly have done in the Ames case, then the system is
broken. All the safes and cipher locks and tempested computers in the world do not
substitute for the loyalty of the individuals we trust. I want to hear the
Commission's views on how we hire and retain loyal, dependable people.

Second, I am concerned about the unnecessary cost that the present security system
adds to defense contracts and to the end price of goods and services that the
taxpayers ultimately pay for. I realize that these costs are hard to capture, but I'll bet
that when the Defense Department paid $400 for that hammer some years ago, $100
went for the security costs at the hammer factory.

Third, I am concerned about unnecessary security practices that keep the American
people from the benefit that they would get from information or a process that they

-more-
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paid for with their taxes, but which they are not permitted to know about. There is a
trend toward openness in the Intelligence Community, and it is a trend which will
in time bring some of the Community's classified technologies into the world of
commerce, to the benefit of the public. We need to help this trend by simplifying
the classification process and by declassifying what we safely can. Not only will we
spread the benefit of forty years of dassified work, but we will protect the remaining
true national security secrets with greater vigilance.

-30-

For more information please call Beth Gonzales or Greg Weiner at 202-224-6551. Thank you.
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Senator KERREY of Nebraska. And again I appreciate, Mr. Smith,
the work that you did and the rest of the Commission members
did, the staff in supporting your effort, and most particularly, Dr.
Perry and Mr. Woolsey for asking for this, and most importantly
of all actually, the President for allowing it to occur. Because I do
think that we now we have the hard work of following through and
trying to implement and hopefully improving upon the rec-
ommendations.

Mr. SMITH. Thank you.
Senator KERREY of Nebraska. Thank you.
[Thereupon, at 4:13 p.m., the committee was recessed, subject to

the call of the Chair.]
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