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THE USE OF CLASSIFIED INFORMATION IN
LITIGATION o

WEDNESDAY, MARCH 1, 1878

U.S. Sevare,
STBCOMMITTEE ON SECRECY AND DISCLOSTRE
oF THE SerrcT COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The subcommittee met, pursuant to notice, at 10:15 a.m., in room’
457, Russell Senate Office Building, Senator Joseph R. Biden (chair--
man of the subcommittee) presiding.

Present: Senators Biden (presiding), Hathaway, Hart, Huddles-
ton and Pearson. ‘

Also present: Audrey Hatry, clerk of the committee.

Senator Bimrex. The hearing will come to order, please. :

I would like to begin by apologizing for being late. It is not the
fault of any other member of the committee than myself. I was
commuting from my home State, and we haven't learned how to
drive in the snow, Admiral, up in Delaware, and there were two’
inches of snow and you would have thought there were three feet
the way people were driving on the turnpike. So I apologize for
the delay.

These hearings culminate a year long study by the Secrecy and
Disclosure Subcommittee of the Intelligence Committee. We have
been concentrating in this first year upon the impact of secrecy on
the enforcement of the law and the administration of justice. We'
have come to the surprising conclusion that the inevitable tension
between the rule of law and the secrecy necessary for intelligence
operations has at times, in my opinion, undermined both the rule
of law and secerecy. These hearings will cxplore that phenomenon
and hopefully will lead to a public discussion which will result in a
better accommodation between law enforcement and secrecy.

We examined first the leak cases, that is, the cases of unauthorized
disclosure of secrets to the public media, and then classical espionage
cases. We learned in our year long study that at times the desire to
preserve secrecy can undermine the criminal sanctions intended to
enforce secrecy. T.eaks of classified information and the covert
. transmission of secrets to agents of a foreign power can and do at

times go unpunished. Investigations stop because of fears—and T
emphasize legitimate fears—that further investigation or prosecu-
tion of the crime will result in the further necessary .disclosure of
very sensitive information that will undermine the national security.

Our concern over this problem deepened as we learned that the
fear of disclosure of intelligence information counld also frustrate

1)



2

investigation and prosecution of crimes less directly related to the
national security, including perjury to Congress, narcotics violations,
possible violations of the intelligence community legislative charters,
and even have affected, in one case, in our opinion, murder. The
purpose of these hearings is to discuss this problem, to the extent

that it can be discussed publicly, and to search for solutions. ‘

We will have difficulties, of course, in discussing this problem in
a public hearing. We do not want to do further damage to the
national security by disclosing exactly what we found in any
one of the files we have reviewed. In practically every actual case
we have reviewed, there were real national secrets at stake, and at
least a reasonable argument for foregoing indictment and trial.

In order to provide focus for the hearings and to keep the dis-
cussion from becoming too amorphous, I have asked the subcommit-
tee staff to prepare an unclassified memorandum for the use in these
hearings which would accomplish two goals. The first is that it
would summarize the results of staff reviews, and second, it would
create hypothetical cases based upon review of case files which we
could use in public hearings.

T should also mention a few caveats about the staff memorandum.
It is a tentative summary of the staff’s review of the files and rep-
resents neither a final judgment nor a formal position. But we have
discussed the main finding both in the intelligence community and
with the Department of Justice, and have found rough agreement
on many, but not all, points. I am sure every member and his staff
will review these files before we adopt formal committee positions
on this matter.

Second, we have attempted, in developing these hypothetical
cases, not to even give the impression that they are variations of
actual cases. I know that it is tempting for members of the press
to take these cases and extrapolate the facts in the hypotheticals on
to real cases. To those members of the press who are so inclined, I
must emphasize that you will be doing this at your own peril. The
only relationship between the hypothetical cases and real cases is the
role that the fear of disclosure of classified information played in
‘the Executive branch decision not to proceed with investigation and
prosecution.

Before proceeding with the hearings I will read an excerpt from
the staff memorandum, and I quote.

SuMmmary oF FInpines

_ Our inquiry into the over 40 actual cases has led the staff to the
following conclusions. (A) There is a major breakdown in the ad-
ministration of the criminal espionage statutes in leak cases. To
date, we have been unable to identify a single successful prosecution
of an individual who leaked classified information to a publication.
This record was found despite the nearly unanimous assessment that
at least some leaks cause serious harm to the national security.

The breakdown results in part from an impasse between the De-
partment of Justice and the intelligence community of how to deal
with the use of classified information necessary for investigation
and prosecution in these cases. Briefly stated, there is no formal
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mechanism that we know of to weigh the risks of further dis-
closure against the benefits of prosecution. )

Common circumstance in leak cases is that the intelligence agency
whose information is leaked also possessed the information and
expertise necessary to investigate or prosecute the leak.

In some cases we have reviewed, it appears that the victim agency
and the Department of Justice, in effect, create an unnecessary
dilemma or impasse in order to frustrate investigation or prosecution
for other reasons, including: prosecution of a leak through confirma-
tion of the leak will damage the agency’s reputation for keeFing
secrets and thereby undermine its ability to obtain confidential in-
formation from intelligence agencies both at home and abroad. Also,
that the leak was from a high agency official who acted without
higher authority, but the judgment is made that pursuit of the in-
vestigation would embarrass the official; or the leak is actually an
authorized disclosure and pursuit of the investigation would be
unjust,

The unauthorized public disclosure of classified information which
endangers national security is only a small portion of the intelligence
product which is leaked routinely to the news media. Officials often
make unauthorized disclosures of classified information in an attempt
to influence public debate in a manner they believe to be in the
national intcrest. In attempting to serve their view of the national
interest, some damage to the sources and methods of intelligence col-
lection may be inflicted. These leaks, in other words, are the mistakes
that occur in the widespread sub rosa practice of providing selected
intelligence information to the news media. And this creates serious
problems.

Some of the problems are because the process is informal and
quasi-legal, there is no way to insure that the public receives a
balanced sclection of intelligence information that is important to
the public debate about defense and foreign policy.

Second, the same hit or miss system that shortchanges the public

on one end also results in occasional compromise of sensitive intel-
ligence information. Insofar as the subcommittee stafl could de-
termine, most compromises were accidental byproducts of a dis-
closure made to accomplish some other purpose. Typically, a dis-
closure about Soviet, plans for a new TCBM might accidentally com-
promise the source of that information.
_ Now, the disagreements over the use of classified information also
impedes classical espionage prosecutions. IIowever, the likelihood
that there will be a consensus resolution of the disagreement is much
more likely for the following reasons because classical espionage
cases are generally considered more serious than leak cases, and
second, because the federal espionage statutes are more closely
drawn to cover classical espionage cases than leak cases. Many
classical espionage cases are, in effect, out of the control of the in-
telligence community because the law enforcement machinery has
been engaged by an arrest or because the public or officials outside
the intelligence community know of the erime and therefore create
pressure upon the intelligence community to provide information
necessary for prosecution. :
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Usually the constitutional problems, that is, primarily first amend-
ment problems, are much less severe in classical espionage cases than
they are in leak cases.’

However, we have reviewed classical espionage cases which have
not proceeded to either investigation or prosecution for the same
reason that leak cases cannot proceed, concern about the disclosure of
intelligence information in the course of investigation or prosecution
being the reason. Furthermore, we know of cases where the disagree-
ments between the intelligence community and the Department of
Justice over classical espionage cases almost required Presidential
intervention to resolve the disagreement. :

The impasse over the use of classified information occurs in other
types of criminal cases, and at times the Department of Justice may
have been placed at a marked disadvantage because of this dilemma
by defendants in perjury, narcotics, and even murder cases.

" Before turning to Senator Pearson, I would like to make one final
comment- about the spirit in which these hearings will be conducted.

These are not adversary proceedings, for members of the committee
and the intelligence community agree on the seriousness of this prob-
lem. Indeed, I doubt that the findings that I have just read are news
to any experienced intelligence officers, and least of which, to the
Director. ,

Therefore, I hope we will spend our energies in these hearings on
seeking solutions. We will hear a large variety of proposals ranging
from new in camera procedures, recasting espionage statutes so that
there is less jeopardy to secrets in the presentation of criminal cases,
and even establishing new types of administrative tribunals for deal-
ing with intelligence employees who violate the law. In these hear-
ings and in the weeks and months to come, I look forward to working
with you, Admiral Turner, and the other witnesses who will appear
here today and the next couple of days, in the spirit of cooperation
and accommodation, and in the hope that we can find a solution to
what I think we would all agree is a most vexing problem.

Senator Pearson ?

Senator Prarson. I thank the chairman.

. I have an opening statement which I will simply put in the record
because it is repetitious of the chairman’s very excellent definition of
the purposes of this hearing, but I would like to read two para-
.graphs because they represent to me the fundamental purpose of the
business that we are about, and that is to say that these hearings are
based on two elementary premises. The first is that there is a com-

.patibility between the concept of a free society and the concept that
some secrecy is necessary to maintain that society’s freedom. And
second, that the inherent conflicts arising from this premise are not
subject to absolute resolution. They can be resolved only by con-

tinually pursuing a balance between opposing interests.

And that is really what we are doing today. It is what we will be
doing during the course of these hearings. We are pursuing a com-
patible balance. And we are doing it in public because we are con-
.vinced that if the public knows more about the subject, a consensus
will emerge which will allow us the free use of information within
the context of valid security needs.
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Mr. Chairman, I ask that the balance of this statement be put in

the record at this time. ] ] )
Senator Bmex., Without objection the entire statement will be

put in the record.
[The prepared statement of Senator Pearson follows:]

PREPARED STATEMENT OF SENATOR JaumEeES B. PrarsoN, A U.S. SENATOR
FroM KANSAS

These hearings arc based on two elemental premises. First, that there is
a compatability betwveen the concept of a free society and the concept that
some secrecy is necessary to maintain that soclety’s freedom. And, second, that
the inherent conflicts arising from this premise are not subject to absolute
resolution. They can be resolved only by continually pursuing a balance between
opposing interests.

That is really what we are doing today. It is what we will be doing during
the course of these hearings. We are pursuing a compatible balance. We are
doing it in public because we are convinced that if the public knows more about
the subject a consensus will emerge which will allow the free use of informa-
tion within the context of valid security needs.

The basic feature of secrecy is limitation of access to secrets. So, soclety a8
a whole cannot make a decision on whether or not individual matters are
legitimately being kept secret. Tt cannot make a decision on the intangible cost
of keeping these sccrets. Society, therefore, must be assured that accountable
mechaunisms are effectively in place to make proper judgments in their
behalf,

For nearly 2 year now, the Secrecy and Disclosure Subcommittee has been
examining those mechanisms on which society is relying.

We have been studying the classification procedure which determines what
information should be protected by secrecy. During the course of our work the
administration has also examined this problem. New classification procedures
are now being implemented. There is room for fuorther improvement and we
are assured that additionsl adjustments will be made.

We have also studied compartmentation, the process of keeping secrets within
secrets. Compartmentation is the formalized mechanism for enforcing a strict
“need to know"” requircment for access to particularly sensitive information.
Compartmentation is of continuing interest to our Subcommittee because of its
potential to impede the timely flow of vital intelligence to policymakers.

And, perbaps most importantly, we have examined the problems secrecy
presents to the enforcement of our laws. The Constitution provides a require-
ment for publie trial. It is the unique right which must be protected against
any—no matter how well-intentioned—infringement. From that and other
Constitutional provisions, a dilemmma has arisen. YWhen a public prosecution
requires the use of classified information, the interests of national secrets come
into confiict with the interests of law enforcement.

The specifics of this last area of concern serve as the focus for these hear-
ings. We will be examining the successes and failures of the mechanisms gov-
ernment employs to ensure proper balance between society’s sowmetimes con-
flicting interests of national security and law enforcement.

Senator Bmrex. Senator Hathaway.

Senator Harnaway. Thank you, Mr. Chairman. T just want to add
a note to what you said to make sure that the only issue that we are
dealing with is not just leaks and espionage cases. Equally important
is the sitnation where the Exceutive branch learns of serious crimes
as a result of their intelligence sources and methods, crimes like
narcotics, bribery, for example, and then can’t do anything about it.
I think it is terribly important that we ask our witnesses to address
those problems as well. In short, what happens when the Govern-
ment learns of a serious crime from a secret source? Do these crimes
get reported to the Department of Justice? Can they be prosecuted



6

or even investigated if the information was obtained from secret in-
formants or sources that need to be protected?

It is my understanding that that 1s a substantial problem and of
course, that raises the obvious question, what good does it do to be
able to get the information if no one can do anything about it.

Thank you, Mr. Chairman.

Senator Bmen. Thank you, Senator.

Senator Huddleston.

Senator Huppreston. I want to thank you, Mr. Chairman. My
statement will be submitted in the record. I just want to commend
you for conducting these hearings on this very important subject,
very important area in the whole picture of intelligence operations.
I think that this is a very significant problem that we are dealing
with, and T am anxious to hear from the witnesses as to what their
approach will be toward some of the hypothetical cases that have
been listed, and I think that we are in for some extremely important
testimony that undoubtedly will result in some extremely important
recommendations from the subcommittee.

[The prepared statement of Senator Huddleston follows:]

PREPARED STATEMENT OF SENATOR WALTER D. HUDDLESTON,
A U.S. SENaTOR FroM KENTUCKY

I would first like to commend Senator Biden for the extremely useful work
he has done on this subject. It is a problem which we had not anticipated un--
covering, and one which everyone seems to agree deserves the most thorough
examination possible.

One reason why I believe this issue merits our close scrutiny is its relevance
to an important aspect of the intelligence charter legislation we recently in-
troduced. The draft charters provide both criminal and civil sanctions for-
serious violations of the rights of U.S. citizens by intelligence agencies. It is
possible and, indeed, probable that criminal or civil litigation arising out of
the charters will involve sensitive classified information. If the eriminal and
civil sanctions of the charters are to be effective, we must, therefore, be certain
that the judicial process can adequately deal with such information. I hope
these hearings will contribute to our understanding of this problem and suggest.
ways we can improve our ability to handle it.

Senator Bmexn. Thank you.

Before I recognize our next Senator, I would like to make special
comment that Senator Hart has spent a great deal of time in this

. area particularly investigating the leak cases to which I referred,
and I appreciate not only his effort but the expertise he brings to
that subject.

Senator Hart.

Senator Harr. Mr. Chairman, unauthorized disclosure, as some-
one has suggested, is something that everybody does particularly in
this town, but that gentlemen do not discuss in public. At the
chairman’s suggestion I have been asked to help break that taboo
today and hope that this Secrecy Subcommittee chaired by Senator
Biden can shed some light on a very shadowy subject.

“When we talk about leaks or unauthorized disclosures, what do
we really mean? We all know that each day dozens of public
officials, high and low, in the Government make statements to the
press, and in making these statements they choose not to take re-
sponsibility for their acts and ask not to be quoted by name. These.
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are the so-called unnamed sources or not for attribution stories. But
among those many stories are a few that contained classified in-
formation so sensitive that publication may do 1rreparable.—I Te-
peat, irreparable—harm to our Nation’s security. And that is what
I at least am concerned about, because leaks of this kind harm onr
Nation as surely as turning over the information directly to some
foreign source.

Let me in part summarize some of what the staff has found about
leaks and add my own interpretation at that time. )

Now, the first basic question is a tough one. Who leaks classified
information? T think we can illuminate the subject a little. Allen
Dulles, the first Director of Central Intelligence, or one of the first,
said, “The contrived leak is the name I give to the spilling of in-
formation without the authority to do so, and it has occurred most
often in the Defense Department and at times in the State De-
partment.” '

In 1971 another Director of Central Intelligence, Richard Helms,
conducted a study of serious leaks for the so-called plumbers squad
at the White Honse. That study found that onc third of the sources
of serious leaks were “high administration officials,” and still another
third of the serious leaks appeared to originate in the Defense De-
partment, the intelligence community, and to a lesser extent the
diplomatic community. Interestingly cnough, less than 5 percent of
those leaks were attributed to sources in Congress, which I think is
a startling revelation for many of us in the Congress. The Helms
study found that leaks were particularly frequent at budget time
when departments were trying to convince the Congress of the merits
of their allotment of Federal funds. And that is what we know about
who does the leaking. They are frequently high officials in the ad-
ministration and persons in the Pentagon, the intelligence com-
munity, and the State Department.

The next question is: What kind of classified information is
leaked ? Frankly, a little of everything is leaked over time, accord-
ing to our findings. But an extremely high percentage of leaked in-
formation that causes concern in the intelligence community is
usually about the Soviet Union, its military plans and capabilities,
and sometimes its diplomatic initiatives abroad. Now, I would like
to venture an explanation of these leaks. Frankly, almost everything
the free world knows about Soviet military power, plans, and
activities, comes from U.S. secret intelligence. Little is available from
public sources, because the Soviets are so secretive about this subject.
But information about Soviet plans and capabilities is essential to
any informed public debate about what kind of defense we need and
how much we should spend for it. And that belief that the public
interest will be served by making selected information available is
presumably what motivates the officials who leak the classified in-
formatijon. Sometimes, however, they also leak information which
endangers sensitive sources and methods and which threatens to
cause real damage to our Nation’s security.

Now, I think this is a dangerous and haphazard process. On the
one hand we have no guarantee that the public receives a balanced
selection of information about Soviet plans and miltiary capabilities.
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©On the other hand the Executive branch is left absolutely powerless
to deal with the exposure of secrets that are vital to protecting
-our national security.

Mr. Colby began, and you, Admiral Turner, have wisely continued
the practice of making increasing amounts of the intelligence product
of CIA available to the public. And I would suggest today the pos-
sibility of also making more extensive disclosures about what the

- Soviets are doing, but to make these disclosures in a_manner care-

fully calculated to protect our sources and methods. In short, let’s
eliminate the motive to leak, improve the public debate about de-
fense, and in the same stroke isolate those who continue to insist on
leaking classified information. And then when we try to do some-
‘thing about the leaks, we will have a smaller and more manageable
problem to attack. :

I would like to put in the public record today a composite sample
case of what does occur when a really serious leak of classified in-
formation is detected. It is not a happy story.

- The leak usually comes to the attention of a high official in the
‘intelligence community who realizes that a media account may also
.endanger a very sensitive source of intelligence information. .

Sometimes the leak is first investigated by the Agency itself and
sometimes not, but the end result is a letter to the Attorney General
-asking the FBI to investigate the leak.

. The: Department of Justice, however, does not usually initiate an
investigation. Rather, it responds with a letter back to the agency
containing ‘what is called the eleven questions_Neither the Depart-
aent of Justice nor the FBI will normally proceed further until
the eleven questions are answered. Some of the eleven questions are
sensible ones, such as whether the compromised information was
properly classified in the first place, and whether the article dis-
closing it was accurate. In a really sensitive leak, however, the whole
process grinds to a halt at question nine.

” This question asks whether the information regarding the leak
‘can be declassified for purposes of prosecution. Unless the answer to
that question is a yes, the Department of Justice and FBI usually
do not investigate. They reason that it is pointless to investigate a
case which cannot be prosecuted since the relevant information can-
not be declassified for use in the court. And so nothing happens.

The more sensitive the source that might be compromised by a
Jeak, the more reluctant the Agency is to make a bad matter worse
and declassify the information altogether. If the material is so in-
‘nocuous that ‘it can be declassified immediately for preliminary in-
wvestigation, it is arguably not a very serious leak. :

And there you -have, I think, Mr. Chairman, the ingredients of
the breakdown of the laws intended to protect our Nation’s bona
fide secrets from leaks as well as enemy spies.

_ Admiral Turner and Mr. Civiletti, as these hearings progress, I
‘hope that we will be able to talk about possible solutions to these
problems. T think-the charges and countercharges that fly back and
forth between the Hill and the administration and over the heads
of the American public do not serve any of us well in our attempts
“to-find out how our Nation’s secrets make their way into the press.
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T think the most important thing that might come from these hear-
ings is an orderly process, as I have suggested, Admiral Turner, for
turning over to the public forum in an orderly process and manner
the information that we need for our national security debates, and
only in that way I think will we attack the really serious problemn of
the systematic leaks, particularly from the Defense Department and
other administration sources.

Thank you very much, Mr. Chairman.

Senator Bipen. Thank you, Senator.

Admiral Turner, proceed in any way you feel comfortable.

STATEMENT OF ADM, STANSFIELD TURNER, DIRECTOR OF CEN«'
TRAL INTELLIGENCE, ACCOMPANIED BY ANTHONY LAPHAM,
OFFICE OF GENERAL COUNSEL, CENTRAL INTELLIGENCE AGENCY:

Admiral Torxer. Mr. Chairman, members of the committee, I am
pleased to be here and agree with all the remarks that have beer
made on the seriousness and the national import of the issues before
this committee. ) ) :

The subject is a many-sided, complex one, and I believe one that
is not, well understood, and these hearings should certainly help 1w
enlightening the American public. At the heart of it, however, what
we are dealing with is a tension between two vitally important gov«
ernmental interests which are often difficult and sometimes im-
possible to serve together, so that the service to the one may in-
volve a sacrifice of the other. One interest has to do with the effective
and impartial administration of criminal justice, with its associated
requirement that relevant evidence be available for use by both the
prosecution and the defense. On the other side is the interest in the
successful administration of forcign and national defense policies of
the United States, together with the supporting intelligence func-
tions for which I am responsible, and the associated requirements
that certain information be protected against disclosure. These in-
terests can and do pull against cach other, whenever the disclosure
demands imposed by the judicial process are met by the contrary
imperatives of the intelligence process. The resulting dilemmas can
be very painful, and they are not infrequent.

What must be settled at the outset is whether the dilemmas that
I perceive are real. If, on the scale of national values, every law
enforcement interest is always superior to any intelligence interest,
there could never be much of a problem. Under this view, intel-
ligence information would simply be brought forward as needed,
either by the prosecution or the defense, no matter what the conse-
quences that might flow from the disclosure of that information at
a public trial. Tf the opposite view were taken, so that law enforce-
ment interests were always seen as subordinate to intelligence in-
terests, there likwise would be little to decide in any given case. It
would simply be a matter of terminating any criminal proceeding
in whole or in part should any intelligence information be threatened'
with disclosure. _

In my judgment, the correct view is neither of the above. The
values are so variable that they cannot be abstractly and neatly
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ordered in advance. The reality is that there are no easy formulas
for decision. What that means in practice is that each: case must be
separately judged on its own facts, and that the intelligence interests
must be taken into account, along with such pertinent considerations
as justice and precedent, in reaching decisions as to whether and on
what basis to proceed with prosecution. Indeed, this sort of account-
ing may have to be repeated several times or at several stages in the
same case. _

TUltimately, assuming in felony situations that a grand jury is.
disposed: to indict, it is the Attorney General who has the discretion
to exercise, the power to act, and therefore, the authority to decide
whether a prosecution is warranted and on what basis to go forward.
This is not to say, however, that I have no role in influencing that.
decision whenever intelligence interests are concerned. On the con-
trary I think I have a necessary role.

In the first place, I consider it my responsibility to insure that
no relevant information is withheld from the Attorney General, that
is, that he has access to all information, without regard to classifica-
tion, that may be fairly thought to bear on this issue of whether a
crime may have been committed and under what circumstances it
may have been committed. .
- T want to stress this aspect of the subject so as to avoid any pos-
sible misunderstanding. Access to relevant information should not be
a point of dispute, because the Attorney General has a clear right
and need to review all such information so that his decisions may
be taken with the fullest factual perspective. ,

Second, I see it as my responsibility to make known to the At-
torney General my estimate of the importance of the intelligence in-
formation that may be identified as relevant to a criminal prosecu-
tion, and the potential impacts of the public disclosure of that in-
formation. Again, I think that this kind of estimate is something
that the Attorney General must have before him if he is.to make
informed decisions and properly weigh the consequences of those de-
cisions. If T were to conclude in some particular context that the
Attorney General had struck an incorrect balance, my recourse would
be to approach the President so that he could determine as ap-
propriate whether the next best interests of the United. States
favored prosecution, and so that he would at least be aware of my
forecast as to the likely consequences of that course of action.

Similarly, with respect to the declassification of documents said
by the Attorney General to be needed in support of a prosecution,
it seems to me that I should react positively so far as I can do so
without endangering vital intelligence interests. But insofar as I
conclude that,the declassification of specific documents would lead
to truly damaging national security effects, it seems to me that the
declassification would be an irresponsible and possibly unauthorized
act on my part, except as it might be directed by the President.

I should add in this connection that I know of nothing that pre-
cludes the use of a classified document as evidence in a judicial pro-
ceeding. Indeed, the use of a document in that form, assuming that it
is properly classified to begin with, merely recognizes the situation
for what it is; namely, one in which a national security risk is being
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taken to achieve a law cnforcement purpose that cannot be achieved
in a risk-free way. In short, I cannot accept it as my responsibility
to make a real conflict disappear by an act of declassification that
pretends that effects of disclosing particular documents will be
benign, when T believe the opposite to be true.

Mr. Chairman, there is an impression in some quarters that the
relations between the CIA and the Department of Justice in this
entire field are characterized by hostility and lack of cooperation. I
am sure that Mr. Civiletti will give his own appraisal on this score
later but T would like to give vou my own appreciation, which is
that the relations between the CIA and the Department of Justice
are not at all strained or hostile, and indeed, arc marked by mutnal
good faith and shared understandings about the dilemmas I am now
discussing. Certainly it is true that there is a continumg.dxalogue
and debate, and sometimes adversary exchanges, but that is hardly
surprising in light of the divergent interests being represented.
Usnally there is an accommodation. But where there is disagreement,
it stems not from poor relations but rather from the intrinsic diffi-
culty of the issues we confront.

Let me turn now to some more fundamental reasons which explain
why the issucs present such difficulty. Without wanting to stray too
far into the legal territory that is more familiar to Mr. Civiletti and
other witnesses who will follow, mv own sense is that the reasons are
traceable to the nature of our judicial process, procedural safe-
guards available to an accused in a criminal case, and to some of the
criminal laws with which we have to work.

A criminal trial in this conntry is a public event, and there are
constitutional guarantees that make it so. I have no quarrel with
those guarantces, but at the same time, I cannot ignore the extent
to which they contribute to the problem when it comes to making
evidentiary use of intelligence information. When an clection is
made to use snch information, it is on its way into the public do-
main, and there are few if any ways to avoid that outcome or to
limit the exposure of the information to the actual participants in
the trial.

Other constitutional provisions sccure to an accused broad rights
of cross-examination, and the applicible rules of procedure confer
on the accused rights of wide-ranging pretrial discovery to look
behind the prosecution’s case and to develop his own defenses.

There are not many legal tools available to regulate and control
this flow of events just because the information in question happens
to be sensitive from a national security standpoint. Tn addition, these
same features make the judicial process almost as uncertain as it is
open. For example, the lines of defense which will be followed, and
the scope of discovery and cross-examination which will be al-
lowed, are not matters that lend themselves to precise advance
measurement. They are heavily unpredictable, and what that means
1s that the decision to prosecute is that much more difficult for those
who must gauge as best they can, before the course is set, where it
all might lead.

Again, T am not complaining about any of this, or suggesting any
radical reforms that would strip away the rights of the accused, ail
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of which exist to assure fairness of criminal proceedings. T am only
trying to describe how things look from where I sit and to put into
‘their true settings the hard choices that have to be made.

~ What I have said takes on greater force when you consider the
necessities of proof under some of the basic criminal statutes that
are of special concern to intelligence agencies. )

Let us suppose, if T can make a hypothetical case also, Mr. Chair-
man, that a former government employee were to be arrested in the
course of delivering a CIA document to a foreign agent, and that
‘the arrest prevented the delivery from being completed, and let us
further suppose that the document summarized current Agency oper-
ations in another country and included a roster of CIA officers in
that country.

A crime, under the espionage laws, certainly would have been com-
mitted, and that crime must certainly rank high in terms of com-
pelling governmental interests in prosecution. Yet such prosecution
would exact an extraordinary price. As I understand it, the gov-
ernment would be required to show that the information in the docu-
ment was of enough significance to materially injure the national
'security had it fallen into the hands of the foreign agent.

Now, that burden of proof would almost surely require that the
document itself be offered in evidence, that its accuracy be confirmed
by a knowledgeable agency witness, and that its value be explained.
In result, the trail proceedings would have succeeded, in doing just
what the defendant himself was being tried for having attempted
but failed to do, that is, to transmit the disclosed information, and
the accuracy of that information would have been verified in the
bargain. I am sure that you would agree that a spectacle of that sort
would not be pleasant to contemplate for those who had to struggle
with a decision to prosecute. .

Unattributable leaks to the press and unauthorized disclosure
through attributed publications raise separate but no less troubling
problems. On this front there is no statute that is generally ap-
plicable, at least none that is clearly applicable, and the lack of
clarity in the law is in itself a genuine concern, if for no reason
other than it leaves people in doubt as to their liabilities and may
even tend to deter legitimate expression.

Let me also point out that we in the Intelligence Community have
legitimate interests on both sides of this issue. On the one hand, our
concern for protecting national secrets is genuine. The consequences
of invasion of national secrecy can be severe. The most poignant
example is that of the agent whose life or freedom is jeopardized by
disclosure of his identity. Such individuals have been willing to
accept great risks in order to serve our national interests, but they
certainly did not sign on with us in the expectation of being exposed
publicly by irresponsible citizens acting on their own. .

Beyond such cases there is a wide range of clear damage from
unauthorized disclosures. In some instances our relations or our
negotiations with other sovereign nations can be impeded, or our
access to information important to our interests can be denied. Most
significantly, perhaps, is the long term effect such disclosures can
have on our national intelligence efforts. Agents simply will not be
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recruited to an intelligence service that appears to be an information
sieve; foreign intelligence organizations simply will not share their
information with such an organization; and extremely expensive
technical intelligence collection systems will prove to have been a
taxpayers’ waste simply because a counter can be constructed for al-
most every system if enough detail about it is disclosed. ]

At the same time, Mr. Chairman, I would urge you to recognize
that the seriousness of these losses throngh unauthorized disclosures
gives us in our Nation’s intelligence community great cause to sup-
port the prosecntion of individuals who do the disclosing. My blood
boils at the obvious callousness and selfishness of such persons, and
T believe that they more than deserve the punishment which might
result from prosecution. This alone is incentive for us to lean over
backwards in releasing information which is essential to such judicial
proceedings.

Beyond that, however, we in the intelligence community feel that
the country desperately needs to prosccute these offenders in the name
of deterring others, )

In the brief year that I have been part of our intelligence organi-
zation we have held our breath while releasing data to permit the
prosecution of three espionage cases. T assure you that the incentives
to release information for the purposes of prosecution are indeed
strong.

I would also and finally like to add my strong dissent with a some-
times popular view that in fact encourages individuals to break our
laws in the name of whistle blowing on what they think are indi-
viduals they perceive to have performed improperly. T do not ques-
tion that such whistle blowing has served our national purposes in
a few instances in the past and may again in the future. I wonld
point out, however, that the Congress, in its wisdom over the past
2 years, has created an alternative to public whistle blowing on in-
telligence agencies.

This is a Select Committee on Intelligence in each Chamber of the
Congress. Never have T scen these committees deny a citizen’s request,
to report on what he believes to be malperformance. In addition, the
Executive branch has created a corresponding safety valve in the
Intelligence Oversight Board, a body totally independent of the In-
telligence Community and reporting directly to the President.

Thus, with such a body in both of these branches of our Govern-
ment, a citizen has reconrse, even if he suspects collusion at high
levels, of one or the other, I would submit that I have vet to see one
of these so-called whistle blowers who directed his whistle first to
one of these authorized mechanisms.

This leads me to suspect that rather than being patriotic heroes,
as some want to describe them, these individuals are more likely to
be self-serving charlatans in quest of fame or fortune. In short, it is
my view that we have the mechanisms for insuring that the in-
dividual citizen need not feel that he must take it unto himself to
Judge what is a national secret and what is not. If we do not curb
this view, which by its logical extension means that 215 million
Americans have the right and the ability to pass upon our national
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secrets, we- will degenerate into chaos in this vital zone of national
defense.

Thank you, sir.

Senator Bmex. Thank you very much, Admiral.

T would like to indicate that, with the permission of my colleagues,
we should keep to a 10-minute rule on the first round, and T will
withhold my questions, but T would like to get into the hypothetical
cases, Admiral, and then I will yield to my colleagues for their
questions on the first round.

But before even doing that, I want to reiterate that the purposes
of these hearings are not only to examine what dilemma there is, or
conflict, if any, between Justice and the CTA or the Intelligence
Community in making decisions as to whether or not to prosecute.
Beyond that, and much more important in my opinion, it is to de-
termine whether or not there are procedural mechanisms that we
can institute or administrative mechanisms that you the Executive
branch can institute that will at least diminish the harm done by
the types of leaks that we have uncovered in our reading of your
damage assessments, and the failure to be able to prosecute for, in
my opinion, in looking at the cases, very legitimate reasons.

The hypothetical case you gave is a very, very poignant case that
how do you as the Director suggest that that person be prosecuted
when the very prosecution will result in the very thing you were
most concerned about; jeopordizing our national security. And I
‘would like to point out that in my exposure to thése cases, there have
been some serious national security leaks. These aren’t just little
things. Some of them are of some consequences, that in your judg-
ment—and I am using “your” in an editorial sense, the judgment of
the Agency, the judgment of the Justice Department, it hasn’t—they
have not lent themselves under our criminal process to prosecution.

So we are really here, No. 1, to establish that we have a serious
problem, and No. 2, to look for administrative and criminal, pro-
cedural remedies, possibly, that can help alleviate your problems. I
would be the first to acknowledge, that it is extremely difficult to
decide to forego prosecution of someone you would love to nail for
a legitimate reason but are unable to do so because national security
is being invoked, legitimately so, as, in effect, a defense.

There have been references to legitimate blackmail and greymail
and other catchy phrases, but the fact of the matter is, prosecution
is unable to go forward because national security would be further
damaged. : oo

Now, we also wanted to make clear at the outset that it is not the
intention of this subcommittee nor the full committee to examine
actual cases, nor is it the intention ‘of this committee to get into
questions relating to cases that are presently on appeal or presently
being adjudicated in the courts.

And so I would ask my colleagues to be cognizant of that, which
they already are, and let’s try to avoid even accidentally focusing on
a case which might be on appeal. Obviously, we cannot lead wit-
nesses to what they want to speak to, but from our standpoint, it is
not our intention to go into cases which are presently on appeal.

And as you know, Admiral, with the help of your able counsel, we
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‘have, the committec and your Agency, agreed to a set of hypo-
theticals that we could use as a focus for these hearings, And 1
thought it would be useful, before beginning the questioning of
Admiral Turner, to read the hypothetical cases in the record for the
‘purposes of providing a better focus for our questioning.

But before actually reading the hypothetical, I would like to re-
‘peat the caveat I made in my opening statement. We have attempted
‘in developing these hypothetical cases not to even give the impres-
-sion that they are a variation of actual cases, I know that it is
tempting—once again, I am being repetitious—tempting to men and
"women of the press to extrapolate from these hypothetical cases, a
relationship to existing cases, and the members of the press whoe do
~80, do it at their own peril. The only relationship between the hypo-
thetical cases which I am going to read into the record and the real
~cases is the role that the fear of disclosure of classified information
‘played in the Executive branch decision not to proceed with investi-
.gation or prosecution.

And Admiral, I think you have a copy of those before you, and I
think my colleagues do. Maybe you could read along as we read this
into the record so the public has a focus here, too.

And for the purpose of our hypothetical cases which we have
‘mutually agreed on, assume for the purpose of these hypothetical
~cases the following background facts: that the Tlnited States is at
war in a remote part of the world because insurgents of a foreign
-country in that region are receiving arms, financial aid, and other
-support from another superpower.

And assume further that the United States has a critical military
facility in the foreign country and that there are a number of im-
“portant, intelligence collection facilities on the military base.

Assume that the highest officials of the regime with which we are
-allied in the small country have from time to time engaged in nar-
-cotics trafficking.

Assume farther that the major export of this country is sugar, and
‘that there are presently import quotas into the United States on
-sugar. Assume there is an excess of sugar produced worldwide, and
‘therefore the price is very low and that country desperately wants
-an increase in its quota.

And assume that secret peace negotiations have begun involving
the superpower and the representatives of the insurgents in the small
-country as well as the regime with which we are allied, and that a
number of secret drafts of a treaty dealing with the disposition of
“the base and a peace treaty between the parties has been circulated
among the parties.

Now, that is the fact situation which obviously, for those who have
just heard it for the first time, will be cumbersome to sort out, but
“hopefully, as the hypotheticals are raised, it will make more sense.

In the first hypothetical case—and again, the reason for these is
“to point ont the kinds of dilemmas that we are faced with and you
:are faced with. :

The first hypothetical is an article that appears in the Washington
Post which contains classified information derived from the secret
-negotiations suggesting that we have had initial contacts with the
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superpower; and that we have exchanged drafts of a treaty: and
that we have intelligence information on the superpower’s fallback
position in the negotiations. The point of the article is that we
should have taken a harder line in the U.S. draft of the treaty be-
cause we knew our opponent’s fallback position. The leak contains
communications intelligence information because our intelligence on
the fallback position was derived from intercepts at the military base
of communications between insurgent representatives and the super-
power. This sounds like a law exam. The Department of Defense re-
fers the case to the Department of Justice for prosecution under
section 798 of the United States Code, which makes it a crime to
disclose communications intelligence to an unauthorized person. The
Department of Justice responds by requesting the Department.of
Defense to declassify all information about the communications in-
tercept operation at the base. And the Department of Defense re-
fuses to declassify the information and no further action is taken
on that leak. ,

Second hypothetical-—and that is a leak hypothetical, obviously—
is a high-ranking military officer working on the base has an extra-
marital affair with a woman who, unbeknownst to him, is a spy for
the superpower and the insurgents. The insurgents and the super-
power blackmail the high-ranking official into turning over intel-
ligence information on a variety of intelligence collection processes
carried out on the base. The fact that the espionage has occurred is
‘detected through a double agent operating inside the security service
of the superpower. The double agent is extremely valuable to us, the
United States, because he has been reporting not only on what is
going on between the superpower and the insurgents, but on intel-
Ligence operations of the superpower throughout the world.

The Department of Defense, working with the FBI, places the
officer under surveillance on the military base using the information
that they received from the double agent, but they are unable to de-
tect the officer passing any of these classified documents and have no
independent information on his espionage activity. Obviously, if
they did that would end the matter. They could arrest him without
‘having to reveal who the agent was. But the FBI and the military
counterintelligence officers decide to confront the officer who is giv-
ing this information with the alleged espionage, and he refuses to
talk unless he is granted immunity. The question is presented to the
Attorney General, who decides that he can only proceed with further
investigation or prosecution of this officer if the CIA is willing to
surface their double agent. The CIA refuses, and therefore im-
munity is granted, and the officer retires at the end of the year with
full benefits, never having been prosecuted.

In the third hypothetical case, we have secret agents who are close
to and extremely knowledgeable about the affairs of the highest
officials in the regime with which we are allied. In the course of their
reporting, we determine that he has—that is, the head of the nation
with which we are allied—shipped 200 kilos of heroin into the
‘United States, and information is sufficient to identify the particular
Americans involved and is probable cause for an arrest of the
Americans.
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The case if referred to the Director of Central Intelligence, who
determines that the case should not be referred to DEA for further
investigation or prosccution for the following reasons. (a) any
further investigation would of nccessity compromise our spy net-
work directed against an allied regime, and (b) any indication that
we are engaged in espionage directed at our ally would obviously
disrupt our relationships with that ally.

A fourth hypothetical case: A high official of the Directorate of
Operations, DDO, of the CIA who has lived in a small country for
many years and is a close friend $f the president of that country has
been secretly making agreements with lobbyists in Washington to
procure an increase in their sugar quota through an amendment of
the Sugar Act.

The DDO official is acting without apparent authority from the
U.S. Government. The arrangement is tga.t the allied regime will
pass bribe money to the lobbyist and through him to Members of
Congress who are sympathetic with the cause, and who are willing to
work for an amendment in the Sugar Act to increase quotas. One of
our sources close to the president of the regime reports to the CTA
of the arrangement. The CTA refers the case to the Department of
Justice for investigation and prosecution.

The FBI investigates the case and the Department of Justice is
ahout to indict the DDO official, the lobbyist and several Members
of Congress. The lawyer for the DDO official meets with representa-
tives of the Department of Justice, as would be the case, and asserts
his client was only doing what was necessary to maintain a vital
intelligence link to the president of that country. His lawyer also
threatens to seek discovery of the many items of vital intelligence he
received  throngh the DDO’s relationship with the president. Spe-
cifically. the DDQ officer wonld reveal in open court details of sceret
messages he carried outside official channels from the President of
the United States of America to the president of the allied regime.
The CIA and the State Department decide that such disclosnres
would so jeopardize our relationships with the small country and
undermine our relationship of trust with other countries in that part
of the world, that any further prosecution would be unwise. Further-
more, CIA argues strenuously that any further investigation or
prosccution would necessarily require surfacing the source close to
the president, thereby endangering that sonrce’s life. The Depart-
ment of Justice decides not to proceed with the prosecution.

A fifth and final hypothetical. The high-ranking official in this
sccond hypothetical, that is, the 1.S. military officer, murders his
paramour after learning she is an enemy spy. The CIA blocks the
Department of Justice murder investigation on the grounds that any
further investigation or prosecution of the case would of necessity
require surfacing our double agent, who led us to the information that
the paramour was an enemy agent. :

End of hypotheticals. Again, we tried to include in the hypo-
thetical cases instances where murder could be thwarted, where direct
leaks could be thwarted, where narcotics trafficking could be pre-
vented from being pursued, and where bribery could be prevented
from being pursued because of legitimate national security interests.
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' And with the reading of those hypotheticals, I will yield any time:
I have left, which is probably none, and yield to Senator Pearson for
any questioning on any matter.

Senator Pearsox. Thank you, Mr. Chairman. ,

Admiral, T want to thank you for an excellent statement, and T
take it from some of the points you developed that the procedure:
whereby a judgment is made as to the use of classified material in-
litigation or possible litigation, wherein it is more or less a joint de-
termination between yourself and.the Attorney General, arbitrated’
by the President if necessary, is orie that you think, given the per-
sonalities involved and the complexity of the problem, that has been
successful, particularly in classical espionage cases, and you would'
have no recommendations for any modifications of that procedure at
this time. .

Admiral Tor~er. Senator, I

Senator Prarson. Is that the impression of your statement that-
you wish to convey?

Admiral Tur~er. Yes.

Senator Prarson. There have been some successful espionage:
litigations, but I don’t recall any successful action in regard to leaks.
Perhaps the—the only one that comes to my mind is the Ellsberg
case, which was thrown out of the courts because of the misconduct
of the Government. When you have a situation involving a leak of”
classified material, and the Justice Department takes a look at that
case and then they send you back the so-called eleven questions, when:
you get down to No. nine and it asks “will you declassify the informa-
tion,” if that No. nine isn’t answered, that is the ball game. That is-
just the end of the case ; isn’t that true ?

Admiral Turxer. I don’t think it always is nor need be, but that-
is a matter for the Department of Justice to decide whether, if there-
is an indication that the material may not be released, they are will--
ing to make the effort to try to see if a case can be developed. :

We cannot, of course, make a final judgment on whether the in-
formation can be released until we have some greater indication of”
the probability of success, the probability that our information will
be critical to the trial, the circumstances under which it will have to-
be released in the trail, how much of the document will have to be
released, whether it is all or part of it, and so on. So we can give-
only a tentative indication in answering question No. nine.

Senator Pearson. That is a very great intangible, if the CTA has:
to make a judgment on declassification prior to a complete investiga-
tion.

" That is one of the factors.

Admiral Tor~er. Yes, sir.

Senator Prarson. You are forced to weigh the risks without the
benefit of complete information. -

Admiral Tur~gr. Senator, in each case, we are weighing the risk-
versus the benefit, and if we have no idea that, you know, if it is a:
5 percent—— :

Senator Prarson. I understand. T am really not being critical, but-
what comes to my mind is that there is a gradation of offenses, and’
I think you probably agree with this, that in the classical espionage-
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cases, in situations where the damage is so great that you are more
inclined to release the information and let the prosecution go for-
ward, but that the leaks of information are in many cases are not
fully considered. , .

Admiral Tur~er. I think that is partially true. At the same time,
T would point out that since the invention of the Xerox, it 15 very
difficult to have much hope that you are going to find the leaker
himself. Clearly there are cases where we probably can, if we pursue
it with the FBI and Justice authorities, but in many, many cases,
the number of people who theoretically have had access to it is so
great that it is a needle in a haystack.

: Senator Pearson. T know you have thonght about this an awful
ot.

Admiral Tor~er. Yes, sir.

Senator Pearsonx. Do you have any recommendations that you
might make in relation to the so-called eleven question procedure
which might facilitate the judgments you have to make, or might
make it easier to go forward with investigations and prosecutions?

Admiral Torner. Well, we have some suggestions

Senator Prarson. Or do we always come back to this same di-
lemma ?

Admiral Torvzr. 1 think you always end up coming back to it.
The exact procedures as to whether Justice turns it off completely
when we indicate an initial negative reaction on No. nine or not is a
matter the Attorney General and I have talked about and can work
on. I think within the executive branch, we can smooth some of
these procedures out and we do talk about them, and particularly
when we see the benefit to be gained is very high.

Scenator Prarson. A modification of the declassification system it-
self would help, would it not?

Admiral Torxer. That has been considered in a study that is com-
ing to fruition right now in the Executive branch.

May T ask Mr. Lapham to add to this, if T may, sir?

Senator Prarson. I would be very pleased to have his comments.

Mr. Lapuasm. Senator, I think as Senator Hart said in his open-
ing statement when he made reference to the eleven questions, and
particularly the ninth one

Senator Pearsox. Maybe you ought to grab a microphone there.

Mr. Lapaay. Senator Hart made reference in his opening re-
marks to the eleven questions and particularly to the ninth one which
1s the one that so often brings any investigation or possibility of an
investigation to an end. and said that in the view of the Justice
Department, if faced with a negative answer to that question, it is:
pointless to proceed. .

Now, I am not sure really that is the issue, I think the Justice wit-
nesses will tell you—I don’t want to speak for them, but T think thev
will tell you that it is not a question of pointlessness, but a question
there of their authority to proceed when what they see is no pros-
pect of a criminal prosecution, and you therefore, may want to ask
or direct questions to the Justice Department witnesses as to-
whether they conld use some additional legal authority here to in-
vestigate these cases even though the result of the investigation might.
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not lead to a prosecution. There may be an authority problem here
on top of the practical problem. .

Senator Prarson. That is a good suggestion. I thank the Chair.

Senator Bipex. Senator Hathaway?

_ Senator HarT. If the Senator would yield, also we are told by
former Justice Department or even existing Justice Department
people experienced in this field that one of the frustrations of track-
ing these cases down is to find out that the leaks came from the
highest sources in the Government, and that is kind of a damper on
prosecutions, also, T think, or has been in the past.

Thank you, Senator.

- Senator Hataaway. Thank you, Admiral, for your excellent state-
ment. ’

I wanted to ask you a question in regard to it, though. T am not
clear on the procedure you go through. On page 3 you say that the
Attorney General requests information and then you provide access
to relevant information. _

Who determines whether it is relevant or not? I just wanted you
to explain what the decisionmaking procedure is within the CIA,
within the Intelligence Community.

Say that the Attorney General has a narcotics case and he asks
vou, have vou got any information on so and so and you say yes, we
have. but then where do you go from there?

Admiral Turner. It is a mutual debate. They tell us what their
case is, and what kind of information they want us to produce. We
go through our files and produce what we think is relevant. They
may come back and say no, they think something else is available
and relevant. .
~ Senator Harmaway. What if they don’t know that? You don’
offer your whole file to them, and both sides go over it to determine
whether it is relevant or not? :

Admiral Tur~Er. Basicallv, yes. As I say, they are entitled to any
information that we have. The question is, if it gets off into highly
extraneous.materials, we are reluctant to consider declassifying it
and producing it, but it is just part of the same debating process
because initially we may not understand the legal course they
are pursuing and therefore not understand the relevance of the
information, :

. Senator Hateaway. Well, let me get it clear now. ‘

Does the Attornev General see the entire file, or are there parts of
the file that you might not disclose even to the Attorney General if
you thought that the risk of a leak was too great?

Admiral Tor~er. I personally am not willing to take the re-
sponsibility of turning the Attorney General off if he persists in sav-
ing. that he needs to see something. That does not mean I will
necessarily

Senator Hataaway. The Attorney General may be in a position
that he doesn’t know what you have. He just says I want all the in-
formation you have on John Smith. - :

Now, do you give him all the information on John Smith or let
him look at it and then make the decision with him as to which
parts you are actually going to turn over to him for investigation
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and further prosecution. Or do you in the first instance hold hack
somcla ;nfdrmation that you think he, in your opinion, shouldn’t see
at all? . :

Admiral Tor~er. The latter is the case. We will make everything
available to him and then debate with him on whether it is relevant
to his case.

Senator Hatraway. So he sees everything.

Admiral Turner. He is entitled to sce everything, ves, sir.

Senator Harraway. Now, at what level is this done? I under-
stand that in a real case that happened some years ago, a GS-11 or
GS-10 or something like that decided that a matter was classified
and 2wou‘xdn’t‘, allow the prosecuting authorities to use that informa-
tion?

Is the decisionmaking done at that level or would it come up to
your office, or just how high up does it come?

Admiral Turxer, Well, T think that, in the last year I have been
here, sir, hardly a day has gone by that I have not been involved in
this type of a decision, not necessarily always with the Justice De-
partment, but in 2 declassification situation. But yes, 2 GS-11 may
make that decision, but if the Justice Department doesn’t like that
decision, a GS-12 can appeal it and it works its way on up to the
Attorney General and myself.

There is no reason—there is certainly no authority for a GS-11 to
be the final authority in such a situation.

Senator Hatraway. So if the Attorney General wasn’t satisfied,
he could finally get it to vou if he needed to.

Admiral Turxer. They do come to me frequently.

Senator HaTiiawar. Is this a real problem? I mean, how often—
I know it is difficult to say how often, but are there many classic
esplonage cases where you—we have not been able to give informa-
tion to the Attorney General so that they couldn’t be prosecuted, or
is this a rarc oceasion?

Admiral Tor~er. Well, in my brief year it has been rare, because
it hasn’t happened, I believe.

Tony. can you amplify on that?

Mr. Laruas. I really can’t. I am not aware of a true, classic
espionage case that has failed or been abandoned becanse of failures
by at least CTA to prodnuce what was necessary to go forward.

There may have been such a case, Senator but none since I have
been there, and none in the field of true espionage.

Senator Hataaway. We understand that about 20 cases that were
supplied to us over the last 10 years where no prosecution was made
because the information was classified.

Mr. Larrar. Are you talking about the espionage cases involving
transmission or communication of information to foreign agents?

Senator Hatmaway. Yes, yes, I am.

Mr. TLarnax. I can't speak for a long record of that, hut at least
over the Jast 2 years there has been no such occasion involving CIA.

Senator Hatmaway. Admiral, let me ask you one last question
because T think my time is running out.

Do you think in view of the fact that you have an interest in
maintaining the national security and you don’t want to let—I think
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vou-would tend more in not letting information out, the -Attorney
‘General on the other hand is eager to prosecute those who have
violated the law, that we ought to have some third party or panel
make. the decision -as to -whether or not the information- should be
available to the Attorney General and whether the Attorney General
should in fact go ahead and prosecute? .

Admiral Toryer. I don’t believe that is necessary. I would re-
rerlnphasize that I have a strong interest in-seeing prosecutions take
place. : :

Second, in my view and what I think I have been saying to you
‘today is the Attorney General is the final arbiter. He can overrule
me. He can take the classified document and produce it in court. I
may have taken my objection to the President and attempted to in-
fluence the thing in a different direction, but if the Attorney General
persists and the President does not intervene or I don’t go to the
President to suggest it to him, the Attorney General is empowered
to act.

Senator Hatmaway. Well, do you—

Admiral Torner. I cannot stand in the way of a prosecution be-
-cause of classified information.

Senator HarHAWAY. Do you think that is a good situation?

Admiral TurnEr. I think that is a good situation, yes.

Senator Haraaway. To have the Attorney General have the sole
‘power outside of appeal to the President?

Admiral Turner. I think so. He is the chief law enforcement of-
ficer of the country and has to weigh the equities involved. I am not
‘sure who else we could get who could better balance that.

Senator Hataaway. He is not the chief national security officer
-of the country.

Admiral Tur~er. No.

Senator Hataaway. As I say, he is probably more determined to
prosecute, and his opinion of the matter might be warped somewhat
just as someone who is more interested in national security would
‘be warped the other way. It seems to me that a panel or a third
party could be in a better position to make a decision in these cases.

Well, T hope you would think about that and

Admiral Tournzr. I will give it thought. .
4 Senator Harraway. And give us any further comments you might

ave.

Thank you, Mr. Chairman.

Senator Bmen. Senator Huddleston ?

Senator HupprLestoxn. Thank you, Mr. Chairman.

Pursning just a little further in that area where a decision has to
‘be made whether to continue the prosecution or not, it seems to me
you might reach a very difficult, indeed an almost impossible situa-
tion, because of the imprecision of the process to begin with. I can
-see that Justice may not be able to define to you the total amount of
documentation that they may need declassified. It might be a dragnet
-sort of proposition where they may come to you and say we have
got to have everything conceivably connected with this kind of
-situation. You are then at a point where yon don’t know and Justice
-doesn’t know where you may be headed.
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. How far along that line do you go, or when do you get to the
“point when you can say, that it is appropriate to either continue or
‘not to continue, and do -you get into a situation where you have al-
ready produced more than you might want to produce before any
kind of an intelligent decision can be made whether the case ought
to be continued or discontinued? :
. Admiral Tor~er. That is one of the great problems we face, and

In a recent instance we were asked for 758 documents, after review-

ing 55,000 pages, I believe, and we had to look through all of those,
-and there was no guarantee that they would all be needed, nor was

there any guarantce that another 758 might not be called for by the

-dqft;.nse let alone the Justice Department if the case had gone to

trial.

I feel it is my responsibility in those instances to review the scope
-of what has been suggested might be required, and then to look
further in my own files, in my own mind as to what other people
‘like the defense might call upon if it proceeded, and then to pro-
‘vide the Attorncy General an overall damage assessment.

Senator HuppLestox. The point is that in order to make this de-
cision that you indicate you have to make, that is the risk versus the
benefit, may be a monumental task.

Does the very magnitude of it on occasion tend to discourage
further prosecutorial efforts?

Admiral Tor~er. No; I really don’t think so because I don’t think
‘the Justice Department is as loaded with the responsibilities we are
-of reading all these documents. You know, they put the onus on
ns—-—

Senator HupprLestox. They can keep asking without

Admiral TorNer. And they can keep asking. We can’t be too dis-
-couraged because they have the authority to take the documents if wo
don’t produce the reasons why they shouldn’t. So we have to respond.
I will say that one of these days I am going to have to come to you,
:gir, in your other guise of providing us money and ask for more
people to help the lawyers here. We have already increased their size
in our agency, but it is getting to be a very considerable workload.

Senator Hupprestox. Well, I think it would not be an undesirable
.approach to make because it seems to me in the whole question of
protecting secrets, the ability to prosccute has to be established some-
where along the way. Along these lines how much deterrent is our
‘law, when 1t is well known that it would be very difficult to prose-
-cute in some cases because of the security implications? Does our
law provide any deterrent at all in your judgment?

Admiral Toryer. Well, clearly, for leaks, it seems very minimal
‘since we have been unable to find a case that has been successfully
‘prosecuted.

For espionage, it seems to me there is a reasonable deterrent today,
:and particularly in this last 12 months we have had two convictions,
three convictions.

Senator HupprestoN. As you know, we are interested in develop-
Ing new charters and guidelines, which would include the handling
-of classified information, and it seems important to understand
‘whether there is any effective way to do it if we run into this
;problem of prosecution.
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~ Admiral Turxer. We are very interested in any other ways that
will help 1us be more effective in deterring this leakage or espionage. -
_ Senator HuppLEsTON. One other question is the matter of what in-
formation or what signals we send to our adversaries. Certainly it
is ‘obvious that if vou had to spread across a judicial proceeding
highly classified information or security .secrets, you would be dis-
closing a lot of important information. On the other hand, what do
we tell our adversaries when we apprehend someone or we discover
someone who is breaking our espionage laws, and then proceed not
to proscute further on the basis that to do so would disclose security
information? Are we not giving them some information in that very
process-that may be of some help to them?

Admiral Tourner. Well, we are easing their task of perhaps re-
cruiting more people to work for them because the risks the people
they recruit'undertake is less than if there was a high priority of
prosecution if caught. : o

Senator HupprLestox. Well, it might also tell them that the person
suspected obviously was in a very sensitive area and was providing,
could have been providing, a very damaging information because we
are not willing to expose that fact by going to court with it.

‘Would that be true?

Admiral Tur~er. That is true. T would have to say it is also pos-
sibly the other assumption on the part of the other side that the per-
son was a double agent.

Senator HuppresTon. We get into all kinds of problems.

On the scope of the problem, are there no ongong, no current situa-

tions where prosecution should take place but it is not because of the
security risk?
" Mr. Lapram. There are at least a couple of possible such situa-
tions, Senator, very hard for us to know why in the end a prosecu-
tion does not take place. All kinds of factors are taken into account
in coming to that decision, the strength of the evidence, seriousness
of the crime and any number of other considerations, but there are
a couple of possible examples of current cases in which security con-
cerns are very much in mind and could contribute heavily to a de-
.cision of that sort.

Senator HuppresTox. Now, are you speaking just for the CIA?

Mr. LaraaMm. Yes, sir, I am.

Senator Hupprestox. And not for military intelligence or any
other component of the community ?

Mr. Larmam. I can’t speak for that other.

Senator HuppLEsTON. You are not referring to any other element
of the Intelligence Community except CIA.

Mr. Lapram. I was not.

Senator HuppresToN. I see. |

Thank you, Mr. Chairman.

Senator Bmex. Senator Hart?

Senator .Hart. Thank you, Mr. Chairman.

_ Admiral, part of the problem I have with your statement is that
there seems to be a difference of perception here. I pointed out in
‘my opening remarks that the Helms report as well as the study done
by this committee indicated that the vast majority, in terms of



25

guantity of leaks, came out of the administration, came out, par-
tienlarly out of the Defense Department, and you come down very
hard in your statement on people who leak and your opinions of
them. I quote two significant statments here. “I urge you to recognize
that the seriousness of these losses to unauthorized disclosures give
us in our Nation’s Intelligence Community great cause to snpport
the prosecution of the individuals who do the disclosing. My blood
boils at the obvious callousness and selfishness of such persons, and
I believe they more than deserve the punishment which may result
from prosccution.” v

Next page, “This leads me to suspect that rather than being
patriotic heroes, as some want to describe theni, these individuals are
more likely to be self-serving charlatans in quest of fame or fortune.”

Now, obviously vou are referring to dissident agents and others
from the Agency that you have to deal with. who go out and write
books and endanger your agents. The fact of the matter is that the
bulk of the problem comes from generals and admirals. _ :

Now, if T inserted “a high-ranking Pentagon official” in the sub-
jeet of those sentences, would you feel the same way?

Admiral Torxer. Absolutely.

Senator Harr. Well, then, what can be done ahout, this?

Every Deccember, January and February in this town we are
treated to the same old business. The Russians are coming, the Rus-
sizﬁls are coming. Not only are they coming, they are thirty feet
tall. :

Now, that is not accidental. We all give it a kind of a wink and
a nod because we have been around long enough. You begin to sce
it after a while. There is a pattern to it. Unfortunately people out in
the country take it seriously, and T take it that is the purpose of those
kinds of disclosures, to justify greater budget expenditures..

Now, if you can’t—if people are elected to vote on those things,
and given committee assignments to examine budget requests, and
the Pentagon can’t convince them of their needs but rather have to
go in an unauthorized, highly selective, highly prejudicial disclosure
or leak route to get to our constituents to frighten them so they. will
frighten us, then I think something ought to be done about it. That
is what the leak problem is. :

Admiral Torser. T agree with you fully, Senator Hart.

One thing that I'am doing to move in that direction is to try to
release more information in unclassified form, thereby reducing the
amount of information that is tempting to be released in an un-
authorized way. Thereby also helping us better to protect what re-
mains. There is a lack of respect today for classified information
throughout the Government becanuse too much of it exists and too
much does not need to be classified.

This is a small step in that direction but .

Senator Harr. As I indicated in my opening remarks, I think 1t
may be a giant step if it helps reduce the base of the problem, in
effect, to the real problem, what should be the real problem, and
that is your dissident agents or whoever it is jeopardizing people’s
lives and sources and methods. But there is such hypocrisy about this
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whole Pentagon operation, it just makes me sore. I think it is cynical
as hell and it shouldn’t be the way we run this Government, and you
know, if thechiefs are not obeying the law, why should the Indians?
I mean, it is a direct incentive to every Government employee in the-
Government to tell anything they know because they just saw some-
Assistant Secretary or Secretary of Defense or high ranking general’
or admiral call in the AP or some favored reporter who has been-
reporting on defense matters for years and tell them everything we-
know or almost everything we know about what the Soviets have:
been up to. _

Admiral Tour~er. T am not anxious to appear to be defending-
admirals-and generals because I happen to be one. But I would say
that many of those so-called leaks or leaks frequently are not as
injurious to our national interests as are the ones that come from:
these dissidents and people who have no care what it is.

Second, I would also urge some consideration that it isn’t always-
the chiefs. It happens at many echelons, and sometimes it un-
fortunately happens in the Pentagon, in the State Department, in
the other agencies, probably in the Central Intelligence Agency, but:
perhaps less so because we are not involved in policymaking. It
occurs as a deliberate lower level effort to undercut even the policies:
of that agency or that department itself, by people who are not in
‘agreement with the Secretary or whoever it may be who makes the
policy. And it is an insidious situation, Senator.

Senator Harr. Well, as I said in my opening remarks

Senator Bioex. Would the Senator yield on that point? »

Staff informs me, Admiral, that of the leaks and damage assess--
ments, your damage assessments which we reviewed, that many of’
them were of serious consequence, that the damage assessment was
cast in very grave terms, and they were leaks from the very agencies’
that the Senator is referring to.

Now, I don’t know whether or not they were leaks from admirals
and generals, because they weren’t followed through, but they were
leaks from those departments, although not only those departments.
I want to set the record straight, but that your agency, from what
we have read, has determined that some of these leaks were of
serious.consequence, were grave, and that they were from the agencies
the Senator refers to.

Senator Hart. Well, that is precisely my point. I think you are
right that there is a lot that goes out that could go out and I applaud
your efforts to make that available in a routine, orderly, legal basis.
T want to ask you what cooperation are you getting from the Secre-
tary of Defense and the Defense Establishment in that regard, but,
the chairman is absolutely right that we know for a fact that some
of those disclosures have been serious violations of national security.

. Admiral TornEr. I did not mean to overstate the case. I am saying
that if you ask me to rank my concern, it is more for the external,
unauthorized-—well, they are all unauthorized—Ileaks from outside
the establishment than it is from inside, but there are leaks from in-
side-the establishment that are very serious. .

Senator Harr. Well, in response to the question, what kind of
cooperation are you getting In your eiforts for orderly, nonleak
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Estahlishment?

Admiral Torxer. T am not meeting any tremendous resistance.
There is a basic bureaneratic resistance in my organization, in all
the other organizations, to doing something that hasn’t been done
before, and therc are real hazards to it. T am beat over the head in
the media because T am politicized, because T release a story which
maybe supports the administration’s position, which I didu’t release
for that purpose, and T think there are other hazards in this because
I will release reports that will in 6. months or a year prove to he
erroneous. We never arc 100 percent correct, and there are those who
genuinely believe that T am endangering the Nation’s confidence in
the Central Intelligence Agency in particular as the central intel-
ligence producing organization by forcing myself in due course to
expose our errors as well as our successes.

So there are down sides to this policy as well as up, and genuine
debates within the organization which T am encountering,

Senator Harr. Well, 1 just want to make one more obgervation
and then T will yield. and that is that T don’t think there is anvthing
more important to this Nation’s security and the security of the
world than our present negotiations on strategic arms limitations.
Now, we went through a series several wecks or months ago of care-
Tully timed. orchestrated. calenlated leaks about our negotiating po-
sition and the status of those negotiations and propositions put, for-
ward by the highest officials of this Government. That was done pre-
sumably, reportedly by individuals who disagreed with those po-
sitions, who may have even themselves been involved in the negotiat-
ing process, and all I can say, Admiral, is that for my money, where
that is concerned, T would absolutely quote vour statement back “my
blood boils at the obvious callousness and selfishness of those kinds of
people, and T believe they more than deserve the punishment which
should result from prosecution.”

Thank you.

Senator Bmex. Thank you.

Admiral, T have several questions, and then we will go into a
second round if any of my colleagues have additional questions.

What is your time constraint? Do you have one? Obviously you
are busy, but T mean, is there anything

Admiral Tor~er. I do have a 12:15 appointment with another
Senator, sir. :

Senator Bmex. Without getting into -the next 10 minntes the
question of which type of leak is more serious or—although T am
inclined to agree with my colleague from Colorado, it is the type of
thing that personally bothers me—without getting into that for a
moment, I would like to try to focus on what remedies are avail-
able to us. I think one of the things that was established at the outset
of this hearing, and I believe you and counsel both agree, is we have
some serious problems. We have some serious problems and there are
ways.in which because of our administrative and judicial system,
your efforts are hampered. . )

Obviously, for example, to take an cxtreme case, if we had in
camera proceedings where no criminal trial need be done in publie,
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every one of these people from any. general, assuming there is:.one,
through to a former agent, would be prosecuted. Justice would be
able to go forward and take care of the whole problem in terms of
making someone accountable for their actions. : :
~ But obviously we did away with the Star Chamber hundreds of
years ago.in our. English jurisprudential system, and so now what
we have to do is figure out a method by which we can work an ac-
commodation, to put you in a better position of seeing to.it that
what Senator Huddleston suggested is happening doesn’t happen.
That is, why would someone who is in collaboraton, in the classic
espionage case, with the security agency of a foreign power, not be
inclined to go big, because the bigger it is, the bigger the secret, the
more important it is, and probably the less the likelihood you are
going to be able to do anything about it, to oversimplify it.

So there is the question of, does failure to prosecute encourage
more security leaks, or, when you are balancing that, would prosecu-
tion result in.such an avalanche of additional leaks, additional in-
formation that we would be worse off. . :
 Now, it seems to me there are two things we can attempt to do. One
is deal with administrative sanctions, and I raise these without hav-
ing concluded what we should or shouldn’t do. -

Some experts who have attempted to grapple with the questions
that we have been discussing have essentially come to the conclusion
that traditional criminal and civil penalties in the areas that we
have been discussing are simply impractical because of this dilemma,
and the only alternative is some type of administrative sanction.
They propose that in cases such as the Helms case, or even in
espionage cases involving present or.former officials, an appropriate
remedy is disciplinary action or in the case of a former employee,
reduction of pension or some action to retrieve past compensation. -

Of course, in the case of publications of secrets by CTA agents, you
have traditionally attempted to enjoin by civil action such publica-
tion. However, this last option is not very practical especially in cir-
cumstances where the espionage is a complete act, or the deceit to a
congressional committee is a completed act. S

Now, Admiral, do you believe that you have the authority in the
National Security Act to establish administrative procedures which
would either cause a demotion in rank or eliminate pension or in
some way financially penalize those within your jurisdiction who.en-
gage in this nefarious activity?

,Admiral Tur~er. Well, to begin with, I do have the authority
under the National Security Act, to dismiss an employee, which is a
total punishment of a sense. : .

Senator Bmen. Sometimes dismissal does not mean loss of a pen-
sion or loss of accrued benefits, does it ?

. "Admiral Torner. No. If the man is dismissed under that pro-
vision and has accrued benefits, he still receives them, so that is
true. .

~ Tony, would you amplify on that, please?

Mr. Laraam. Well, just to say that that is correct in my view of
it, Senator. There is, so far as I know, no way to get at a govern-
ment pension or other accrued benefits of .that kind other than
through legislation which does not now exist. '
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There is legislation on the books—I am not at this point com-
pletely fresh on its provisions but I think it provides for u forfeiture
only in cases of conviction of certain enumerated crimes, by no means
all crimes, but in any case, only the conviction of a crime.

Senator Bmex. Well, would you support legislation, Admiral, that
assuming we could draft it, that would give you the authority not
only to dismiss but to penalize an employee, or a former employee,
someone who you fired because they are, you have concluded, a
security risk? And obviously. by the way, the whole purpose for do-
ing this is if you first conclude that you can’t go to a trial in a
criminal proceeding because you would need to divulge so much in-
formation that it would be against our national interest. There-
fore you have decided that what you must do is you must take that
employee out of the range of further classified information and
also dismiss him from his present. job,

But would you be amenable to having the anthority—I am not
sure we can give it, but assuming we could legislate it, that would
allow you the further sanction of eliminating their pension bencfits
or trying to retrieve past compensation?

Admiral Terxer. Senator, I am inclined to say yes; to the degres
1 would like to look at the provisions of it, but I am also a little
timorous at the thought of having the arbitrary authority to reduce
somebody’s pension and the reponsibility that goes with it.

I would suspect that before such a provision could be made law,
there would have to be a series of checks and balances on that. If
those could be created so that a single individual such as myself did
not have arbitrary authority, but the checks and balances weren’t
equally dangerous to national sceurity as going to public trial,
maybe that would be a satisfactory solution. -

Senator Binrx. The second question I have, Admiral, is wonld you
be in favor of a separale criminal code and separate administrative
code for intelligence officers as we presently have now for military
officers and military personnel in the Uniform Code of Military
Justice? Without getting into detail of what it would be, do you
favor that concept?

Admiral Terser. T would be most interested in exploring that. I
wonder if there is constitutional provision for that as there is for
the military, but if it is constitutional that is something that should
be looked at. Then the question raised is whether the administrative
burden of doing it is satisfactory to the purpose.

Senator Bmex. Well, Admiral, there are a number of other ques-
tions T have and others have, but you also have a 12:15 appoint-
ment, and you have been more than amenable to us today and in the
past, so 1 am sure the questions we have we will be able to pursue at
another time with you.

T would like to ask your permission, if you would mind us submit-
ting some of the quesiions in writing to you. The questions I have
relate primarily to the types of remedies e should consider, if any
can be considered, to help us rectify what we have all agreed this
morning is a serions problem facing you and the conntry.

Admiral Torser. I would be very happy to respond, Senator, be-
cause we are appreciative of your efforts to try to find additional

25-0053—T+- 3
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remedies, and we are as anxious as you to find ones that are satis-
factory with our democratic standards in this country. :

Senator Bmex. We would also like—I would like to publicly
thank, which will probably ruin his credibility, Tony Lapham who
has been very, very helpful to our staff, and accommodating in help-
ing us work out a reasonable and workable way in which we could
proceed with these hearings.

I would like to thank you for that. :

Mr. Lapaam. Thank you, Senator, and contrary, sir, it would en-
- hance my credibility, and I need all the help in that respect I can
get.
Senator Bmen. Well, there is a vote on.

. Thank you, Admiral, and we will be back in touch with you. I ap-
- preciate your testimony.

I notice Mr. Civiletti has walked in the room. He is our next
witness.

Mr. Civiletti, there are five buzzers up there which means there
is a vote on. It will take us about 8 minutes to get over and vote
and be back. '

* Is it convenient for you to begin testifying at approximately 5
after 127
Mr. Crviverri. Yes, Senator.
Senator Bmen. Fine. Thank you. We will be back in 8 or 10
minutes. The hearing is recessed until then.
" [A brief recess was taken.]

Senator Bmen. The hearing will come to order.

Mr. Civiletti, I appreciate your coming today and I realize your
schedule has been somewhat frenetic in the last few days, and with-
out any further comment by me, why don’t you proceed with your

testimony or comments.

STATEMENT OF HON. BENJAMIN CIVILETTI, ASSISTANT ATTORNEY
GENERAL, CRIMINAL DIVISION, DEPARTMENT OF JUSTICE,
ACCOMPANIED BY HON. ROBERT L. KEUCH, DEPUTY ASSISTANT
ATTORNEY GENERAL, CRIMINAL DIVISION

- Mr. Crvoerrr. Thank you very much, Mr. Chairman Biden.

I particularly wanted to come today because the letter from you

and the subcommittee and the vice chairman to the Attorney General

_did come to my attention and it addresses, in my view, one of the
most difficult and sensitive areas in the Justice Department’s criminal
law enforcement responsibility, and that is the line between effective,
vigorous enforcement and prosecution of the criminal law, which is
the responsibility of the Department of Justice, and at the same time,
maintaining the safety and integrity of our intelligence systems, our
national security and defense and other related matters.

In the abstract, that line and that balance are very difficult. As to.
particular fact situations, it is also not simple, and we need—the
Intelligence Community and the Justice Department—we need the
focus and attention and the expertise developed by such progressive
hearings as you are conducting on this subject in this subcommittee.

In my brief experience as Assistant Attorney General of the
Criminal Division, and as Acting Deputy Attorney General, I am
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familiar with the manner and methods by which the Department of
Justice and the Intelligence Agencies have grappled with this issue,
satisfactorily at times and T think unsatisfactorily at other times.

First, the problems are presented in connection with espionage
prosecutions. I think it is safe to say that in our .fme qnd. open
society which we all treasure, we are, from time to time, victims of
such efforts in the modern world by hostile countries, in ever increas-
ing ways, and we must maintain our vigilance in that regard. Our
offorts to apprehend and prosecute where the criminal laws have
been violated are extremely important to all the safety and secunity
of the citizens of this country and our system. .

We have been fairly successful with regard to many espionage
prosecutions. o

The second area concerns perhaps not direct espionage, but the
subject which you so correctly were addressing to Admiral Turner,
and that is the problem of Jeaks or the disclosure of confidential or
classified information in one manner or another. o

Under our present system, we are, frankly, far less successful in
that area in prosecutions or in even determining with precision the
source of such leaks. Partly that is due to evidentiary -problems
generally with the leak situation. Partly it is due to our firm belief
in the tenets of the first amendment. And partly it is due to the fact
of life that with a great deal of classified information and our many-
faceted government, we, that is the Government, the Intelligence
Community, or the National Sceurity Council, must, to perform its
duty, disseminate that information to a wide variety of people in
a classified form. That makes the evidentiary trail a difficult trail
to follow. Although you may point the finger of guilt at a particular
group or partienlar department, the criminal law, of course, requires
evidence of individual guilt beyond a reasonable doubt, or at least a
fair chance to cstablish that in a court of law, and that becomes a2 much
more difficult proposition. '

The third area which this subcommittee is addressing in the bal-
ance between disclosure and protection is the area dealing with other
crimes, not espionage or leaks, but other crimes which are associated
with intelligence actions or activities. Those crimes include either the
rogue elephant circumstance, which is I believe rare today, extremely
rare, or the circumstance of people associated with or even inci-
dentally related to intelligence activitics who commit unrelated
crimes such as bribery or other felonies or crimes against the person.

In that instance, although the investigation may show and relate
and develop some evidence with regard to the underlying crime, at
the same time, because of its ncarness or relationship to the intel-
ligence activity, it naturally calls into question the very issue be-
tween the disclosure of confidential information—confidential
sources, confidential locations, or national sccrets of one kind.or
another—and the state of mind of the particular participant who is
engaged in the underlying criminal activity.

We at Justice take the view, which we think is proper given our
responsibilities, that we must try with cvery means and ability
available to us to secure prosecution. Our interest is in the enforce-
ment of the law, regardless of who violates it, and we take the advo-
cate’s position, not irresponsibly, that to the extent possible, it is
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our duty to find a way to get the facts and the evidence and to
prosecute. '

We are sensitive to the somewhat differing responsibility and
philosophy of the intelligence community which does not have di-
rect law enforcement responsibility but does have the terrible burden
of protecting the security of the country, its processes, and its secrets,
so that we do not blindly override their concerns. We try to under-
stand them, and through an escalating process from time to time
those differences in philosophy as well as in missions are attempted
to be resolved. First a resohition is attempted by the line attorney
who is the prosecutor and the investigators and the lower level em-
ployees of the intelligence agency in question. Then, as matters, some
matters are resolved and others are not, there is an escalation or a
ladder effect in the attempt at resolution through, as I believe you
have heard testimony, through the point where we reach the At-
tornev General’s level and he is insisting or taking the view that
classified matters must be either declassified or evidence obtained or
sources or methods disclosed in a particularly egregious case, and
the intelligence communitv, because of its sensitivity or the agency
involved, the head of that agency is convinced that the danger of
disclosure and the risk is more important than prosecution. In that
instance, although it is extremely rare, in that instance, the ultimate
resolution under the present system rests with the chief law enforce-
ment officer in the United States, the same person who is charged with
the national security of the United States, who is the President.

So those three areas that I mentioned and our attempts to resolve
them are imperfect. They need sound thinking. They need atten-
tion. And they need discussion as well as the guidance and expertise
of those in the Congress and in the community at large who provide
a different point of view, an additional point of view to those of us
in Justice and in the intelligence community who address these prob-
lems regularly and have tried to resolve the difficulties and to draw
the lines in these areas to the best of our ability. So I am happy to
be here. T am glad that the hearings are being conducted in such a
responsible way in probing into an area of great difficulty which
requires attention, sound thinking, and hopefully progressive
resolution. ,

Senator Bipen. Thank you, Mr. Civiletti.

I understand that you also have a time constraint that is related
to other committee hearings which are underway demanding your
presence, and it is my understanding that the gentleman to your left
was—would you mind introducing him?

Mr. CiviLerri. Yes; let me introduce, Mr. Chairman, to you Mr.
Robert Keuch, who is a Deputy Assistant Attorney General of the
Criminal Division of the Department of Justice. As an aide, let me
say that Mr. Keuch is one of the first honor-program participants
to reach this managerial and responsible level in the Department of
Justice. In his very prominent career in the Department of Justice,
Mr. Keuch has had a wide experience with intelligence matters and
how they relate to criminal prosecutions. It gives me pleasure to
have him pinch-hit for me with his statement and response to your
questions.



33

Senator Bmex. Fine. I appreciate your coming and we will he
back to you with questions, if that is all right.
Mr. Keuch, if you would like to proceed with your statement.

STATEMENT OF ROBERT L. KEUCH, DEPUTY ASSISTANT ATTORNEY
GENERAL, CRIMINAL DIVISION, DEPARTMENT OF JUSTICE

Mr. Keucu. Thank you, Mr, Chairman.

It is a pleasure to appear before this subcommittee to discuss one
of the most difficult problems the Government must face in the areas
of criminal justice and national security: what can be done when a
criminal prosecution involves the necessary disclosure of informa-
tion related to the national defense, a problem that can perhaps be
best swmmarized by asking the question, to what extent must we
harm the national security in order to protect the national security.
The very basic conflict in that question is onc that runs throughout
every facet of this problem, and very relevant to our discussions to-
day is one that is mandated by our constitutional system and the
protections of our criminal justice procedures.

Until fairly recently, the problem was most apparent in espionage
cases, either classical espionage cases or cases involving leaks of in-
formation. Such cases usually start when in accordance with their
statutory and/or regulatory responsibilities, agencies advise us that
national security information has been or is about to be disclosed
improperly.

Upon receiving such a report, or prior to the time an arrest or
other action is taken in those cases in which we have indications of
an ongoing or an anticipated act involving the compromise of na-
tional security information, we initiate discussions with officials of
the agency involved to determine what action can and should be
taken. One area we must focus on is one which has troubled us for
many years: how to maintain the prosecution and at the same time
protect the national security information involved. This problem in-
evitably arises, for defendants, of course, are entitled under the Con-
stitution to a public trial and the evidence used against them must
be made public. In practical terms this means that if we are to
attempt to prosceute someone for relating national sceurity informa-
tion improperly, we must be prepared to disclose at least a pait of
the information publicly.

While that may not seem to be much of a problem initially, if the
information has already been leaked or given to a forcign govern-
ment, what is the harm in making it public: it is often, of course,
very serious. For example, even assuming the information has al-
ready been leaked and/or has alveady reached a foreign power, our
reliance on it at a public trial will necessarily confirm the accuracy
of the information. This is a considerable benefit for while foreign
powers receive a steady flow of information from a variety of sources,
they must always grapple with the initial task of separating the wheat
from the chaff, culling out from the mass that which is accurate. A
public trial must, of necessity, help them accomplish that goal.

This problem can be compounded if we capture the foreign agent
or the individual or individuals willing to compromise national se-
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curity information and prevent the actual disclosure of military or.
state secrets, '

Under those circumstances, the damage which occurs in cases
where we cannot retrieve the information before it is made public or
sent abroad has obviously been avoided. Disclosure of the informa-
tion involved at a public trial, then, would not only confirm its ac-
curacy, but it would also accomplish the very thing we try to pre-
vent: its compromise and the transmittal of such information to a
foreign power. :

The first decision we must always make, then, is whether the game
is worth the candle. Is the prosecution more important than the po-
tential harm we may cause to the Nation’s security interests.

“When we first meet with the Agencies, we make it clear that if we
ave to proceed, with an espionage prosecution, at least some of the
information will have to be disclosed at trial to satisfy the elements
of the offense as defined by the espionage statutes; that is, that the
information, in fact, is related to the national defense. Each agency,
under the- applicable laws and regulations. has a responsibility to
protect its own information, so the affected agency must make the
initial decision whether it can be released consistent with the national
security interests involved. '

While we of course share. this concern, the Department of Justice
has a different responsibility: the duty to see that the laws shall be
enforced. When these responsibilities collide, we meet with the
Agency and attempt to resolve the problem if at all possible. In
some cases, for example, we can limit any further disclosure to a
portion of the information or to some of the lesser classified infor-
mation such as using confidential or secret material rather than top
secret information that may have been compromised, thereby mini-
mizing the harm and permitting the prosecution to nroceed. If we
reach an impasse and if we feel a prosecution must be undertaken,
the matter is presented to the Attorney General and the head of the
agency concerned for resolution. If necessary, the President may
have to make the ultimate decision. I am pleased to report that al-
though that path is available, it has had to be used very rarely in
the past. .

The second aspect of the problem we have had to face is presented
by those cases, either espionage cases or cases involving other viola-
tions of criminal law, in which the defendant claims a need for ac-
cess to classified information in order to present his defense. It is
the latter type of case, cases involving violations of criminal law
other than those involving the compromise of national defense in-
formation, which has come to public attention recently.

Clearly we as prosecutors cannot determine precisely how a de-
fendant can present his case, and although he has no license to rum-
mage through governmental files at will, a defendant does have a
right to information which may be useful in his defense. The im-
portant point to note here is that under our eriminal procedures a.
defendant need not establish that a particular piece of evidence will
be relevant or would definitely exculpate him in order to have access
to such information. Rather, the defendant need merely demonstrate
that it may be helpful to his defense or will otherwise satisfy our
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criminal rules and statutes, and we then face the prospect of being
ordered by a court to provide him access to the information he
claims he needs. And of course this last statement points up yet
another aspect of our dilemma. Tt is difficult, if not totally impos-
sible, to predict the full extent of the discovery and similar orders
which will be issued by a trial judge and which will require the dis-
closure of national defense information. .

Our difficultics, then, as previous speakers and your own opening
statement, Mr. Chairman, have made clear, are obvious. In espionage
‘ases, having charged the defendant with the compromise of national
seeurity information, we face the prospect of having to provide him
access to still more sensitive information in order to prosecute him.
In cases involving violations other than espionage, this prospect re-
mains the same but may or may not be as acceptable, depending upon
the serionsness of the criminal violation involved and the sensitivity
of the national security information which is at issue. .

An additional area of concern involves necessary or potential wit-
nesses. Under certain circumstances it is of course possible that the
protection of the identity of a potential witness—for cxample the
identity of an informant, an undercover agent, or perhaps a double
agent—may be important to the national securitv. If we wish to pro-
tect this identity, it follows that the witness will not he made avail-
able for public trial and examination by us or the defendant, and, as
with national security information generally, if we or the defendant
need this information and if we feel the prosecntion must proceed in -
spite of the Agency’s feeling that it cannot be disclosed, we will at-
tempt to resolve the matter through negotiation and, if that fails,
present the matler to the Attorney General and the Agency head or
ultimately, of course, the President.

In discussing these problems, I would like to point out that though
there are barriers, they are not necessarily insurmountable, Tndeed, it
has been possible during the past few years to prosecute espionage
cases in a variety of circumstances. The staff has been provided with
a list of 20 espionage matters which have been prosecuted success-
fully since the 1950’s. Some of the more recent cases include, of
course, the Moore trial in Maryland and the Lee and Boyce prosect-
tions in California. The number of serious nonespionage cascs In
which prosecution has been prevented or rendered unsuccessful hqs,
in my view, been minimal to date. It should also be noted that in
cases in which we cannot proceed, alternatives such as adminstrative
sanctions may be available.

Thus, while there are serious problems in this area, we have been
successful in resolving them in a very significant number of cases.

In conclusion let me say that the interest of this subcommittee n
highlighting these problems and trying to find a better way to re-
solve them is commendable. Because the foundations for the prob-
lems under discussion are, in our view, of constitutional dimension,
there are serious doubts that legislation relating either to the sub-
stantive offenses involved or to our criminal justice procedures will
Lelp in totally resolving them. ITowever, the Department does look for-
ward to onr mutually desired quest to find the best solutlon poss ble.
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With that in mind and with recognition of the fact that I have
only presented a brief outline of the many aspects of our concerns, 1
will be pleased to try to answer any questions you may have.

Thank you, Mr. Chairman.

Senator Broenx. Thank you very much.

To once again focus the intent of these hearings, as your state-
ment points out, although you think the problem is less serious than
the tentative conclusion that I have drawn, nonetheless is a serious
problem of at least some cases possibly not being, and in fact have
not been prosecuted for fear of further doing harm to the national -
interest.

As you put it in your opening statement, you say to what extent
must we harm the national security in order to protect the national
security, and I think we are all in agreement that there are some of
those cases, that we have decided, that the administration, the Justice
Department has ultimately decided that we should not proceed because
we would do more harm than we will do good.

Now, I would like to focus, unlike with the testimony of Admiral
Turner, Admiral Turner is not an attorney, you are an attorney, and
you are involved in a very critical position in making determinations
and recommendations as to how Justice proceeds in cases of the
nature that we set out in hypotheticals and of the cases that you
provided us, and I would like to thank you for your cooperation
with our staff.

And so I would like to focus, if we may, on the possibility of legis-
lating procedural or changes in the criminal procedure, the Federal
criminal statutes as related to criminal procedure, and I am going
to be fairly technical and understand if you.are not in a position at
this moment to respond in detail, that you would please not hesitate
to expand upon your answer in writing.

Mr. KeucH. Certainly.

Senator Bipen. One of the areas suggested to us as a possible
means by which we could diminish the problem we all acknowledge
exists i1s an én camera procedure for judicial supervision of the use
of classified information. Congress might enact an in camera pro-
cedure for judicial supervision of the use of classified information
in the course of civil and criminal proceedings in which the United
States is a party. The procedure might be modeled after section 509
of the Rules of Evidence proposed by the Supreme Court in 1974.

Section 509 defined ‘“a sécret of state” privilege which might be
invoked by the Government which would in turn promote an in
camera adversary proceeding in which the parties would litigate the
use of the information, usually classified, to which the Government
had invoked the privilege.

Now, to make this even clearer, it refers to either the witness that
you say is sometimes troublesome that need not be produced, and/or
specific documentation, information that is classified, that must be
introduced in evidence under ordinary circumstances, to bring your
case to successful conclusion.

Section 509 was rejected by the Congress as it reviewed the rules
proposed by the Supreme Court. However, any proposal made at
this time might respond to the criticism of section 509.
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For example, the new state seeret privilege might more narrowly
define the type of information to which the Government could in-
voke the privilege. Tt might give a greater role to the court in re-
viewing the claim of privilege, inclnding anthority to go beyond
and behind the classification to determine the actual damage to the
national security if the information were disclosed.

A new rule 509 might also give central supervision to invocation
of the privilege Lo the Attorney General and reqnire his personal re-
view of the documents prior to invocation of the privilege.

It might guarantee the presence of the defendant and his counsel
in the en camera procedures, although it would subject both-—that
is, the counsel and the defendant- fo contempt of court and pos-
sible espionage prosccution if they disclosed the results of the 4n
camera procedure.

It might give either party an immediate right to appeal of the de-
termination of the court, whether the information is privileged and
the consequence of the invocation of the privilege; that is, whether
the Government has to drop the prosecution of the criminal case,
concede the case to the plaintiff in a civil case, or in a criminal case
the defendant has to forgo a particular affirmative defense. )

This én camera procedure could obviously only apply to questions
of law, and could only be used to litigate questions of fact where u
jury trial had been waived. Therefore, in most criminal and civil
cases there will likely arise circumstances, even if snch procedure
were cnacted, where classified information might have to be dis-
closed to the jury and the public.

However, such a procedure might minimize those circumstances,
and through the offices of an objective judicial tribunal, force an ac-
commodation upon the parties to avoid the umpasse that presently
occurs in most such cases. )

Now. my question for vou, are you in favor of developing some
type of procedure along these lines, and how would you amend the
description of the procedure T have described above, and if you want
me to go through that again, I will, because it is awfully hard to di-
gest in one swallow. But to start it off, do you think it is reasonable
and more importantly, constitutional, for us to proceed along the
lines of attempting to develop a rule similar to that suggested by
the Supreme Court in 1974, section 5097

Mr. Kevcu. Well, at the risk, Mr. Chairman, of affecting my
credibility, T must say that T was the author of rule 509 as proposed
by the Department of Justice and accepted by the Supreme Court in
the Rules of Evidence, so I am, I think, fairly familiar with the
procedures you are discussing. )

T think T would like to start ont, however, preliminarily by saying
that we have to break the question, or at least my answer, up into
two areas, and I think you have already touched on that in posing
the question to me.

One, of course, is that in which the information, the classifica-
tion and status of the information, is part of the substantive offense
that is involved, the classic espionage situation, even the leak situa-
tion where part of the element of the proof is in fact that the in-
(fiorfmat.ion was properly classified or did in fact relate to the national

cfense. ’
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.That, we feel, is definitely a jury question. We feel that the possi-
bility of a waiver of a jury raises serious constitutional questions be-
cause of the interest in a public trial, and if we could now go to the
easier part of the question, that is, those matters that are preliminary

~to the presentation of our evidence in chief, I would like first to
point out that a great deal of material and a great deal of procedures
are now attempted to proceed in camera.

For example, rule 16 of the Federal Rules of Criminal Procedure,
which provides access to statements and other material at defend-
ant’s pretrial, does provide that the Court may restrict the applica-
tion of the rule if he determines it is in the interest of the national—
best interests of—I believe it is national security, but there is a pro-
vision to permit us to make the argument, that this matter could be -
withheld. _

The problem, of course, is that it is very difficult for the judge, just
as it is_for us prior to trial, to determine what information might
be particularly relevant to a criminal prosecution, and the Supreme
Court in the Alderman case pointed out that the court should not
embark upon an attempt to try to decide what for the defense is
relevant. However, they also encourage the use of én camera pro-
ceedings in national security matters.

Another caveat, of course, is it does not entirely solve the problem.
You pointed out that you would have to have the opposing parties
present, there would be protective orders issued by the courts, of
course, and there could be sanctions such as contempt of court and
perhaps a violation of the espionage statutes, too, for further dis-
closure by those parties if the proceedings terminated in a ruling
favorable to the Government, but the sum and substance would still
be that the very information that we are seeking to protect would
have to be disclosed to the individuals participating in that con-
ference, including the defendant and his attorney, and we have seen
a trend in. recent cases where the argument has been made that the
attorneys themselves and the defendant himself or herself are cer-
tainly not as fully capable of challenging the Government’s claims
that the information is of such a type and they must need or they
need the assistance of experts, and this of course adds to the number
of people to which there are disclosures. ) :

Senator Bmen. That does move it ‘one step, though. I mean, it
doesn’t solve it, but it does move it back a step at least, doesn’t it ?

Mr. Keuca. It certainly does, and we would—and to answer your
question in a very positive note, we would certainly be interested in
exploring those procedures. I think the fact that 509 was proposed,
for example, is an indication of the fact we have tried to work on
these problems. We do; of course, use in camera proceedings in re-
sponding to wiretap motions and other pretrial motions. Cer-
tainly -this is one of the areas that we feel needs a great deal of
exploration. . .

Senator Bimen. Do you believe that there are any possibilities—for
‘the civil libertarians, I am not suggesting it, in raising it, at all as an
alternative, do you believe that there is any possibility of being able

“to develop under our Constitution a proceeding that would be totally
in camera, the entire proceeding? S
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Is it possible to put the jury under the same sanctions for con-
tempt of court and violation of espionage laws as we would, as has
been suggested by some would be done to the defense, the defendant
and defense attorney in the procedure you and T just discnssed.

Mr. Kevcr. If my answer is not taken as definitive, I think I
would have to say that we would see two very serious problems with
that. The first one, I think, is legal, and the second problem that
would have to be discussed is policy or political with a small “p” to
be clear what we are talking about.

The legal problems, our research is not totally conclusive, and I
must say it is not—there are no cases where we feel directly to the
point, but the research indicates that the right to a public trial pro-
tects not only the defendant, the rights of the defendant, but also
society’s rights, that there are very strong reasons why there should
be an open prosecution of individuals, A

Now, of course, there have been departures from that rule. Rape
cases are an example, other cases where there might be great embar-
rassment, to the parties involved, ef cetera, but even in those cases
there has been admission to the courtroom of friends, relatives, other
supporters of the defendant, et cetera, and those cases T do not think
have faced the issue or the problem of the cases in the Supreme
Court in the Federal system which again indicate that part of the
concept of a public trial is for the benefit of society in addition to
the defendant. ‘

I might footnote that espionage and leak cases are peeunliarly that
type of case in which society has a strong interest. A rape case, cven
a fraud case, even a massive bribery or perjury case still is pretty
much confined to a small group of players, and the issues are fairly
between one or two individuals. Certainly that is true in a rape or
personal assaunlt case.

However, in the espionage case, yon really raise issues that are
fundamental to our society, and they involve really the judgment of
society and the public against the individual, and obviously have
grave first amendment overtones. ’

 So I think there is a serious question whether given the direction
“of the cases already, that the right to a public trial includes the right
of society to a public trial in addition to the defendant, and any
type of total in camera procedure, even with a waiver by the de-
fendant would be constitutional.

The second, perhaps, I have already pointed up and that is the
policy or political questions, and that is whether or not we wonld
wish to have this type of prosecution and this type of sanction im-
posed in a closed trial. T don’t think one needs to speculate very
much to think of what the indications would have heen had the
Ellsberg prosecution, for example, or other prosecutions of that type
been tried in an in camere courtroom.

On the civil side, of course, the Washington Post case, the New
York Times case, the Washington Post case in which I participated
was, of course, tried in a sealed courtroom. It was a jury trial be-
cause we were—I'm sorry, a nonjury trial because we were seeking an
equity relief from the court, and it was sealed. On the civil side the
problems are much, much less. '
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Senator Bmen. Is there a distinction in the possible application of
the method I suggested, the total én camera proceeding ? :

Would your answer be any different or distinguish between the
leak cases and classical espionage cases?

I can understand it seems clearly it could not work, and the argu-
ment you make is very compelling with regard to leak cases, the
Ellsberg case, but how about the case where somebody—well, let’s
stick to our hypothetical so I don’t get in trouble here, where a high -
ranking military officer working at a base has an extramarital affair
with a woman who is a spy for a superpower and the insurgents and
the superpower blackmail that military officer into turning over in-
telligence operations that are very important. This is a classical
espionage case where you have information being sold and/or turned
over because of blackmail by a Government official here in the United
States to an enemy agent, and it relates to a location of our agents
and/or a formula for bombs, satellites, aircraft, or anything else. Is
there a distinction in terms of that type of case and the application
in camera?

Mr. Keucr. I think the second part of my answer, Senator, cer-
tainly is. That is the political and policy question, there certainly is,
because there are different interests involved. :

But I think as to the first part, that is, what I believe to be the di-
rection of the law and the interest of the public trial, T don’t see how
those cases would draw a distinction in those circumstances.

Now, again, let me make the caveat that I don’t believe that those
cases are conclusive or definitive because they certainly have not
been considered in this context, that is, the terrible balance or at least
the very important balance that must be drawn between harming the
national security to protect the national security, so it may well be
that within our constitutional system there may be reasonable
grounds to argue, to develop a procedure with many protections. I
just—I don’t want to be pessimistic. I don’t want to close it off.

Senator BmeN. No; by the way, I am not at all certain we have
an answer to this.

Mr. Keucsa. That’s right.

Senator Bmen. I mean, when T started these hearings, and one of
the most difficult decisions that I have had to make as Chairman of
this Committee was, after our qualified and eager staff amassed all
this information, what was I going to do with it, and that is, now we
raise the question. Some have argued and will argue with me that I
have opened Pandora’s—we, this subcommittee, has opened Pan-
dora’s box and shown the world that we have real serious problems,
and then when we can’t resolve it, we have made things worse.

Well, T happen to think that when in doubt, always err on the
side of discussing things publicly rather than making in camera
decisions as a Senator. '

But let me continue this series of hypotheticals. What if that mili-
tary officer were court martialed under the Uniform Code of Military
Justice? Is it possible that we could proceed with a court martial,
where all the jurors are military personnel who have security clear-
ance? I mean, can we deal with that aspect of it?

Mr. Keocu. I think you have stepped perhaps another half step
back from the problem because as you point out they do have security
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clearances, although T think the right to the public trial applies to
the court martial system. I am not as familiar with the case decisions
in the military courts, though your staff has brought some to my
attention. The question again would be the applicability of the right
to public trial to the individual before a court martial. I would
think that given the decisions in the Supreme Court, concerning the
Uniform Code of Military Justice, some of the protections that must
be provided in that code, despite the distinction between the emer-
gency situations, the more serious situations of a soldier in combat,
et cetera, T believe we would find that the same rules wonld apply.

So my answer would have to go back to whether or not our read-
ing of this trend of those cases, that is, that a public trial would be
required, public meaning, at least meaning the entry of supporters,
friends, relatives, et cetera, and perhaps some representatives of society
in general, whether they be limited to certain members of the media or
certain other people who would be there as observers, and that frank-
ly, Senator, in struggling with these problems, that is one of the mat-
ters, one of the aspects that we looked at, whether or not the public
trial situation could be satisfied by the fact that you would have
some type of group of observers from a mixed part of the varions
segments of the military—I'm sorry, the legislative, the judicial, the
Exccutive branch, the public. the media, ¢# cetera, who would partici-
pate in the trial and that would satisfy this requirement for public
trial. That is something we also have not come to a definitive answer
about. if it is something that we might want to crank into this
consideration.

Senator Binex. Is it possible, in your opinion, for us o put mem-
bers of the intellizence community in the same posture that we have
placed military officers and subject them to the same types of pos-
sible sanctions and waivers that we ofttimes do to military per-
sonnel ¢

Mr. Krocu. I think there is certainly a basis to argue that in-
dividuals who have obtained lawful access as a part of their job to
classified information, highly sensitive information, can be treated
in some ways differently than the individual who gets it by accident,
indirectly, or because one of those individuals have decided to violate
their trust. Indeed, as you know, in certain attempts to redraft the
espionage statutes, that concept was brought forward.

Whether you can advance that to the point where there can be
closed hearings and even totally closed administrative proceedings,
I would have very serions doubt, Senator.

Senator Bivex. Is it possible, in vour opinion, for us to—is it pos-
sible for an intelligence officer—is it possible for anybody to waive
their right to a public trial? ,

Mr. Keocw. T think it is certainly possible, well, except that what
that runs into is the concept T keep coming back to and and I must
say, it was a surprise to us when we started our research. We started
out thinking, well, a public trial was a right to the defendant to pro-
tect him from Star Chamber procecedings and the rest, and that was
the interest the courts were looking at, but we get deeply involved
in the discussions in the case that part of the right to the public
trial is the public’s right to that public trial, without too many
repetitions of the word there. That is, that there is a society’s in-
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terest, and I think that that interest is particularly strong, as I have
indicated, in the types of cases we are talking about because
espionage cases and leak cases by their very nature raise some very
basic questions about the balances of our constitutional system, about
the balances of what the executive should protect and should not
protect, et cetera. ‘ '

I think even—and a waiver requirement that would be a condition
to employment or condition to the access to material which of itself
in the intelligence community and certainly in many places in the
Executive branch, even in private industry, for that matter, would be
tantamount to having an employment I think would fall because of
the same problem of the public trial need.

Senator Bmen. The public’s right to a public trial.

Mr. Kevcr. Yes, sir.

But again T hope the caveat will be that we do not feel our answers
are definitive or conclusive because just now:

Senator Bmen. I understand that. I understand that. I have the
same—I quite frankly approached this problem from a very different
perspective than I now find myself in. T assumed that when we started
this staff investigation we were going to find that the agencies
were crying wolf a great deal, and I must admit that prejudice. I
assumed that I would be confronted, had we not looked at the
damage assessments, with some agency official saying, if you knew
what I knew, you would know that we had to and I wanted to make
sure that I wasn’t the victim of that, and I have—I have become
alarmed at what we have found, that the agencies’ hands for, in my
opinion, in a number of, many cases, very good reasons, been tied
because of—in order to protect the national interest they would have
to harm it more than they were protecting it. :

Let me ask you a few questions about the cooperation between you
and your department and the intelligence community.

In cases that aren’t direct espionage cases, the case where, in our
fourth hypothetical, I think it was our fourth hypothetical or fifth,
where—let me see if I can find it here—well, in our third hypo-
thetical where we set out a situation where there is trafficking in
narcotics, that doesn’t really directly relate to the other operations
that are going on, in that hypothetical we set it out so that the—we
had knowledge of the parties involved and the existence of the
trafficking. How about those cases where—assuming there are any,
and I don’t know, where the agency may know that there is such
trafficking going on, but it has not come to the attention of anyone
other than the agency.

Do you feel that there is any mechanism set up whereby No. 1, not
only inform you of all that you ask for but you are informed of any
crime that the agency is aware of that is not being committed by an
agency official. T understand the Executive order now says—and Mr.
Lapham is still here, and please feel free to jump in, Mr. Lapham, if

" you would like—but T understand the Executive order now says that
if any agency official is engaged in the criminal offense, the agency
must call that to the attention of the Department of Justice, but how
about those cases where the agency officials find out in their unrelated
activities that there is a crime being committed ¢
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Do you have—have you ever gotten into that discussion, that prob-
lem? Has it been a concern of the Department? Do you ask them
those questions? And I realize you have, you know, you say vwell, we
only ask questions about that which we know, I mean, but you know,
the spectre has been raised by people who have come to this com-
mittee and others saying that, you know, we think there are things
the agency knows about that they are not telling us, that don’t re-
late to agency work. ‘

That’s o very, very long question. It isn’t really a question, T am
just trying to get to an area of concern,

Maybe you could comment.

Mr. Keuon. I think so, sir. I think I can meet your concerns,
Senator.

First let me say that there are, T believe, very formal requirements
for the reporting by the agency in all parts of the intelligence com-
munity, and in fact, the entire Executive branch to the Attorney
General when they learn of any violations of criminal law. First of
the requirements, of course, is the statute, 28 U.S.C. 535. The others
are the applicability of the Executive orders which are somewhat
broader than just an agency employee but involve any criminal
violation, and those reports in fact, and indeed, are made on a con-
tinuing basis.

We also, after the—I think there was a need to update our pro-
cedures under the statute that I referred to, Executive Order 11905
was promulgated, we entered into a very formal memorandum of
understanding with the CTA concerning the reporting requirements
and in what manner and method they would be reported, and at
what level things must come to before a determination is made that
that does involve in fact a criminal violation which must be re-
pox}‘{:ed, and I must say that T believe that procedure is working very
well.

We are following generally the same procedures other parts of the
intelligence community are in fact now discussing with the Defense
Department whether or not that memorandum of understanding
should be formalized or something similar to it with NSA and other
portions of the Department of Defense. ‘

So I think there are mechanisms to provide for reporting to-the
Attorney General on violations, and I think gencrally they are work-
ing very well.

Of course, it would be difficult, I am sure that the Director could
not say that every violation or criminal violation known to his staff
had been reported to him or to us, and I certainly can’t say that
everything the agency knows has been reported to us, but we have
not found any instances from other sources, from other situations
where in the prosecution of ancther case, or let’s say a DEA investi-
gation or arrest, that we have indications that an intelligence agency
had information of the violation of criminal law and it was not re-
ported Lo us.

I think if you are concerned as to the degree of, level of coopera-
tion, and as to the Attorney General, and the Department of Justice
having access to relevant information, T would like to join in Admiral
Turner’s comment and agree with him. I think the cooperation has
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been good. I think the Attorney General has had the access that has
been necessary.

Senator Bmex. How long have you been in your position with
Justice?

Mr. KeucH. Seventeen years, sir.

Senator BipEn. Seventeen years.

Has there been any change in that relationship ?

Mr. Keucn. I think there has been a very significant change on
‘both sides of the equation. I think the Department of Justice is much
better exercising its responsibilities. I fear that for a period of time
—there was a time when I believe we abdicated our responsibilities
to test the claim of national security, to insist on more details in
those cases where we had some questions. These procedures that I re-
ferred to also formalized, I believe, our responsibilities, and we have
definitely, I think, improved in that area.

On the other side, I think perhaps both in a reflection to our
change in procedures and also because of what I think are some
excellent changes in the attitudes in the intelligence community, I
believe there have been improvements in the cooperation.

So yes, there has been a decided change, Senator, and I think that
—however, on both sides, I think that we stand both with some
problems in the past, and I believe the Department’s approach has
also improved.

Senator Bmex. The reason why T ask that is not to ask who were
good guys and who were bad guys, but if that is the case, that there
has been a change, then it scems to me that that argues for at least
a memorandum of understanding or a statutory definition of the re-
lationship between the agencies so that the change doesn’t occur the
other way in later administrations or as time wears on, but that is
for another time.

Question No. nine of the eleven that you have heard referred to here
today.

Mr. Keuvcn. Yes, sir.

Senator Bien. Does that routinely end Justice’s inquiry when CIA
or any other agency answers it and says no, we cannot make it
public?

Mr. Keucu. I do not believe so, sir. I would like to underscore
Senator Hart’s statement and his questions. He kept saying usually,
and I would like to put about four strong black lines under usually
because we do not apply those requirements rigidly. There are cases
where because of the irreparable harm that is done, because of the
seriousness of the leak or the seriousness of the espionage involved, or
- because of other impact on our national security, we will proceed,
and indeed, have in many cases, without a full determination of
question nine prior to the time we initiate our investigation.

I cannot give any specific examples, but I can give some general
ones, going back in time, to give increased protection. I can recall at
least two particular ones where one, the secretary, the head of the
agency, not of the CIA, came over with newspaper articles claiming
that the Jeaks were just absolutely incredible, they caused irreparable
harm, and demanded an investigation immediately. We did not rely
on question nine, nor even raise the issue at that time.
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But there was another problem, and T think this is another point
that must be made in response to your question, and that is that the
other questions which I think at least were referred to as rcasonable
questions other than question nine, raise questions like the extent of
dissemination and the rest, and in the example T mentioned, the head
of the agency also stated that the dissemination had been very, very
minimal, and that investigation should quickly be able to disclose
who the leaker was and steps could be taken.

Well, we authorized an initial investigation into the question of
whether or not that dissemination had, in fact, been minimal. T sup-
pose some of that was my own personal knowledge, because T was
aware there was broad dissemination within the Department of
Justice of that information.

We found, not to my surprise but I think to the agency’s surprise,
that there had been wide dissemination of this information, however
irreparably it harmed the United States, that there had, in fact, been
some newspaper articles almost 2 years prior to this particular event
which discussed some of the same information.

1 hope this points out the fact that it is not just question nine but it
is a combination of those considerations which may stop a leak case.
The dissemination may be so broad that it would almost be impos-
sible to find the individual who leaked the information.

Or there may have been such public disclosure of the information
that it would no longer meet the standards of the espionage statutes;
there are concepts that provide if the executive branch has not pro-
tected the information sufficiently, if there has been a public dis-
closure, that you cannot bring prosccutions for espionage.

So I think that the question nine does not routinely stop an in-
vestigation, although I have to be very honest and say that yes, if
there is a situation where it is so obvious that no matter what we
found, no prosccution could ever be contemplated, there are serious
questions, as Mr. Lapham pointed out, as to whether or not we would
then not be in authorizing a Bureau investigation, an FBI investi-
gation for espionage, not be violating our responsibilities because we
are, in fact, not conducting a criminal investigation, we know that.
We would be conducting what is really, in fact, an administrative
investigation for that particular agency.

Now, that may be a good thing. It may be that we should have the
resources in the FBI and the resources—or some other location, to
make that type of investigation routinely, administrative investiga-
tions for the Agency, but that is not the responsibility at the mo-
ment, it is not the mandate, and it is certainly an area that could be
looked into, and I might say that the executive branch is consider-
ing just that type of issue, whether or not it shonldn’t be done.

Senator Bmrx. Shouldn’t it be somebody’s responsibility ¢

Mr. Kencn. Yes, sir, and that is one of the matters now under
active consideration.

Senator Bmex. Speaking of administrative procedures, and for
the benefit of those waiting, our next witness has been kind enough
to indicate he wonld come back at 2 o’clock, if I am not mistaken—T
hope that is correct—and we will recess in just a few minutes so
everyone can get a bite of lunch, and we will come back again, but I
would like to pursue one more avenue, if I may.

25-995—78——4
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_Can administrative measures and procedures be directed against
either present or former employees of the Government? Can they be
conducted completly ¢n camera? Are we back to that same old saw?

Does the due process clause of the Constitution insure that any
Government, employee, against whom the Government attempts to
take disciplinary action, have the right to a public proceeding?

For example, does an employee against whom the Government
would like to withdraw a security clearance or to take other disci-
plinary action, including demotion or firing or reduction of pension
rights, have the right to a public proceeding, and is this right to
public adjudication as broad in administrative cases as it is in crimi-
nal and civil cases? .

Mr. Krucw. Definitely not. In fact, where the difference becomes—
the adjustment is made, Senator, not in the fact of not having the
hearings open and available to the public, but there are greater limi-
tations on the information that has to be provided.

For example, under the industrial security program administered
by the Department of Defense, which provides clearances to the
general public, I think it is a broader issue because it is not just
Government employees or military people—there are provisions that
information that would be seriously harmful if it were totally dis-
closed, can be provided by affidavit, can be provided in excised form
as sanitized information and so on. So the protections in those hear-
ings have been not to keep the public out of the hearing but to pro-
vide means by which information would be provided without fully
disclosing its source or fully giving away the information.

So I think the question as to public trials, as to the due process
right is obviously much less in administrative matters, and I have
indicated in my statement that in many cases we can take administra-
tive action. However, generally those are ones in which there has
been a misuse of classified information, either a negligent losing, or
the typical leaving the briefcase in the girlfriend’s apartment or in
Union Station, e¢ cetera, where the facts are obvious and the individ-
ual has not reised this type of defenses, et cetera, and there has been
administrative action taken either by reduction in grade or removal
from a position where there is access to classified information, et cetera.

But yes, I think the industrial security program would be an in-
teresting set of cases to look at for the development of some adminis-
trative proceedings in this area.

Senator Bipen. To digress for a moment, Mr. Lacovara, it has
been suggested to me that it might be amenable to you to testify
tomorrow morning at the scheduled hearings. :

Which would be your preference, if I could interrupt our witness,
for a moment, to come back at 2 o’clock or tomorrow morning ?

Mr. Lacovara. My personal preference would be tomorrow morn-
ing, Senator.

Senator Bmen. Fine. It is settled. We will do it tomorrow morn-
ing, all right. '

}’ll_‘lhat means, sir, you have got me for a while longer, just a little
while.

I have, by the way, and will submit for the record, and for you
to answer, if you would, in Mr. Civiletti’s name, a number of ques-
tions that again relate to this subject, obviously.
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Again, I keep coming back to what in the Lord’s name do we do,
what can we do in terms of legislation, whether it deals with the
substance of the statutes, the espionage act. Some argue, and I am
one, that the espionage act, as written in 1971, T behieve, is a good
deal less useful today than it was in 1971, because of the dramatic
change in what constitutes espionage and how it is conducted. But
there must be, I hope, I don’t say there must be—is there, in your
opinion, do you have any constructive suggestions for us as to the
alteration in the substantive aspects of statutes or changes in criminal
or administrative procedure that we in the Congress could initiate in
order to aid you in what is obviously a serious dilemma?

Mr. Kevcw. I think in the substantive clements of the offense, sir,
1 quite agree with you that the espionage statutes need some reform,
and the langnage of 1917 and '22 1s not totally applicable today. But
an interesting sidelight is that we tried to redraft those statutes for
the—I am not even sure I ought to mention the bill number and
further weaken my credibility, but for the first draft or one of the
first drafts of the Uniform Code of Criminal—Uniform Criminal
Code, we struggled with redefining information relating to the na-
tional defense, and after a 6 or 7 months strnggle, finally came
up with deciding to use the litigative history that we had and using
the same terminology. So I am not entirely certain we can totally
modernize those statutes. I think they can be made more easy to un-
derstand and perhaps more attuned to the problem. But I don’t think
it will change our problems because you would still have to, T think,
in the classic espionage situation, have to establish the elements of
the offense in the trial, and part of that element would have to be
the character of the information that was compromised. We do have
certain statutes on the books, of course, and you referred to them,
one of them in your opening statement, 18 USC 798, and 50 USC 785
or 783 (b), I believe, which in different ways are somewhat restricted,
but they apply only to the compromise or misuse of classified infor-
mation, and we do not have the same burdens in the public trial of
proving that the information was related to the national defense.
There 1sn’t the same testimony back and forth about a great mass of
material related to a particular document or documents.

‘We have had onc prosecution under the latter statute, which I am
sure your staff is aware of, the Case of United States v. Scarbeck.
Scarbeck was a State Department employee in Poland who wag in
the blackmail situation in one of your hypotheticals and did in fact.
pass on classified information from the embassy safe. 783(b) of Title
50 refers to or applies only to government employees who communi-
cate classified information to agents of a foreign government, so it is
limted by the class it applies to, and the type of information that we
have to prove, and by the recipient of that information.

And we did conduct that trial proving only that the information
was properly classificd—and by properly I mean that it was marked in
the proper way, the individual who classified it, the Ambassador, had
the authority to classify it, et cetera. We did not go into the substance
of the information or have to discuss the details in the documents,
which as I remember involved our war defense plans or our plans
for Poland should a war break out in western Europe. So that that
type of drafting, of course, might be considered, but I hasten to add
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that the same reaction to rule 509. of course, arose in reaction to an
attempt to combine the concepts.of 798 and 783 (b) in the new crimi-
nal code, and that is a matter we would have to look at very closely
before such an attempt would be made again.

But T think there are areas that can be looked at in this area
consistent with 798 or with the same idea. But whether or not as a
policy or a practical matter, again, the sum of the matters that T
referred to earlier, the obvious public interest in these types of cases,
the very important societal interests that are involved in espionage:
and classified information matters. I think there would be a very
Interesting question of whether or not as a matter of policy those
proposals would be advanced at this time.

If we move away from the substantive statutes themselves, I think
we have indicated throughout our exchanges that there may be more
leeway in the rules of criminal procedure in some of the proceedings.
I think if nothing else, if there were some indication of Congressional
intent of the burden, and the balance that should be drawn by the:
courts, I believe that might be helpful.

I think these hearings alone, Senator, if we can come up with
nothing that we think will totally solve the problem, or put the lock:
back on your Pandora’s box, will have served a very valuable pur-
pose because they will have made the public aware of the problems
we have to face, and I hope will make the other parts of our process
aware of the problems we face when we bring these matters, and T
hope also convince those segments that we are applying those re-
sponsibilities, as the Intelligence Agencies are, as responsibly as we
possibly can.

T think there would be a better and more fruitful opportunity—I
think it is under way, as Admiral Turner mentioned—to aid some of’
our problems, and that is by tightening up not only the classification
procedures themselves, that is, the amount of information that is
classified, but also the number of people that have access to that
classified information.

Now, this, of course, is a law of diminishing returns. As we deny
people information, we may make it more difficult for them to make
wise decisions, and so forth.

So I think in that area, which is an area I am glad to see we are
undertaking in the Executive branch, would be a possibility.

I believe that the last Executive order, which for the first time
had some provisions for administrative remedies, administrative:
penalties for abuse of the classification process, was also a step in the
right direction, the fact that an individual now who classified a docu-
ment must identify himself, that there is personal accountability, and
the rest, is very good.

But there is an administrative mechanism within the executive
branch for the review of classified information, each department and
agency must under, even the present Executive order, have a depart-
ment review committee of some type to review claims that informa-
tion is improperly classified, and so forth, and of course, there is a
Government-wide committee.

The obvious problem, as Judge Kaufman and I were discussing
this morning, and I know Judge Kaufman is going to give the com-
mittee his thoughts, is that there may be some reluctance on the part.



49

of an employee in the Federal employment anyway to go that route
because of the fear that he will be identified as somcone who is
identifying those areas and some sanction be taken.

I would hope that is an unrealistic fear. I would hope we can more
aggressively use those administrative sanctions or perhaps provide
in some way that they can be done without any possibility of damage.

Senator Bipewn. T hope so, too. One thing I do think that the hear-
ings will do, if nothing else—and hopefully there will be other things
—bnt as you will recall, this time last year the tenor of the debate
surrounding these issues on the I1ill was whether or not we shonld
have tougher sanctions than exist now, was in fact the agency asking
too much. When Admiral Turner was hefore our committee initially,
the question was, is the administration considering the possibility of
being tougher on those leak information, and we got into a sort of a
civil liberties argument about whether or not we are shutting off ac-
cess, and I think the focus of this issne is completely different than
that. The question is can we in fact impose the penalties which are
presently on the books in light of the constraints, the real constraints,
that exist.

One last question for purposes of the oral testimony and then some
for written purposes, but some experts have suggested to our staff
that perhaps the Congress should enact legislation which would
formalize decisionmaking within the Executive branch in the type
of cases we have been discussing. For example, they suggest that Con-
gress should establish in the charters a permanent working group of
representatives of the intelligence community in the Department of
Justice to review all such cases. The working group could be author-
ized to make decisions on the use of intelligence as well as whether
to proceed at all. .

In other words, not to infringe upon the traditional perspective
prerogatives of members of the group, these could be subject. first, to
an appeal to the Attorney General and then an appeal to the Presi-
dent of the United States.

Also, the records of the working group and the decisions reached,
and the rationale for the decision reached might be available to the
intelligence oversight committees in the Congress. The oversight com-
mittees could in their diseretion ask for additional information 1n
particular cases.

The question is, how do vou react to such a suggestion, do you have
any alternatives to formalizing this decisionmaking process, some of
which you have already mentioned. and how wonld you react to a
statute which would require the DCI and the Attorney General to
develop a procedure rather than setting one out for them in the
statute, in the charters?

Mr. Kroon. Sir, T agree that there are no formal procedures at the
moment, if T can underscore the word “formal.” However, I do be-
lieve very strongly that the procedures that we have been following,
or the path we have taken in meeting the issues we are discussing
here today have worked extremely well, and one of my reactions
would be, to the establishment of a permanent working group, is that
it is just inevitable, that I think that the people who have to draw
the balances we are talking about, that. is. should we disclose informa-
tion for this prosccution, must of necessity be the people who know
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most about the prosecution on the one hand, that is how good is our
evidence, how good are other witnesses, what else is available? Are
there any other sources that we might be able to prove this from
other than classified information or the particular sensitive witness
we want, and so forth, and on the other hand, the individuals who
know most about the particular areas in which we wish to get in-
formation. So I think even if you set up a permanent working group
that I could see would be a sounding board or some type of adminis-
trative body, they would of necessity have to turn to those very people
who are now, because of the practical matters, involved in the
initial negotiations.

. Senator Bmex. But, would it not solve one problem that is alleged
to exist, and I don’t know that it does. Maybe I best should ask you
‘the question whether the problem exists, and that is that because so
many of these cases are brought to your attention, particularly in
leal cases, that you don’t get by question No. nine unless there is an

“overriding outside interest that forces you to zero in on the case. For
example, suppose the case is a leak, the leak is one which is not
picked up by the press—I mean, it is in the press but the press
doesn’t recognize its impact on national security. There are cases that
have not gone to prosecution, leak cases, which I would argue, would
have deserved much more attention in the press, had the press been
aware of the seriousness of the leak.

Do you follow what I am saying?

Mr. Keucw. I understand, sir.

Senator Bmex. A low level bureaucrat might leak to someone
-something of significance which would not receive nearly the pub-
licity quite possibly as an insignificant leak by a high level official.

Mr. Krucu. T understand. o
. Skenat'or Bmen. Because of the nature of the person engaged in the

eak.

Now, it is argued by some that you all are under such fire and Mr.,
Lapham’s agency is under such fire and such pressure, that some of
these are routinely discarded because you don’t have the time and be-
cause question No. nine is answered in the negative.

Maybe you could respond to whether that problem exists, because
if it doesn’t exist, I would acknowlédge that the institutionalization
of a process to look at whether or not the leak should or should not

_—or whether or not the classified information should or should not
be made publi¢, loses some of its, at least to me, some of its compell-
ing interest that I asked about. _ _

" Mr. Krzucn. In my view, Senator, that problem does not exist, or

if it does exist, it does not exist to any great extent, and it would

have to be in isolated cases. There has certainly not been any situa-

“tion to my knowledge where the Department of Justice has decided

not to prosecute a case because of the embarrassment to the official

involved or the individual who might ultimately be involved in the
investigation. . i _

There is an aspect, however, of that situation in which, as pointed
out by the admiral’s comments and I believe some of Senator Hart’s
questions, you have a very difficult question at times when the very
person who has the authority to declassify and classify information
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is the individual who may have been responsible for an inadvertent
or careless or negligent disclosure of that information.

Senator Bipex. You don’t always know why No. nine was negatively
answered. The Department. says no, we do not want to declassify
that. Do you routinely say, go back and say why don’t you want it
declassified ?

Mr. Krocn. No, sir, we don’t. We will on an ad hoc basis. We do
not—but it very much depends on—there are some times when it is
obvious, and it may well be even in those situations, there may be
other reasons other than the fact that the information cannot be
declassified. Now, those reasons may be appropriate or inappropriate.
Again, we know of no situation where we have been told, we are not
going to come back and answer, we won’t cooperate with you because
of what we consider to be inappropriate reasons.

If the classification is not apparent or the sensitivity is not ap-
parent, we will on an ad hoc basis try to expand on that, and T think
that is perhaps more true in the nonleak cases, that is, the cases of
the individual who has committed some other criminal violation than
1t 1s in tho leak cases, perhaps, because in the leak cases we generally
are dealing with people who we are talking to about information. we
know what they are talking about, you know they know what they
are talking about, and again, the very people who have to make this
decision are the ones who are involved in the situation.

But no, I would have to say that we do not routinely do that.

Senator Bmex. So you would not suggest that there be a formali-
zation of this procedure?

Mr. Kxucu. No, sir, I would not.

I think another problem with that would be—and it is one perhaps
well down the road, but we have had experience with attempts in
many other areas to try to formalize procedures and formalize our
rules and regulations in order to provide control and consistency and
the rest, and lo and behold, we find that those procedures get trans-
lated into rights of defendants, rights that must be gone through in
trials and the rest, and I think another concern I would want to ex-
plore very carcfully is whether or not if we set up this type of work-
ing agreement, that there would be a minitrial as to whether or not
we had gone through this entire formal procedure and had followed
every sentence and comma in the statute. That would be of general
concern.

Senator BipEn. Well, thank you very much. I kept you beyond the
point that I said T would. I am sorry.

We will—we have a number of questions, both myself and some of
my colleagues, and we would appreciate the continued cooperation of
the Department in this very troublesome matter.

Tomorrow our witness list will consist of Mr. Lacovara and Judge
Fletcher, and I thank you very much for your time and thank the
agency for its cooperation.

The hearing is recessed until 10 o’clock tomorrow morning.

[Whereupon, at 1:24 p.m., the subcommittee recessed, to reconvene
at 10 a.m., Thursday, March 2, 1978.]



THURSDAY, MARCH 2, 1978

U.S. SENATE,
SUBCOMMITTEE 0N SECRECY AND DISCLOSURE
oF THE SELECT COMMITIEE ON INTELLIGENCE,
Washington, D.C.

The subcommittee came to order, pursuant to recess, at 10 a.m. in
room 1202, Dirksen Senate Office Building, Senator Joseph R. Biden
(chairman of the committee) presiding.

Present: Senator Biden. :

Senator Biexn. The subcommittee will conie to order.

Our first witness today is Mr. Philip A. Lacovara.

Mr. Lacovara, T appreciate your coming today. Without delaying
things any further, T would like to suggest that you begin your state-
ment in any way you would like.

If you would Tather proceed from notes, your entire statcinent will
be put in the record; you proceed in any way that would be most
appropriate.

[The prepared statement of Philip A. Lacovara follows:]

PREPARED STATEMENT oF Promure A, L.acovagra,! FORMER DEPUTY SOLICITOR GEN-
ERAL IN CHARGE OF CRIMINAL AND INTERNAL SecupiTy Casgs Brrorg THE
SUPREME (COURT

INVESTIGATING AND PROSECUTING FEDERAL OFFENSES WHEN
NATIONAL SECURITY INFORMATION MAY BE INVOLVED

March 1, 1978.

I am appearing this morning at the Subcommittee’s invitation to offer my
views on the problems that are encountered in investigating and prosecuting
criminal cases involving national security information. In commenting on
these problems, I draw on my experience in the Department of Justice, where 1
served as Deputy Solicitor General in charge of the government's criminal
and internal security cases before the Supreme Court, and as Counsel to Water-
gate Special Prosecutors Archibald Cox and Leon Jaworski. Several of the
investigations undertaken by the Special Prosecutor’s Office, especially the
investigation of the break-in by several of the White Iouse “Plumbers” at the
office of Daniel Ellsberg's psychiatrist, touched upon these problems. .

1. Relationship between national security and progecutoriel discrelion

The prosecution of a federal offense invaribly involves a continuing series ot
discretionary judgments, beginning with the decision whether to open an in-
vestigation and exteuding through the decision how to deliver the final summa-
tion at the trial. At each stage, concern about *natiopal security” considera-
tions may affect the judgments that are made. I wish to emphasize at the out-
set, that although many abuses have been committed in this country in the
name of “national security”—over a period going back more than thirty years—
the goal of protecting national security is certainly legitimate. Accordingly, it
is no more objectionable for any federal prosecutor, ranging from an Assistant
United States Attorney to the Attorney General, to weigh genuine national se-
curity interests than it i{s for a prosecutor to evaluate the countless other
variables that inform the exercise of prosecutorial discretion.

1 Partner, Hughes, Hubbard, & Reed, Washington, D.C.
(53)
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There are two distinct types of situations in which national secx_n-ity factors
may complicate a federal criminal case. The first involves the risk that the
very initiation of an investigation or a prosecution will compromise some na-
tional secret or intelligence method. For example, the opening of an 1nvest1ga-
tion may destroy the cover of an undercover operative, or may confirm the im-
portance of purloined information. These are inherent risks and are beyond
the scope of my remarks. : .

The second type of impact can come from the disclosure of classified infor-
mation that might be required at a trial. If the information is so sensitive that
the damage to the national interest would exceed the public interest in prose-
cuting the offense, the prosecution would have to be aborted. Apparently, there
have been instances in which anticipated disclosures at a trial were so grave
that even a full investigation of an alleged offense was deemed pointless.

2. Baistence of alternatives to “disclose-or-dismiss” dilemma

‘My objective today is to suggest that the appearance of a national security
feature in a federal investigation or prosecution should not be regarded as a
“stop” sign, but rather as simply a flashing “caution” warning. If the Depart-
ment of Justice proceeds with a little sensitivity and a modicum of imagina-
tion, the involvement of some national security component need not erect an
impassable roadblock to the pursuit of a federal offense that otherwise merits
irivestigation and prosecution. Before any final judgment is made’ that na-
tional security imperatives outweigh the public interest in enforcing the
criminal law, a number of alternatives can be explored to avoid confronting
that ultimate dilemma. . : :

Congress has the responsibility, I submit, to devise procedures and stand-
ards that will reduce the occasions on which officials of the executive branch
must address the dilemma. I have the sense that the government may be abort- -
ing cases prematurely or unnecessarily because of a failure to press the alter-
natives to their fullest, as we did, for example, in the Special Prosecutor’s office
in the Ellsberg break-in prosecution, where defense efforts to use “national se-
curity” threats to stymie the case were beaten in the courts. In addition, when
the close calls have to be made, it is important to identify the official with the
responsibility to weigh the alternatives, and to equip him with some policy
priorities. On each of these issues, the government’s present practice may be
deficient, and there may be room for congressional action.

The need to introduce national security information as evidence in a crimi-
nal trial, and hence the necessity of disclosing it to unauthorized persons, most
obviously arises in espionage prosecutions for alleged transmission or dis-
closure of classified information. As long as the basic elements of the offense
defined by Congress include the element of injury to national security, the
government must place evidence before the jury to establish that element. In
addition, the defendant is entitled to place rebuttal evidence before the jury.
There may be no practical alternative to production of classified evidence in an
espionage case, unless Congress is prepared to take the controversial step of en-
acting an official Secrets Act under which the fact of classification is critical,
not the underlying nature of the information.

Similar problems can arise in numerous contexts other than espionage cases,
and are easier to deal within those other contexts. The most recent example re-
ceiving widespread public attention "was the pléa bargain arranged with~
former Director of Central Intelligence, Richard Helms. In that case, Helms
was under investigation for possible perjury committed in congressional testi--
mony about covert CIA operations abroad. The Justice Department accepted
his plea of nolo contendere to the lesser offense of refusing to testify candidly
before a congressional committee, explaining: “the trial of [his] case would
involve tremendous costs to the United States and might jeopardize national
secrets.” : -

In those criminal cases that require disclosure of classified information, the
prosecutor is faced with the very difficult choice either to drop the case or
jeopardize, to a greater or lesser extent, American national security. As the
Congress develops tighter legal restrictions on our intelligence agencies, cases
presenting this dilemma are likely to occur with increasing frequency. ’

Based upon my experience, the dilemma is often a false one, because on _
close examination much or most classified information is overclassified. Thus,
its disclosure at a trial, if necessary, would not present truly grave risks of
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jeopardizing our military sccurity. The intelligence community resolutely op-
poses any public disclosure of classified information, and that attitude is un-
derstandable because the mission of those agencies is to obtain and maintain
secrets. While I hardly mean to deny the general propriety of protecting the
secrecy of defense information, I do suggest that prosecutors should be
skeptical about the adverse consequences that would allegedly flow from the
disclosure of the limited amount of classified information that might Le neces-
sary to sustain a major prosecution.

The main thrust of my statement, however, is that in many instances it may
not even be necessary to reach the “disclose-or-dismiss” dilemma. I believe that
various substantive and procedural mechanisms can be utilized to pursue
otherwise appropriate prosecutions without jeopardizing the national security. I
would like to devote the rest of my statement to discussion of these possible
mechanisms,

There are two basic approaches to avoidance of the dilemma: {A) reliance
on substantive doctrines of law to obviate the need to produce classified data
at a trial, and (B) use of special procedures to resolve disputed issues withount .
public disclosure of any national security information that must be considered.
Some of these options are currently available; others would take legislative
action. T cannot emphasize too strongly, however, that the decision to restrict
or abort an cotherwise meritorious prosecution should rarely, if ever, be made
until all substantive and procedural alternatives are exhausted, and this may
involve exercise of the government’s right to appeal from adverse decisions
made initially by the trial judge: Sec 18 U.S.C. § 3731.

A. AVOIDANCE OF DILEMMA BY RELIANCE ON PRINCIPLES OF SUBSTANTIVE LAW

On the substantive level, the key Is one of relevancy. A purported risk of dis- .
closure of sensitive information can be avoided if the information is not truly
relevant to any material issue in the trial. In that event, the government need
not produce it, and can counter a defendant’s in terrorem threat to introduce
it by insisting that the information be excluded from evidence. See Rules 401
and 402, Federal Rules of Evidence. The government can insist, for example,
on a precise interpretation of the relevancy of the sensitive information to
the trial. This was the approach taken by the Watergate Special Prosecutor in
United Stetes v. Ehrlichman, 376 F. Supp. 29 (D.D.C. 1874), aff'd, 546 F.2d
010 (D.C. Cir. 1976), cert. denied, 429 U.S. 1120 (1977), the prosecution re-
sulting from the break-in at the office of Daniel Ellsherg’s psychiatrist.

Prior to the return of the indictment in that case, some defense counsel
warned us that they would force into the public trial record the most highly
classified defense information, Thus, they argued, an indictment would be
aimless because we would certainly have to abandon the prosecution rather
than permit the disclosure of the data. It was a worthwhile strategy, but we
concluded we were not faced with any imminent dilemma. We satisfled our-
selres that an indictment was otherwise appropriate and that there were al-
ternatives that could properly neutralize the defense strategy.

After the indictment was returned, the defendants did in fact demand the
rroduction of highly classified files, including nuclear missile targeting plans.
The defendants were seeking to utilize discovery to obtain national security
information in order to support the purported defense that they believed the
break-in was justified by national security concerns. The Special Prosecutor
argued, however, and both District Judge Gesell and the U.8. Court of Appeals
for the District of Columbia Cirenit agreed, that the information sought was
irrelevant because “good faith” motivation was not a valiad defense against the
crime charged, a conspiracy to violate Fourth Amendment rights. Thus the
difficulty of choosing between forfeiting an important criminal prosecution or
disci(;)sing information potentially damaging to our pational security was
avoided.

I suggest that there are a number of other types of cases, where there has
bheen a supposed risk of disclosing secret material, that actually parallel the
Ellsberg break-in case. For example, in a perjury case, it Is highly doubtful
that the defendant is entitled to introduce background information of a classi-
fied nature designed to show what his false answers were designed to con-
ceal. Motive is simply not a material issue in such a case, and the classified
information thus is not relevant at the trial.
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The new Federal Criminal Code expressly recognizes that proposition. Sec-
tion 1345(d) of S. 1437, 95th Cong., as it passed the Senate on January 30,
1978, precludes a defense in a false-statements prosecution that, in a closed
congressional session, a false answer was necessary “to prevent the disclosure of
classified information or to protect the national defense.” This explicit provision,
of course, does not necessarily define the maximum limits of situations in
which a “national security” defense can and should be precluded. Congress
can certainly use its power over the definition of the elements of federal
crimes, and over the permissible defenses to them, to deal more compre-
hensively with this problem.

Another substantive legal doctrine of possible use to avoid disclosure of
classified information is the assertion of a claim of privilege. The Supreme
Court has recognized the validity of an absolute privilege for national security
information in the context of a civil case against the government. See United
States v. Reynolds, 345 U.S. 1, 6-7 (1953). The scope of the government’s right

. to withhold national security information as privileged in a criminal case is
not yet settled. In the Nixon tapes case, the Supreme Court refused to find
the President’s claim of a generalized executive privilege broad enough to
justify withholding the tapes from the Special Prosecutor for use in a criminal
trial, but strongly implied that a privilege claim based on military or diplo-
matic secrecy could prevail in such a situation. United States v. Nizon, 418
U.S. 683, 710-11 (1974).

Turther definition of this “state secrets” privilege is in the hands of the
Congress. The proposed Federal Rules of Evidence originally promulgated by
the Supreme Court included a rule defining a privilege for state secrets, but
Congress found all the proposed rules dealing with privileges unacceptable and
rejected them. In dealing with the problem of disclosure of national security
information in criminal litigation, I suggest it would be advisable for Con-
gress to set specific standards for the scope of a ‘‘state secret” privilege.

In any case in which a court sustains a claim that national security in-
formation is privileged, the problem then posed is to determine the effect of the
privilege on the further progress of the case. The proposed rule of evidence
promulgated by the Supreme Court provided that if a valid claim of privilege
by the government deprived the opposing party of material evidence, it would
be up to the judge to determine what further action was required in the
interests of justice, including striking a witness’s testimony, finding against
the government upon the issue as to which the evidence is relevant, or dis-
missing the action. See 2 J. Weinstein, Evidence ¥ 509 (1977). The proposal
simply restated the flexible discretion possessed by a trial judge. Under the
Federal Rules of Criminal Procedure, for example, a trial judge has an array
of sanctions he can impose in the event the government fails to comply with a
discovery request. See Fed. R. Crim. p. 16(d) (2). But it is vital to note that
dismissal of the case is neither necessary nor likely in most situations in which
information is withheld on the ground of the privilege for state secrets.

The courts, although finding dismissal necessary in some cases following a
valid claim of government privilege, have not held dismissal mandatory in all
cases. In the analogus area of the government’s assertion in a criminal case
that the identity of an informer is privileged, for instance, the Supreme Court
has held that whether disclosure is essential to the continuing viability of the
case depends on “balancing the public interest in protecting the flow of in-
formation against the individual's right to prepare his defense.” Roviaro v.
United States, 353 U.S. 53, 62 (1957). Thus the defendant may not compel
dismissal when the government refuses to disclose the identity of an informer
in the context of determining whether probable cause existed for a search or
arrest, McCray v. Illinois, 386 U.S. 300 (1967), or when the defense to which
the information may be relevant is merely speculative, United States v. Oriega,
471 F.2d 1350 (24 Cir. 1972), cert. denied, 411 U.S. 948 (1973).

Accordingly, when the government makes a legitimate claim that national
security information is privileged, the remedy available to the defendant would
vary depending upon the circumstances of the case. At one end of the scale, for
example, if the defendant’s possible use for the information is totally specula-
tive, the case simply could continue without disclosure. At the other end of
the scale, where the information is central to the question of guilt or in-
nocence and where no other alternative to public disclosure 1s possible, dis-
missal may be necessary. In between, procedures such as instructing the jury
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to assume that the missing information wonld have proved a given proposi-
tion may be possible. Certainly the Department of Justice should press for
some intermediate treatment like that before deciding that the case must be
abandoned. .

This approach illustrates another area in wbich congressional action would
be useful. Congress bas authority to define rules of procednre and to prescribe
a sliding scale of sanctions. It would be useful for Congress to establish a
formal policy that directs the courts to reserve dismissal for instances in
which non-production of classified information poses u substantial threat to a
defendant's due-process right to a fair trial .

B. AVAILABILITY OF PROCEDURES AVOIDING OR RESTRICTING DISCLOSURE

In addition to those substantive bases for avoidiug the disclose-or-dismiss
dilemma, several procedural mechanisms can be used to reconcile the accused's
right to a fair trial with the public interest in maintaining legitimate state
secrets. The most obvious technique to insure protection of classified informa-
tion during criminal litigation is the in camera proceeding.

I readily acknowledge a well-founded abhorrence for secret trials. The Sixth
Amendment to the Coostitution expressly guarantees the accused the right
to a public trial, The courts have long recognized, however, that the right of a
criminal defendant to a public trial, or even to be present at certain kinds of
hearings, is not absolute or all-embracing. Recognizing the competing interests
at stake, the Supreme Court has already indicated that in the area of elec-
tronie surveillance conducted for national security purposes, a court properly
may determine in an in camcrae, ex paric proceeding swhether the electronie
surveillance was lawful, Giordano v. United States, 304 U.S, 310, 314 (1969)
{Stewart, J., concurring}. or whether the defendant has standing to challenge
the surveillance, Taglianctti v. United States, 394 U.S. 316, 317-18 (1869} (per
curiam). The same type of proceeding is also permissible to determine the
relevancy of material sought from the government by a criminal defendant
through discovery procedures. Sce United States ez rel. Williams v. Dution,
431 F. 2d 70, 71 (5th Cir. 1970).

Pursuing these principles, it would be possible, in many criminal cases in-
volving classified information, to have the court act in camera to decide pre-
liminary issues, including discovery requests and admissibility of evidence, that
involve the risk of disclosure. This was precisely the approach upheld by the
United States Court of Appeals for the Eighth Circuit in United Stules v.
Rass, 472 F. 24 207, 211 (8th Cir.), cert. denied, 412 U.S. 028 (1973), a criminal
prosecution for making fraudulent statements with respect to parts supplied by
a subcontractor to an Air Force contractor. The court of appeals approved the
lower court’s in camcrae inspection of the contract to determine whether por-
tions of the contract that were deleted by the government as involving confi-
dential military secrets were exculpatory or otherwise relevant to the trial.

Iu other cases involving the risk of disclosure of sensitive information, the
use of limited in cumera procedures, allowing either defeuse counsel alone or
defense counsel and the defendant to be present, may be sufficient to protect
the information while respecting the defendant’s rights. To illustrate, the courts
have approved the exclusion of both the public and the defendant from limited
segments of criminal hearings in order to protect the confidentiality of the “hi-
jacker profile” developed by the Federal Aviation Administration. See United
States v. Bell, 464 F. 24 667, 670 (24 Cir.), cert. denied, 409 U.S. 951 {1972).
The public has been excluded from portions of a trial in order to preserve the
confidentiality of undercover narcotics agents. See United States cz rel. Lloyd
v. Vincent, 520 F. 2d 1272, 1274 (24 Cir.), ceri. deniced, 423 U.S. 937 (1975).
This type of procedure is ideally suited for cases in which the defendant is a
present or former official who probably had prior personal access to the in-
formation. Tn that situnation, there is a minimal incremental risk from expos-
ing the sensitive information to the defendant or his counsel. Even in other
cases, the use of in camerc hearings on preliminary questions of admissibility
of evidence, coupled with carefully designed protective orders, could greatly
reduce the potential harm of general public disclosure of sensitive information.

The problems I have just discussed involve production of information that
may be classifled, especially information from the government’'s own files.
There is a distinct problem, however, where the defendant himsclf threatens
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to disclose classified information during his trial—or at least is in a position
" to do so. It is my view that if the information is not otherwise relevant, the
trial judge may properly forbid the defendant’s testimony about it.
We are generally loathe to muzzle a defendant testifying on his own behalf,
" but even the defendant is bound by the rules of law governing the conduct of
a criminal trial, including the rules of relevancy. My view on this problem is
supported, I believe, by decisions like that of the District of Columbia Circuit
in United States v. Gorham, 523 F. 2d 1088 (D.C. Cir. 1975). In that case, a
- piece of potential evidence, a note signed by a prison official during a prison
uprising stating that none of the prisoners would be prosecuted, was held to
be irrelevant. The defendants argued, however, that it should be admitted as
evidence so that the jurors might use it in order to reach a verdict based on
their “consciences” rather than on the law. Although a jury has the power to
render a verdict at odds with the evidence and the law, the courts held that
the defendant does not have a right to present to the jury any evidence solely
relevant for the purpose of inducing such an extra-legal verdict. 523 F. 2d at
1097-98. Further analogous support is furnished by the unanimous position of
the federal courts that a defendant has no right to an instruction to the jury
that it may render such a verdict. See, e.g., United States v. Dougherty, 473
F. 24 1113, 1130-37 (D.C. Cir. 1972).

By similar reasoning, a defendant in a trial involving national security in-
formation could be ordered not to testify about sensitive information that has
been held to be irrelevant or privileged by the judge, even though the testi-
mony conceivably could have a beneficial “extra-legal” effect on the jury for
the defendant. The proper place to rely on such information, if it tends to’
mitigate the accused’s acts, would be during sentencing, where the judge can
receive it in camera and evaluate its significance for purposes of fashioning
the appropriate sentence. ' )

All of these procedural devices would be more effective if Congress required
that the proposed disclosure of classified information by the defense be made
the subject of pre-trial notice and hearing. Rules 12.1 and 12.2 of the Federal
Rules of Criminal Procedure contain somewhat similar directives. Under Rule
12.1, a defendant who intends to rely on an alibi defense must, upon demand
by the government, provided pre-trial notice of that intent and must supply de-
tails of the circumstances and supporting witnesses. The Supreme Court has
upheld such rules against constitutional attack. See Williams v. Florida, 399
U.S. 78 (1970). Under Rule 12.2, a defendant who may wish to rest on an in-
sanity defense must provide similar notice and information. Creation of a
comparable rule where the defense intends to use classified information would
greatly facilitate the informed handling of those cases.

Furthermore, an additional procedure should be designed to lay out the
ground rules for the trial before it begins. This would give the government the
opportunity to decide, before a jury is empaneled and jeopardy attaches,
whether any required disclosures outweigh the public interest in proceeding,
whether protective procedures are adequate, and whether .interlocutory appeals
from trial court rulings are in order. See 18 U.S.C. § 3731. The special statutory
procedures for screening evidence derived from electronic surveillance, 18
U.S.C. §§2518 (9) and (10), 3504, statements of government witnesses, 18
U.S.C. §3500, and confessions, 18 U.S.C. § 3501, provide ample precedents for
. creation of procedures dealing with the use of national security information
in criminal cases. '

3. Resolving the dilemma: Who dccides?

Before closing, I also would like to address the problems that arise from the
potential conflict in authority between the Attorney General and the Director
of Central Intelligence. Each of them may lay a plausible claim to final au-
- thority over the decision whether or not to prosecute an offense when the
trial may involve disclosure of national security information.

At the outset, it is important to recognize that the power to prosecute and
the related power to decide not to prosecute are vested solely in the Executive
Branch of the government, and its decisions are not generally reviewable by
the co-ordinate branches. Confiscation Cases, 74 U.S. (7 Wall.) 454 (1869) ;
United States v. Coz, 342 F. 2d 167 (5th Cir.), cert. denied, 381 U.S. 935
(1965) ; United States v. Cowan, 524 F. 24 504 (5th Cir. 1975), cert. denied,
425 U.S. 971 (1976). In all but the most unusual circumstances, this Executive
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power to prosecute—or not to prosecute—Iis exercised by the Attorney General
through his subordinates in the Department of Justice. Sce, eg. 28 U.B.C.
§§ 515, 516. Compare United Staies v. Niwon, 418 U.8. 683 {1074).

Congress has specifically provided in 28 U.8.C. §535(a) that the Attoruey
General has the authority to investigate violations of the federal criminal code
by government employees. o underscore this responsibility, agency heads are
directed to report “expeditiously” to the Attorney General any information con-
cerning criminal misconduct by government employees. 28 U.S.C. §535(b}. Thus,
the heads of other agencies are not normally free to decide whether their
subordinates should be prosecuted for apparent vioclations of the law.

Congress, however, has given the Director of Central Jutelligence the statu-
tory responsibility to protect intelligence sources and methods from unauthor-
ized disclosure. National Security Act of 1947, 50 U.S.C. § 403y, In specific cases,
the Director may view this responsibility as conflicting with the Attorney
General's authority to investigate and prosecute criminal violations because
the prosecution could result in a disclosure of intelligence sources or methods.

As this Subcommittee is aware, this is not a hypotbetical problem. In
another fornm? I bave testified—critically—about the issues raised by a 1954
understanding between the Justice Department and the CIA under which the
CIA was ceded the authority to investigate misconduct by its own employees.
The Agency apparently has effectively blocked proseccutions by the Department
of Justice of both government and non government employees by simply “stone-
walling” and refusing to allow the Justice Department access to the relevant
information.

It would be worthwhile for the Congress to resolve this conflict and pre-
vent future stalemates concerning the advisability of pursuing prosecutions that
might lead to disclosure of government secrets. In my opinion, since the
exercise.of the Article IT powers of the Executive Branch are involved, the
proper disposition of this problem’ would be to provide for procedures under
which the primary responsibility for a decision whether to prosecute would
rest with the Attorney General, subject to the DCI's right to appeal to the
President. It is the President who is, after all, both commander-in-chief and
 chief law enforcement officer. If the Attorney General and the Director of
Central Intelligence cannot agree, the matter is presumably important enough
to call for Presidential resolution.

4. Conclusion

The problems under consideration by the Subcommittee in these hearings
can never be totally eliminated. In order to continue to protect the rights of
the individual defendant as well as the collective security of the nation, cases
will arise requiring the almost imponderable choice between enforcing the rule
of law and protecting some aspect of natlopal security. Yet throogh the
imaginative and diligent pursuit of alternatives lke those I have suggested,
it will often be possible to avold grasping either horn of the disclose-or-dismiss
dilemma. And perhaps when disclosure seems inevitable, it may not really
portend national defense.

STATEMENT OF PEILIP A. LACOVARA, FORMER DEPUTY SOLICITOR
GENERAL IN CHARGE OF CRIMINAL AND INTERNAL SECURITY
CASES BEFORE THE SUPREME COURT AND FORMER COUNSEL TO
WATERGATE SPECIAL PROSECUTORS ARCHIBALD COX AND LEON
JAWORSKI

Mr. Lacovara. Thank you kindly, Mr. Chairman.

Since I have made my statement available to the subcommittee, I
do not see any reason to read it in full.

I would summarize some of the points, but before summarizing
what T described in my statement, I would like to react to some of

2 Statement, “Prosecutorial Agreements Between ‘the Department of Justice and Other
Federal Agencies,” hefore the House Government Operations Subcomm, on Government
Information and Individual Rights, July 28, 1875.
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the testimony that was presented yesterday by Admiral Turner, As-
sistant Attorney General Civiletti, and Mr. Keuch.

Senator Bmen. Before you do, let me make one thing clear. I am
very anxious to hear all that you have to say, and I did not mean
to imply by not reading your statement you should in any way rush
your testimony.

I have as much time as you are willing to give to this committee.
You have a great deal of experience, and I believe that you can shed
some light and give us some of your wisdom, so please take as much
time as you think is warranted.

Mr. Lacovara. Thank you, Senator.

There was no misunderstanding on my part, I appreciate that
assurance.

The testimony given yesterday seemed to me to underestimate the

scope and depth of the problem.

T was a little surprised by it. I think some of the acknowledge-
ments made by the other witnesses and the findings of the subcom-
mittee staff, and indeed the hypotheticals that the subcommittee staff
have drafted, illustrate some of the problems. I want to underscore
my view that there is a serious problem in attempting to deal with
criminal conduct, when national security concerns are somewhat in
the picture.

When I was listening to the witnesses who testified yesterday, I
found it impossible to avoid thinking of the James Bond character
in the Tan Flemming novels. :

As you may know, Agent 007 supposedly had a license to kill, but
I think the testimony and the findings of the subcommittee staff, as
well as my observations, support the judgment that the situation in
real life is even more sweeping that Ian Flemming wrote in his
fictional novels. What we have seen described, and what I believe to
be the case, is a situation in which people who are somehow connected
with intelligence information, whether they are themselves intel-
ligence officers, or otherwise involved with national security opera-
tions, have by virtual immunity from prosecution—something like
a license not only to kill, but to lie, steal, cheat, and spy. The situa-
tion, I think, is one that does not properly permit us to be sanguine
about it, and to say this is really a hopeless dilemma but there 1s not
very much that can be done about it.

T do not think the dilemma is hopeless, and I certainly think that
if the subcommittee and the witnesses yesterday conciude that noth-
ing can be done, we all ought to go home.

One of the other impressions I had from the witnesses yesterday
and from my general experience in this area, is that the concern about
damaging national security by proceeding with investigation of
prosecution may be terribly shortsighted.

There were references made by members of the subcommittee, and
by the witnesses to damage assessments that describe the potential
impact from proceeding with particular investigations and prosecu-
tions.

T have no doubt that in many potential investigations or prosecu-
tions, there could be grave lmpact on intelligence sources and
methods, and other kinds of policy considerations, 1f certain informa-
tion is surfaced.
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It seems to me though that the problem that is present is one of in-
ability to see the forest for the trees. As-all of the witnesses acknowl-
edged yesterday, and as the subcommittee staff has found, and as the
statements of the members of the subcommittee acknowledged, there
is virtually no effective deterrent against either leaking or against
committing other kinds of crimes as long as one has access to na-
tional security information which is either at the core of his mis-
conduct, or somehow peripherally involved, so that the malefactor
can threaten to force its disclosure if some proceedings are instituted.

1 say this reflects inability to see the forest for the trees, because
in my judgment, speaking abstractly now at least, it might be much
more protective of our national security for the intelligence com-
munity and the Department of Justice to say in one case or another,
“we have got to swallow hard, and absorb the damage that will be
done, assuming there is no way to avoid that damage. That is another
subject in my statement, but to swallow hard to absorb the damage,
in order to show people that they do not have a license to lie, cheat,
“steal, spy, and kill, that the involvement of national security infor-
mation does not provide immunity against Federal investigation and
prosecution.

Now, that is a kind of discipline, or an exercise of the will that
legislation cannot enforce, but my suggestion is that the committes
in its oversight function might very well urge that in balancing na-
tional security considerations against the objective of enforcing the
criminal law in a particular case, there should be a more broad
range assessment made. The balance is not simply between investigat-
ing and prosecuting this offense, and the impact on the national
security from the disclosure of the information, the very fact of pro-
ceeding might very well have a theraputic impact that would be
beneficial in protecting our national security, and would at least
demonstrate there is a credible deterrent out there.

" Tt is very much like the Strategic Air Command; if nobody be-
lieves it is usable, it is pointless.

Senator Bmen. Yesterday I asked that question whether we might
not do more harm long range to the national security by failing to
jeopardize national security in a specific instance, and I assume your
answer 1s yes.

We are doing, or at least we are potentially doing more harm to
national security by not swallowing harder, and absorbing the loss
the individual case will cause. In the long run, there is a therapeutic
cffect in letting people that damage our Government know that they
may very well be prosccuted even if it means we have to suffer. Is
that what your position is?

Mr. Lacovara. That is exactly my position.

I think it applies with special force to people inside the Govern-
ment who, as some of the testimony indicated, are at least a sub-
stantial portion of the problem that the subcommittee is considering.

" That is the traditional leak situation, or even the deliberate com-
plicity in espionage.

I do want to underscore that my concerns, and I believe the sub-
committee’s concerns, go beyond just the question of leaks of classi-
fied information, or espionage. What we have seen, and what the
subcommittee’s hypotheticals suggest is that there are other kinds of
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crime that are not themselves in any way related to national defense
information, that are somehow coated with virtual immunity,
because the would-be defendant is in the intelligence community, or
because he is somehow affiliated with the intelligence community or
some Intelligence operation. The problems are somewhat different,
but T think it should be no less consoling to us that bribery, perjury,
-extortion, or murder, not to mention major narcotic snnlgghpg, may
be placed beyond the reach of Federal criminal investigation and
prosecution.solely because of the involvement of some national se-
curity component. .

My principal thesis, though, in my testimony, Senator, is that the
dilemma that we have been talking about may not be quite as in-
evitable or as insoluble as it has been regarded in the past.

I say it may not be as inevitable as some of the witnesses suggest for
this reason: Looking at the so-called eleven questions as an illustra-
tion of the way the process currently works, one of the questions
that is put, question nine, asks whether the agency requesting an in-
vestigation is prepared to declassify all of the information relating
to the transaction or the event.. : .

The intelligence community, since this is its mission, is essentially
unwilling to disclose information. )
~ Its job. as I described in my statement, is to obtain and maintain
secrets. Therefore, there is a natural tendency to tilt in favor of
nondisclosure, so it is predictable as a bureaucratic .matter, that
when a question is asked on Monday afternoon, are you prepared
to declassify all of the information that may somehow be relevant
to this investigation. the intelligence agency is likely to reply Tues-
day morning, “no, thank you.”

That seems to frame the issue very artificially. :

As I suggest in my testimony. the preparation of a damage assess-
ment at that point, and a prediction that if all of the information
were to be disclosed, there would be .grave injury to our national
security, is in my view a false approach to the problem. There is no
way to predict on that Monday afternoon or that Tuesday morning,
what information, if any will actually have to be declassified or
made available to the public, nor.is it possible, T suggest, in most
instances for the intelligence community to make a trulv intellicent
decision, what the damage would be, from the release of that infor-
mation, when the release will not in any event come until months
or years down the road. . N

Senator Bmex. You were with the Justice Department prior to
your special prosecutor assignment, is that correct?

Mr. Lacovara. Yes, sir.

Senator Bmex. Did you deal with this area at all in your capacity
at the Justice Department ? '

Mr. Lacovara. Yes, sir, Mr. Chairman.

My position was Deputy Solicitor General of the United States
in charge of the Government’s criminal and internal security cases in
the Supreme Court.

As you may know, the Solicitor Gereral controls the Supreme
Court litigation, and reviews lower court cases that were decided
against the Government. Within my areas of responsibility, in the
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period that I served in that position, came for example, the Ellsberg
case, the prosecution in California which was dismissed because of
Government misconduct and nondisclosure about operation of the
“Plumbers,” but I did have contact with ]

Scnator Bivex. But at what stage would you have gotten into the
process, when it is already in the courts?

Mr. Lacovara. Yes; my function at that time involved the cases
that were already in court, so that my familiarity at that time with
the process of deciding whether to proceed with the investigation
and prosecution was very small. Tt was just based on conversations
with the operating level people in the Justice Department.

Senator Bioex. The reason that I pursue that, 1s to find out what
runs through the minds of those who are making the decision.

I tried to pursue this yesterday. Does the person charged with the
responsibility of sending out that questionnaire, when you referred
to the eleven questions, 1s that a very routine matter, or are all cases
treated with some degree of importance? Or is it herc just another
case? Unless we read about it, unless it received a lot of publicity
from the paper, and unless there is a lot of flap within the adminis-
tration, are the eleven questions sent fo the intelligence community, and
the intelligence community routinely then says, no, we do not want
it declassified, and sent back, is that it, is that practically how it
works?

Mr, Lacovara. My impression, is yes, Senator, but I have to
acknowledge that I never dealt on the line with the eleven questions.

When I actually encountered these problems in an operating level
capacity, it was when I was in the Special Proscentor’s Office; we
did not use the same approach in dealing with the intelligence
agency.

Senator Bipex. On things that had arisen to a level exposure?

Mr. Lacovara. It was already rather evident that we were going
to press forward.

T do want to emphasize, though, that we were conscious of the
fact that, although we were prosecutors, we were also essentially
public officials, and American citizens. I can assure you that my
responsibility for some of the legal and policy questions convinced
me that there might very well come a stage in our prosecutions, in-
cluding the investigation or prosecution of the “Plumbers” activities
and at one point even in the Watergate investigation, that the in-
vestigation or prosecution might have to be fobbed off, if in fact
continued efforts on our behalf would jeopardize our national se-
curity. I was sensitive to that problem, and so were other people in
the office.

We did regard it as a Jegitimate factor to consider in the exercise
of discretion. The judgment that we made, and this, I think, is not
as often made by the Department of Justice, is that it was not
necessary to throw up onr hands in frustration at the first intima-
tion of a national security problem. I described that in somewhat
more defail in my statement, but that is the essential approach that
I followed. But T shonld say that, responding as directly as T can
to-vonr question, prosecutors ave interested in making cases, they
are interested in making major cases as easily as possible.
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Therefore, to the extent that it appears that there are going to
be significant roadblocks in the way of actually getting from the
beginning of the process to obtaining conviction, prosecutors natur-
ally tend to regard that kind of case as being less worthy of their
time and attention.

Over the years, my impression has been that people in this area
have beén frustrated often enough by the lack of cooperation from
the intelligence agency, and refusal to declassify, or at least to give
blanket assurance of prospective declassification. There is, I would
say, something approaching an antipathy toward proceeding with
these investigations. That 1s not to say the Justice Department is
reluctant to handle them, I do not think that is the case, nor do I
think that where an apparent incident of misconduct appears to be
of major import, that there would not be especially diligent effort.
But the human psychology, or the inclination, or the tendency, I
think cannot be ignored here.

We are talking about real living people who make decisions, and
not abstract theoretical items.

Senator Bmex., What do you think of the idea we suggested
yesterday, and was rejected by both Justice and intelligence com-
munity representatives, that there be a special board of people to
whom all such cases would be referred, and the decision to proceed
or not to proceed would be made with some greater degree of uni-
formity by this committee, by this particular group of persons?

This has been suggested to us, to the commaittee, to the committee
staff, and is one which we would like to pursue in terms of deter-
mining whether or not it is workable. What do you think of that
idea? ’

Mr. Lacovara. I was intrigued by the idea when it was suggested
vesterday. i ' .

I had not thought about it earlier, and I must say my own initial
reaction is negative.

T think it would probably be unwise to diffuse the responsibilities.
still further. As I described in the statement, the Attorney General
has primary responsibility for enforcing the law.

That means not just enforcing the criminal law, but also protect-
ing .the national security under those statutes and the Executive
orders which are designed to preserve national security information.
So in my judgment, the Attorney General already has comprehensive
responsibility in this area, and the Director of the Central Intelli-
gence Agency, under the statute and/or Executive orders has a more
narrow and more sharply defined responsibility.

Admiral Turner acknowledged yesterday, as I understood it, that
in the event the two of them disagree, the Attorney General may
make a decision in light of all of the factors, balancing the national
interest in enforcement of the law, and the national interest in
preserving the national security, and in the event there was some
disagreement, the Director could appeal to the President.

T think that this is the best system and it would not be desirable
to diffuse or merge those.

Senator Bmen. If I could pursue this a little bit more, my con-

cern as it develops here is not so much for the celebrated cases not
being resolved properly.
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The celebrated cases, whether they become public knowledge or
not, are the ones that are widely known within the Agency and/or
the Justice Departinent, and I have confidence that the Attorney
General, whoever he or she will be, in concert with Director of the
Central Tntelligence Agency, with the President as the final arbiter,
will make a decision, if the present system is the best vehicle to make
that decision.

It may not make the right decision, but quite frankly, I cannot
think of a way to institutionalize proper decisionmaking.

I have not figured that one out yet, but I am concerned about the
case that for whatever the reason—either the lack of input of a
person who has engaged in the espionage, ov the leak, or the lack of
public notice that it has received—ends up as morc of a routine case,
and ends up being checked off the list by number nine. I know my-
self—you are a prosecutor, I was a defense attorney—and I know
the best thing I could do for my client, and I never had to handle a
national security case or defense, but the best thing I could do in
a major criminal trial was to impress on the U.S. Attorney General,
the Deputy Attorney General and/or the attorney general of my
State, and/or the city solicitor, whomever, that this will be a difficult
case. There were going to be serious roadblocks, also that it would
be very time consuming. I was prepared to insist upon certain
motions. 1 was going to take a certain course of action, none of
which were frivolous, but might have escaped the attention of the
prosecutor, and I now will take the time to point it out.

The end result of that, whether it is right or wrong, human nature
being what it is, the U.S. attorney, or the attorney general of my
State, who has 20 other cases also to prosecute simultancously, says,
well, if T go with this client T am in for a 3-week trial, that will
probably be appealed and I do not know if I can nail him in the
first place, and I have got these two murder cases, one rape case, and
a bribery case which could be pursued, and it looks like a clear road.
They call in Biden, and they say, is your client ready to plea
bargain?

Those of our fellow citizens who are not attorneys, sometimes view
that as somchow u bad thing, but it is part of the criminal justice
system, and I do not think it is a bad thing necessarily. =

The only bad thing is we do not have enough prosceutors. Even
in these cases my concern is that, and I am not at all married to
the idea of an institutionalized board or group of persons, but ad-
ministratively, there should be something that can be done within
the administration to see to it that the prosecution is not quashed
before it really is looked into, before it really has a chance to be
investigated. Again, I want to make this clear for the record, I do
not believe for a moment that in any of the cases, not many cases
all told. roughly, arcund 50, that the staff has looked into, that therc
was a deliberate intention on cither the part of the Agency and/or
the Justice Department to protect anyone in the sense that they did
not want, to take the chance. that they did not want to move, or the
laxity on their part, that they just did not feel like doing it. My
concern is that there is a developed routine that it is accepted which
‘makes it very difficult to prove a leak case, to get a prosccution; or
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that it is going to be like pulling teeth with the agency to get the
information we want—they will give us everything we ask for, but
we are not even sure what we should ask for, and that will only
develop as the case develops. There is a tendency to say .let us move
on to things that we can do. If we come up with nothing more, I
think we can come up with more, but I tend to be an optimist, 1f
we could come up with nothing more out of the extensive work the
staff has done, and the hearings and the follow up hearings we
have had, if we came out with nothing more than a reasonable sug-
gestion that was embraced by the executive branch to administra-
tively streamline these cases, I think we would. have made a major
accomplishment. I am concerned that it is a combination of inertia,
inadvertance, or lack of time, that some cases that might very well
be able to be pursued without seriously jeopardizing our security.
But they tend to fall by the board, because as you said, the view of
the Agency is to say we do not want to disclose, and the tendency
on the part of the Department is when they hear, that they do not
want to disclose, to say, this will be tough, so that is why I ob-
viously, why T raise the issue, can we in any way administratively
streamline process, the initial process of where you decide to-pro-
ceed or cease to proceed.

Mr. Lacovara. Let me react to that, Senator. -

You obviously put your finger on what is probably the most per-
vasive problem in the administration of criminal justice, and that
is, how to regularize. and rationalize the exercise of prosecutorial
discretion. o - :

The factors.that a prosecutor considers in deciding whether he
wants to go forward with a case are legion, and some of them we
have talked about, including the complexity of investigation, the
likelihood of success, and the competing caseload he has.

We are talking here about one particular type.of problem that a
prosecutor confronts, the camplication to his investigation because
of the national security components.

It seems to me that there are two ways you can deal with the
effects of that factor. One of -them is, as you suggest, to streamline
the process so that there is not as much motivation for a prosecutor
to appear reluctant to go forward. If it looks as if the difficulty he
will encounter in proceeding with the investigation will be smaller,
he will have a correspondenly greater incentive to go forward. So I
think it is certainly desirable to do what you suggest, and that is
to try to improve the relationship between the Department of Jus-
tice and the intelligence agencies to break down some of those bar-
riers, or at least some of those are relatively imposing hurdles.

It can be done, I think not only by encouraging executive action,
but also by doing what I suggested in my statement: establishing
:s[on}lle procedures or policy priorities. That can be done legislatively,

think. : : '

That gets me to the second approach that can be taken to deal
with vour problem, and that is establishing a procedure for institu-
tionalizing the decisionmaking. .

It would not be foolproof, but it might very well be an improve-
ment over the present system to provide that the decision not to
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proceed in cases because of some national security complication must
be made at a particular level in the Department of Justice.

There are already Executive policy directives and a few statu-
tory requirements that certain decisions be made at senior ‘manage-
ment levels, and T would think that it would be feasible to require
that a “no prosecntion” decision not become final unless and until
that decision or recommendation is reported to the Assistant Attor-
ney General or the Deputy Attorney General and approved for over-
all reasonableness. So I think that there are two ways to solve the
problent; one is to break down the disincentives to proceeding, and
the other is to restructure the decisionmaking process.

Senator Bmex. We need that restrncturing right now. When a
damage assessment is done by the agency on a case, whether it Is
the hypothetical narcotics trafficking, muvder, or the hypothetical
case where there is the actual sale or the blackmail of military of-
ficers selling secrets to an enemy agent, when that damage assess-
ment is written, it indicates what transpires to the best of the knowl-
edge of the agency, and then it says just what its title indicates—a
damaging assessment, how much damage was done. What it does
not do is follow up, and I do not believe the Justice Department
follows up on why the prosecution has not gone forward. :

Tf we require ihat in all onr national security cases there be a
written assessment, a rationale as to why we did not proceed—ob-
viously that would be classified—it might very well require the
prosccutor and the agency to go the step beyond where we both are
saying they do not now go, not because of any intention to thwart
the law buf because of defense tactics. Maybe we could do it that way.

Mr. Lacovara. Well, that is one of the kinds of procedures that
T would recommend. Tt is analogous to something that T have recom-
mended to this committec and several others recently in connection
with the proposed Foreign Intelligence Surveillance Act.

My strong endorsement for a warrant system is based not-so much
on the notion that judges are necessarily more protective of civil
liberties than any one else. The process of requiring someone in the
Execntive branch who wants to make a decision to promote national
security in some way to write that out in a way that would not
only make & written record of it for someone to examine later but
would justify it in a rational step-by-step way would have a very
beneficial impact. :

Tt forces people to think through what they are doing, and a lot
of times instinctive judgments that are made just will not with-
stand analysis when a person begins to try to explain why he is
doing something. T suggested in my testimony on the surveillance
bills that a lot of abuses or a lot of irrational actions or unsupport-
able efforts could be filtered out by requiring people to write things
out and suhmit them for review. and I think that same process would
be useful here. just to articulate the reasons why a prosecution is
being aborted because of some national security concern.

I think a system that requires that conld be defined, the factors
that should be considered and addressed, and they should be listed,
and T think that it would make the process more rational and cer-
tainly would dovetail with the approach I have recommended that
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people not just throw up their hands whenever there is some national
security factor here but really think through what the consequences:’
are.

Senator Bmewn. I like that idea, because I think it responds to
human nature. _ '

In all of our individual experience, if any of us have had to distill
to writing what our rationale was for the argument with our wife,
or the rationale as to why we took the position we took initially be-
flore the U.S. Senate, it forces you to review the matter with more-.
clarity.

Mr. Lacovara. That is exactly my point. :

Senator Bipen. And I think that 1s a very, very good point, a very
constructive point.

Why don’t you move on to the other major points. :

I am sorry to have interrupted so much, but I think that your.
testimony is very helpful to us. I hope that you do not mind when
we hit upon a point pursuing it at that time.

Mr. Lacovara. Senator, one of the first things I learned as a
courtroom lawyer—and this is a somewhat analogous situation—is:
that when the judge leans across the bench and asks a question, that
is the teaching moment; and if he has some interest do not say, “I
will get to that later,” but respond immediately. So I am perfectly
delighted: that you have some questions, and I am prepared to re-
spond at any time. . :

The major thrust of my statement, Senator, is what I described
in our colloquy: The dilemma that I characterized as the disclosure-
of-dismiss dilemma often can be avoided. ‘ ) : :

It can be avoided through several different mechanisms, and I
think some of the hypotheticals that the staffi Las drafted really~
underscore the point.

The hypothetical involving the possible murder investigation

Senator BmeN. For the record, when the people read this portion,
let us review the hypothetical. It was one where a military officer was
blackmailed into giving secrets to an enemy agent, learns that the
source of his problem is his paramour, and eliminates his paramour
and kills his paramour. -

Now, that is the murder case you are referring to? '

Mr. Lacovara. Yes; Senator; the hypothetical states that any ef-
fort to proceed with the investigation or prosecution would of
necessity require surfacing our double agent who led us to the
information that the paramour was an enemy agent.

Now, there was a reference yesterddy to a similarity between these
hypotheticals and law school hypotheticals where we are normally
restricted to the facts as given to us to be assumed. But my conten-
tion is that it is in no real sense inevitable and, indeed, might not
even be likely that proceeding with that murder prosecution ‘would
Involve the assumption stated in the hypothetical, namely the basic
assumption that the double agent would have to be surfaced.

The reason is that the character or the employment of the victim
is'normally quite irrelevant in a murder prosecution, and the rule of
relevancy, I will suggest, is the major approach to piercing the horns
of the dilemma that is often referred to in this area. If the informa-
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tion that is classified is not relevant to the issues in a trial, there is
a substantial basis for resisting its disclosure.

We have talked about due process rights, talked about sixth
amendment rights to a public trial. All of those, however, assume
that the evidence or the information which there are reasons not to
disclose in the name of protecting the national security would some-
how have to come out as part of the fair trial, or public trial. That
is not inevitable in many situations, particularly where we are deal-
ing outside of the area of what we call classical espionage.

Murder cases are perhaps the most vivid illustration, but some of
the other hypotheticals, ltke narcotics smuggling, involve situations
in which the full background of the participants, or the ultimate
source of the tips that lead to the raid that seized the narcotics is
probably not relevant. These illustrate other areas in which it is
entirely reasonable to project that there will never be a dilemma in
producing the information publicly.

Senator BpEx. In the case of the murder, in the hypotheticsl, for
purposes of the hypothetical, we would assume that the defendant
would move for the discovery of information that the prosccutors
had, or maybe even argued, over an affirmative defense, that the
killing was in the line of duty. It was an enemy agent that was being
eliminated, and therefore produced that evidence.

Mr. Lacovara. Yes; that is the routine demand for national se-
curity information, which is becoming quite fashionable in just about
.every prosecution. .

To digress in slightly, Senator, you may recall back in 1969, 1
believe it was, the §uprcme Court ruled in the Alderman case that
a person overheard on an illegal electronic surveillance would have
the right to litigate whether or not his prosecution was tainted by
that illegal electronic surveillance.

The surveillances in question were for intelligence purposes and
the intelligence agencies, and the Justice Department agreed that
those prosccutions wonld have to be abandoned, rather than disclose
the information. It became routine in virtually every kind of crimi-
nal case for a defense counsel to demand that the Executive Branch
search all its intelligence files to see whether the defendant had ever
been overheard in any electronic surveillance including telephone
calls to foreign embassies, and the like, that might be subject to
surveillance. This came up in credit card fraud cases, securities fraud
cases, where there was no conceivable electronic surveillance likely
to have been involved in the prosecution. ’

Congress finally responded to the problem by passing a special
statute to deal with these demands. The point T am making is that
it became fashionable, briefly, to make routine demands about file
searches, to see whether a person has been subjected to national se-
«curity surveillances.

Congress dealt with that problem effectively. Now it is becoming
fashionable to attempt to require the production of classified infor-
‘mation at any time anyone is somehow connected with the intelli-
‘gence community.

The FBI break-in cases in New York, and the would-be prosecu-
tion of Director Helms are cases in point.
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. My strong. recommendation to the subcommittee is that it consider
the approach that we took in the Special Prosecutor’s office in deal-
ing with exactly-that kind of problem. . :

- As T described in my statement we were told by counsel before
we indicted in the Ellsberg break-in case that we would never be

“able to maintain a successful prosecution because the defense would
subpena classified information, which we as responsible public offi-
cials could not allow to be placed in the public record.

They exercised their subpena rights, they demanded pretrial dis-
covery, but the approach we took, was to say this is not relevant,
whether or not Mr. Ellsberg had access to highly classified infor-

- mation, we can assume that that is the case.

It is simply not a defense to a charge that his psychiatrist’s Fourth
Amendment rights were criminally violated by breaking into his
office, that the people who orchestrated that burglary were concerned
about national security. It is not a legal defense. In that position
we resisted in the discovery, we were sustained, and Judge Gesell
said the information did not have to be produced, the Court of Ap-
peals affirmed that result, and the Supreme Court denied further
review. . :

It is precisely what should happen, Senator, and what is very
likely to happen in actual court room proceedings in the hypothetical.

If the defendant wanted to say, I insist on showing the character
of the victim, and in order to show the character, I will insist that
you provide for me all information in your intelligence files that
would show that she was in fact a double agent or a §py, that infor-
mation would be excludable from evidence because it is not relevant
to a murder case. Therefore, the agency would never be faced with
a decision whether to surface that double agent. .

Senator Bmen. I did not know this, it is a very good point.

One of these counter arguments offered by the members of the
intelligence community is that they cannot count upon the judge
properly exercising discretion or having a tendency to very broadly
interpret relevancy. I think that the counter argument to that is to
assume that if the lower court judge rules that it is relevant and
-allows it in, the option exists at that point to drop the case.:

Mr. Lacovara. That is exactly right. That is why I started out
saying the dilemma is addressed as imminent when in fact it is not.
- It is addressed prematurely, and as I said in my statement, even
today there are appeal rights for the government. Even the initial
decision by the district judge to order its production does nét require
‘that it be produced the next day. - '

- The Government has the option then to discontinue the prosecu-
tion, and also has the option to appeal. ~ '

What I suggested in my testimony as the basis for legislative ac-
tion, would be the establishment of procedures similar to those that
-are currently provided for in our rules for pretrial notification.

Senator Bmen. Say that again.

-* Mr. LacovaRra. The situation that you and I were discussing, Sen-
ator, involves an order in the middle of the trial. =~ -

. Senator Bmen. Right., : .
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Mr. Lacovara. In which the district judge said I think there is
sufficient relevance that I will order you to produce it.

The government then has the option either to produce it, and
incur whatever damage to national sceurity there might be, or to
dismiss the prosecution and give up, or attempt to appeal during
the trial.

Those rulings may very well be appealable even under current law.

The appeal in the middle of the trial is obviously not the most
desirable way to handle it.

What I have suggested is a matter of legislative improvement over
the current system. Congress could and should establish a require-
ment that issues of this sort be brought up prior to trial. There are
in the Federal Rules of Criminal Procedure and in title 18 of the
U.S. Code, various procedures which require pretrial notice about
certain issues, so they can be litigated in advance, such as admissabil-
ity of certain evidence, the use of alibi, admissibility of wire tapping.
If Congress were to say that at any time the Government concluded
national security information might be relevant to a trial, or any-
time the defendant insists on the production of national security
information at a trial, the Government, or the defendant must give
notice prior to the trial.

Senator Bipex. Let us pursue that another step. What T think we
both have been saying here is that the courts have, and one case I
pointed out, that maybe we are implying should in most cascs, when
there are national sccurity questions at stake, be, if not more restric-
tive, more careful in their assertion of what constitutes relevancy.

Is there any merit in your opinion in us attempting to legislate a
narrower standard of relevancy for national security cases?

Mr. Lacovara. I think the answer to that question is yes, Senator,
and I think the due process interests that arc at stake can be pro-
tected, while attempting that approach.

Most of the constitutional restrictions that we are all willing. to
guard quite jealously include the notion of reasonableness, and thus
involve balancing.. T ,

The courts have shown themselves to be sensitive to the legitimate ’
component of national security information.

The Supreme Court, for example, has explicitly permitted ex parte
procecdings, and proceedings 4n camera where national security in-
formation is involved.

The Supreme Court, even in the Nixon tapes case with which I
have had some familiarity, went out of its way to cmphasize that-
the kind of exccutive privilege that was being overruled, was the.
generalized executive privilege designed to promote communication.
But it was not suggesting that the courts should lightly overrule a
claim of a State secret, or national security privilege. There is ample
demonstration that the courts regard legitimate national security
information as worthy of protection, and I suggest that the courts
wounld look favorably on a sensitive legislative balancing that says
there are public interests at stake on both sides of this equation, and
the court should look very carefully at true national security infor-
mation before deciding its relevancy at a trial. :
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. .The other related approach, Senator, to what you have suggested,
1s something that I proposed in my statement. That is to provide,
through legislation, some alternatives to the production of that in-
formation, alternatives short of requiring the dismissal of the prose- -
cution. For example, in the murder case, let us assume that the judge
decides that for some reason, it is relevant whether or not the victim
was a double agent.

_That is a far cry from saying the defendant and the jury are en-
tltlte;z'd to know who the double agent was, who provided that infor--
mation. : :

It is already recognized in the law, and I think could easily be
codified in this sensitive area, that there are other sanctions that can
be applied, when information is withheld by the Government on
some legitimate ground.

This comes up frequently in the case of undercover informants,
even In traditional cases, narcotics prosecutions, for example. This
1s a recognized privilege that the Government can claim to withhold
the identity of an undercover agent or an informant.

. If information about what that informant knew is deemed rele-

vant to the trial, the Government is not always faced with the deci-
sion either to surface him, or to have the prosecution dismissed. An
intermediate sanction is for the court to instruct the jury that it
can assume or must assume that whatever information that inform-
ant might provide would be adverse to the Government’s case, and
would help the defense.

Coming back to the murder hypothetical, it could easily follow
from a legislative rule, that the Government would have the option
of either producing the informant, or the double agent, or having
the judge instruct the jury that it is taken as resolved against the
Government, that is, it will be established on behalf of the defendant,
that the victim was a double agent. Thus the need for the testimony
js obviated by conceding the effect that the testimony might have.

That can be done with other kinds of classified information.

_ Take the Ellsberg break-in case, Senator. Among the kinds of
information that the defendants were demanding in that case, was
information about U.S. nuclear missile targeting plans, and the ob-
jective they said was to show that they were genninely concerned,
because Ellsberg had access to varying secrets, and, therefore, they
were entitled to be concerned by what he was doing.

‘An ‘alternative to actually producing the missile targeting plans
would have been .to describe to the jury generally what the infor-
mation was without providing the specific information itself, and to
take it as given that the information was of a highly sensitive nature.

Senator Bmex. I am revealing my position, but I think this is
the most constructive teéstimony we have heard. o

‘T agree with you, I think there are a-number of intermediate steps
that can be taken. between on one hand, having to resort to a fatal
in camera proceeding or the other extreme, of saying there is noth-
ing we can do, )

T think this is very, very constructive. Do not apologize for that
at all. . : :

Let me recap what we have done so far in asking you to procee
after that.
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On the administrative question we dealt with, it seems to make
“some sense to you, as I understand it, that we at least require the
procedure of a written explanation as to why there was no presecu-
tion, No. 1. :

No. 2, with regard to the procedural aspect of, that we can legis-

late criminal procedure, that we contemplate the possibility of re-
drafting, or drafting the Federal rule which in essence says in
national secrets cases, the defense argument of relevancy of classified
information must be one that is raised prior to the trial, or the pre-
trial proceedings, and that would obviate a lot of the problem we
‘now have. No. 3, that we consider the possibility again in terms of
the procedural rules, the rules of criminal procedure, attempting to
define, or find a balance in the area of national secrets, as to what
constitutes relevancy.
. More narrowly defining it properly, or at least attempting fo ex-
plore that avenue. Fourtl, what you are suggesting is that we codify
a sliding scale of steps that a court could take if secrets are deter-
mined to be relevant. The nature of the secrets could be examined
in an in ecwnera hearing proceeding, with just the conrt, defense
counsel and defendant and prosecutor, and prosecutor present. Let
us assume for the purposes of discussion that as a vesult of the in
camere proceeding the court concludes a double agent’s identity 1s
at stake. He could instruct the jury that from that point on, an
assumption of fact must be that such and such was the case, and that
would in many cases hopefully protect the anonymity of the source
of our information. I can think of cases where this wounldn’t work.
I can envision others where it is theoretically possible for this to
be only one possible source, and if the enemy was aware of the fact
that there was a source, there would be no question who the source
was. Your suggestion would eliminate a number of cases where that
is not the case? o

Mr. Lacovara, That, Senator, gets to the real dilemma, the irre-
ducible conflict..

Senator Bipexn. Which is the whole point of what we are attempt-
ing to do. . :

You also mentioned something which has not gone unnoticed, but
I am sure we will be back again with the Department and with
agency officials. The practical points that are faced with that dilemma
at that point, that dilemma ultimately need not be faced at that
point, and you can do one of two things, dismiss the prosecution,
give up and say all right, we yield, or appeal that ruling in the
middle of the trial. : :

Again, not one that is most desirable, but yet more desirable in
my opinion than making the decision five steps before the fact,
where before we are certain we have gotten to that point.

Mr. Lacovara. T would interject there, Senator, that Congress has
provided in the District of Columbia Code, but T think not else-
where, that in criminal prosecutions in this jurisdiction, where Gov-
ernment. evidence is excluded in the middle of the trial, the Govern-
ment can take and expedite an appeal which must be heard within
48 hour;, and decided within 72 hours, during which time the trial
is stayed.
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There is already congressional precedent for that, even though I
thinlkait is far preferable to get those questions up front before the
trial, ' ' '

Senator Bmex. Without belaboring the point, I can picture the
situation arising where as defense counsel, I truly thought I would
move them all up front, but as the trial developed, facts came for-
ward that put me in the position in terms of properly arguing the
case for my client that I raise midtrial requests for production of
evidence, production of records, and secrets which I believe to be
relevant now. There may be little ways of my knowing they would
be relevant earlier, but based in part on how the prosecution pro-
ceeds to establish the case it became relevant so even if we do move
it up front, there would be the necessity of having the mechanism
of expedited appeal of matters which might come up in the trial.
I am sorry to keep interrupting.

I think this is very, very interesting testimony, and why don’t
you proceed with the remainder of what you have? _

Mr. Liacovara. Thank you, Senator. :

I think dialogs are always more interesting and informative than
monologs, so I am glad you interrupted me.

I believe T have covered, Senator, most of the themes that I have
discussed in my prepared statement.

I concluded my prepared statement with a discussion of the prob-
lem that we did get to early on, and that is the perplexing question
of who decides. Although I had not, I confess, thought of the pos-
sibility of referring decisions like this to a third party or a board,
T think the responsibility should be that of the Attorney General or
the Department of Justice at least. Admittedly not every case is
going to come to the attention of the Attorney General personally,
but T think the responsibility should be primarily within the prose-
cutive arm, namely the Department of Justice, but I also do think
it would be possible for Congress to insist that decisions involving
national security concerns be passed up at least to a certain level of
responsibility within the Department of Justice, to insure that there
is a consideration of all of the factors by a senior Government offi-
cial, not just a GS-11, or a GS-13, God bless them. :

* Since I have been one, I say that most sincerely.

Senator Bmen. I have a growing concern, it does not speak di-
rectly to this point, that we in the Congress are hearing from too
many top-level administrators, whereas the bulk of the time is re-
quired for them not in making policy, but in answering fo the
Congress. -

Now, keep in mind, that comes from one of those guys who got
here in 1972, the main demand was we did not have the responsive
Cabinet, we could not get people up here to discuss matters, but T
am concerhed, and T am concerned with the courts, by the way, that
we are beginning, we have in my opinion burdened the courts with
a niimber of responsibilities that I think should have-been met in
the first instance right here in this body. e
.- We _tended to use the phrase, the younger kids use cop out, and
say let.the courts decide it, so that it was suggested by staff, when
we were discussing the first portion of our discussion, maybe in
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addition to the rationale, require-the Attornéy General to sign off
on 21l of these.

Well, I quite frankly think we probably got better testimony
yesterday from the person who is, I do not know what the GS rat-
ing was, but probably who knows a great deal more, and it is no
reflection on the Attorney Geueral, but a great deal more about the
matter than the Attorney General does. T have less and less confi-
dence that as we bring into this signing off process, the highest offi-
cials in the Government, that that in no way assures that we have
a proper decision. Indeed I am beginning to believe the converse.
The more we do that, the less we have the Attornecy General of the
United States, making a decision on major social policy, an issue
near and dear to me like busing. T feel certain that if the Attorney
General of the United States really zeroed in on the issue, he would -
be recommending to the President a different course of action, than
he had done, but because he is signing off on 400 other things, there
is a solicitor, or a head of the Civil Rights Division making that
decision, which may be different than the administration policy.
There are a number of other items that I think that could be cited
to indicate that that may be the case, so I am not particularly
enamored anymore with “high-level” signoffs. Although I admit I
come from that school which says let us have the highest official who
has on responsibility on that subject matter signoff. But I would
rather have the official who makes the decision most often, who has
the primary responsibility to sign off, and have their rear end on
the line, rather than the Attorney General’s. That is not to con-
tradict what you suggested, it is just to raise another aspect of how
we ultimately resolve these things.

Mr. Lacovara. I agree with you, and I think it probably would
not be necessary to require that the Attorney General personally
sign off on these questions.

"My recommendation was that there be at least some senior man-
agement people. '

Bob Kench, who testified yesterday, is a GS-17 or GS-18, he has
many years of experience, he knows how the system operates, and
he is in my mind to be distinguished from a 2-year veteran of the
Department of Justice. )

Senator Bipex. Yes; I do not think we have disagreement.

It may be these national security cases are so important, impor-
tant in the sense that they are decided correctly because civil liberties
are at stake.

We have been sitting here today and yesterday, focusing on the
concern, that there are men and women who are out there jeopardiz-
ing the national security, and not at their own peril.

On the other side of that, I want to be, and. T believe the entire
membership of this committee, T know the ranking member does
also, very, very cognizant of the fact that in our system we must
arrive at a solution, that does not jeopardize civil liberties. And
quite frankly, if we came to that, if we are thrust upon the horns
of that dilemma, I for one would have to opt on the side of civil
liberties, rather ‘than on the side of taking more restrictive action
to protect our national seécurity. I-think the single most damaging
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thing to.do t6 our national security, would be to put Americans’ civil
liberties in jeopardy. )

Let me pursue this, and I promise, I will let you go after this,
but-let ‘me pursue several of the suggestions made to us which we -
have not covered to get your reaction. If you would like to expand
on them, you may want to do it in writing, we would welcome that.
First-of all, let us review rapidly the suggestion of an in camera-
procedure .for judicial supervision for use of classified information.

- Section 509 of the Rules of Evidence, as proposed by the Supreme
Court in 1974, defined a secret of the state privilege which might be
invoked by the Government, in which the parties would litigate the
use-of classified information in litigation. .

Section 509 was rejected by the Congress, as it reviewed the rules -
by the Supreme Court; however, any proposal made at this time, for
example, a new state secret privilege, might more narrowly define
the type of information which the Government could invoke the
privilege, and it might give a greater role to the reviewing claims,
include authority to go beyond the classification, to have information
disclosed, and it goes on and on. : '

The bottom line I guess is does the suggestion that you have made
about changing the Federal rules of criminal procedure as it relates
to the claim of relevancy obviate the need to move in this direction, or
if not, does this make sense, or do you see trouble here? : .

Mr. Lacovara. It does not obviate the neéd to miove in that direc-
tion, Senator, even if Congress were to attempt to define more nar-
rowly the relevance of national security information in criminal
proceedings.

I think that the proposed rule reflects a very healthy approach.
I have problems with the definition of national security information,
and I think the definition could be reworked, and I would think it
should be reworked if Congress will begin to address these problems, -
and to say, some information is not going to be received in a criminal
trial, or may not be received in its raw form. :

I:think it is Congress’ responsibility to make sure that the limita-
tion-on the free flow of information in a criminal trial is as narrow
a restriction as possible. It should manifest the civil liberties con-
cerns that we all have, so I would suggest that something akin to
rule 509 would still be necessary, and would be useful in this area.

I should say it is my recollection that the rejection of all of the
article V_ privileges by the Congress around 1974, was primarily’
motivated by the concern about congressional recognition of a na-
tional security privilége. 4 ' :

You will remember, although it seems so long ago, that was the
time when the national security was getting a bad name thanks to
the. former President. :

Senator Bmen. Also, I think quite frankly, until our staff investi-
gated this question in detail as it did, my colleagues were not aware
of the dilemma. : :

- L know I was not, and T think that my colleagues, as they become
aware of what we have found, were really quite surprised as to what
the real problem was. As I said yesterday, admitting to previous
positions which brought forth this matter, T quite frankly asked the"
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staff to get into this from the perspective of making sure that I was
prepared for the assertion that if you knew what we knew you
would know that, that is the side to which I came, so T agree, that
the debate in 1974 was of different concerns, and without full knowl-
edge of some of the real issnes that are here.

One last area, if I may, you may recall yesterday, I raised the
question about administrative remedies, and sanctions; I-guess sanc-
tions is the word, Mr. Gitenstein suggested to me a moment ago that
the suggestion which you made today, and I have pressed you on,
seems to be more applicable to classical espionage cases than leak
cases. In leak cases, the mere indictment confirms the importance of
information, so that we may not even be able to get to that point.

Now, if that is true, I think in some instances it is, we seem to
be, if we decide we cannot move into a totally én camera proceeding,
which I think most people would acknowledge we cannot, we are
left with looking at administrative remedies, although the sugges-
tions have been made, and I will raise them again with you, 1 cannot
quite frankly picture someone worrying about loss of pension as
really getting in the way of them leaking information to the press.
But at any rate, the sanctions that have been suggested with regard
to administrative tribunal which would be available, one is obviously
firing. Two, once fired, deny pension rights. Coircct me if I am
wrong, but T think it was suggested the possibility of their being
able to recover from the dismissed employee salary and/or pension,
and/or pay?

Again, I do not look at this as a great dnswer, but let us talk
about the legality of being able to do any of those things.

The only way in which it would make sense to do this in leak
cases, would be if we were at the more restrictive proceeding.

I think all of us as lawyers wounld acknowledge that there is a
more limited scope available for the defendant in administrative
proceedings than in 4 criminal proceeding.

How much more limited that is, how much more restrictive can we’
be, and still comply with the due process clause? Also, does the due
process clause in the Constitution insure that any Government em-
ployee against whom the Government attempts to take disciplinary
action, does he have a right to a public proceeding? Obviously, if he
does, then it is not a very useful mechanism.

Mr. Lacovaita. My reaction to that is, probably not, Senator.

The cases that I am familiar with involving administrative pro-
ceedings affecting Government employees, deal essentially with an
opportunity for notice and hearing, that is notice of the charges, and’
an opportunity to contest the adverse evidence, and to present favor-
able evidence.

"I do not see why it would be essential in that kind of procecding
to have the procceding open to the public. Certainly, I would sug-
gest there would rather be ample ground for providing that at least
those portions of the proceeding whose openness might jeopardize
some legitimate govérnmental interest could be closed, so my answer
is that while I think an entirely #n camera procecding could be
legitimaté, I would think on policy grounds, that Congress would
want to confine the 4n camere nature of such an administrative pro-
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ceeding to the portion of the proceeding in which some classified
information might actually be disclosed, or in which the significance
of the leaked information might be discussed.

- Senator BioeN. Apparently 798 is the leak statute which, as T un-
derstand it, makes it a crime to leak information not necessarlly to
whom you leak it, but just to leak classified information.

Mr. Lacovara. That T believe is restricted to communications in-
telligence information, not all classified information.

Senator Bmen. Then really the question is, is it a crime to leak
classified information? Do we have a statute on the books that in
fact makes it a crime for me to walk off this podium, call ‘a press
conference, and leak to the press classified information which does
not fall within the preview of 798¢

- Mr. Lacovara. The answer to that as you put it, Senator, is no.

The espionage statute requires that in addition to the fact of
classification, and indeed without regard to the fact of classification,’
there have to be two other elements one is that the information
presents a danger to the security of the United States; the other is
that the actor has acted with the intent to disclose the information
with an awareness' of its potential danger.

Senator BipEx. We have nothing akin to the Official Secrets Act
of the British, which as I understand 1t, makes it an absolute crime
to disclose reo'ardless of intent, and without having a showing of it
being able to damacre the national security, to disclose the classified
information.
~ Mr. Lacovara, That is correct; Senator.

We have two statutes, 1 beheve, which are of the same type, but
much more limited; one deals with communications intelligence in-
formation, or information that would disclose sources or “methods
of communications intelligence, and the other deals with atomic
energy information,

It is a crime, as T understand it, to disclose information, I think
it is called restricted nuclear data, like that, and a mere disclosure of
that is, I believe, a criminal offense without regard to intent, and
without regard to a showing of the underlying nature of the
information.

Senator Bipen. Our next witness is chief judge of the Court of
Military Appeals, who will be pursuing the possibility of applying
a uniform code of military justice provisions on espionage to the
intelligence employees with him. -

Do you believe this is constitutionally possible, and do you think
it would improve our situation in any way if we did that? :

If you are not prepared to speak to that, maybe you could come
back to us later.

Mr. Lacovara. With a caveat, Senator, that T have not considered
that possibility-in any detail. I could give an instinctive reaction.

I think instinctively, my answer would be that Congress can adopt

special criminal procedures, or substantive provisions that are ap-’
plicable to’ special classes of Government employees, so Congress
could say that whatever the text is, all the applicable provisions of
the TTCMJ Would also hereafter apply to employees of defined
agencies.
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. Congress has that power.. It is another matter whether or not
Congress wants to make a policy judgment to transform a civilian
agency into in effect a quasi-military operation. :

Since our earliest days we have regarded the military codes, the
articles of war, and uniform code of military justice as basically
turning on the military status of the people covered, and throughout
our history there has been a-general divorce between the military
status and civilian status, for purposes of a type of special code.

Senator Bmex. The irony of the situation, as I understand the
military code of justice, is that a military officer leaking classified
information, can be tried and court-martialed under that code, and
sanctioned, whereas a member of an agency, intelligence agency,
working under that same base, working with that same officer, and
revealing the same information, may very well not be able to be
tried, or prosecuted, or have sanctions imposed. . '

T realize that there are unwritten sanctions that exist, and T am
not talking about breaking lines, I mean, one of the sanctions is you
transfer one from wherever the devil they are to the Antarctic, where
they will be, that is their new station, wherever, so T do not mean
to émply that the agency at this point completely has their hands
tied.

I do not think that is the case, but there are a number of things
that can be done, and I assume are done, to move people who are
security risks, out of their position. :

I do not suggest, for the record and for the benefit of the public
and the press, that there are agencies which cannot protect our na-
tional secrets, once they are aware that they are in jeopardy. I
assume that T should have stated that in the beginning.

1 quite frankly think, if there is a rationale, it makes sense to treat
military personnel who have access to national intelligence infor-
mation, national secrets information, in a distinict way and category,
that we do not do an injustice to the distinction and breakdown
between military and civilian rule in this country. Some intelli-
gence activities are paramilitary, and it makes sense to treat intelli-
gence personnel by similar standards. .

My real concern, and T realize that there are strong arguments
about the constitutionality of that, T quite frankly do not find those
arguments persuasive.

Mr. Lacovara. I do not think the arguments are cssentially con-
stitutional. I think it is a policy question because that same com-
parison between the intelligence funtions of intelligence agencies,
and military intelligence agencies, could also be extended to other
kinds of misconduet covered by the uniform code, theft, fraud, homi-
cide, and the rest, and the question is whether or not you want to
have a special code for Government employees that is different from
the civilian code, and whether or not you want to have civilian em-
plovees of the Government covered by the civilian code. )

. My point is that there are other kinds of crimes covered in.the
uniform code of military justice other than espionage. .

Senator Bipen., T fully agree with that. I am not even remotely

suggesting that what we do. I am not suggesting that it would be

4
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a wise procedure to say from this point on intelligence officers willl
be treated under the uniform military code. ’ '

What I have suggested is that we should explore the possibility-
of a uniform intelligence code which would be a standard that ap--
plies to those who have access to national secrets. The standard'
would be akin to the way in which we handle matters under the uni--
form military code, but I think it would be a mistake in policy tor
say we are moving all intelligence personnel under the uniform mili-
tary code. ‘ . :

As pointed out to me, one of the articles under the code is on
uniforms, so we would have a problem. ,

One last question. We discussed at some point a requirement that
the Department of Justice make a written explanation when prose-
cution does not proceed, and when national security’ matters are
involved. ) .

I think that is a good suggestion, but it does raise a question. Is
it not difficult, if not impossible, to select a single element in the
decisionmaking process which leads to the exercise of the prosecutor’s:
discretion ¢

Is it going to be too difficult to do that, because there is not:
always one factor? S )

Mr. Lacovara. I'do not think it is impossible, Senator, to draft a.
requirement that calls upon a person who exercises discretion not to-
prosecute to explain his decision, where there was substantial impact.
on this decision by national security considerations.

When we had our colloquy about the scope of the factors consid--
ered by prosecutors exercising prosecutorial discretion, I mentioned.
that the factors are legion. o

I could see where a prosecutor could either not act in good faith,
or acting out of indolence could say to himself or to his superiors.
the real reason I decided not to go forward with this investigation
is that I just do not think there is any likelihood we will ind a.
missing witness, or I do not think we will have enough admissible-
evidence, and it is not because of any national security problems.
confronted.

Any system that anyone establishes for dealing with any problem
can be short-circuited, but I think, assuming the good faith of the-
prosecutors, it would be likely in most instances in which they are-
actually concerned about the national security complications, they
will not be adverse to saying so. If somebody disagrees with them,.
they will adjust to having their decisions overturned. _

I do want to emphasize, Senator, that my experience in Govern--
ment, notwithstanding Watergate, has convinced me of the essential’
good faith and essential competence of most people in Government. .

Senator Bibexn. That is the point T wanted to raise; I really find it-
very difficult to believe that that young prosecutor whom you refer to
will not take it seriously.

I find it very difficult to believe that the vast majority of those-
persons in the department, who have the responsibility, would not .
exercise that with diligence. ,

As a matter of fact, I can picture the possibility of a supervisor -
saying to a young prosecutor, I am not looking for the Bible to bes
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“written here, shorten it up. And lastly, by experience, although from
‘the other side of the fence, the prosecutors like to prosecute, and
“when they cannot, they like to make the record as to why they
_cannot. So as evidenced by those who finally get the jobs, we do,
although it is now very much in vogue today to claim, have and
“take the best and brightest in those positions, so I think we could
-count on good faith overwhelmingly of the Department.

I really appreciate your time. I think your suggestions have been

very helpful.

1 am not certain, but in all probability, after these hearings are
-concluded, this first round will end up being the first round, and

the staff and T and Senator Pearson and members of the entire sub-
-committee will be trying to distill what we have received, 1 suspect
we will have to have back again, if not all of the witnesses, and I will
" possibly need witnesses to focus more specifically on some of the
suggestions.

The thing that pleases me most about the hearing thus far, and
“partienlarly yesterday, was not that the suggestions were over-
“whelming, but that they were a total acknowledgement of the ex-
“istence of the problem, which to date no one has admitted existed,
~and I think that is a very positive step.

Thank you again kindly, and I appreciate not only your coming
this morning, which has taken so much time, I have had you here for
"now the better part of 2 hours, but that you sat through it all day
- vesterday.

Thank you very much.

. Mr. Lacovara. I thank vou, Senator

[ A brief recess was taken.]

AFTER RECESS

Senator Bipex. The subcommittee will please come to order.

Your honor, I apologize for keeping you waiting, but there was
-a vote, and I knew if T convened the hearing, and then interrupted,
“it. would just take longer time, so I appreciate your waiting.

Judge, you can proceed in anyway you feel most comfortable,
areading or excerpting. '

.STATEMENT OF HON. ALBERT B. FLETCHER, JR., CHIEF JUDGE,
U.S. COURT OF MILITARY APPEALS

~Judge Frercuer. Thank you, Mr. Chairman.

Let me read my statement first. '

Senator Biex. Fine. ‘

Judge Frercuer. Mr. Chairman, kind members of the committee:
A dilemma exists—either really or potentially—for every major
law enforcement office in the United States: What to do when the
investigation and criminal trial of an individual will involve revela-
tion in that usually public forum called a courtroom of documents
or information which the intelligence community of this country
has"classified as not subject for public consumption. There are two
ibasic variations to the predicament. The first is the case where
:material in the possession of one party or the other is to be used in
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court on the merits of the trial. Such situation presents itself, for
instance, when the prosecution needs such material as a key element
of its case, either to reflect the information leaked or conveyed to
a foreign government or to show the information that was leaked
or conveyed damaged our national security. It also arises when the
defense intends to reveal such material in presenting an affirmative
defense. The second is the situation. where the defense wants to
discover the material in the course of preparing and presenting its
case.

The Federal Government almost unfailingly has abided by an
all-or-nothing approach to this problem along both of these avenues.
My understanding is that the Federal Bureau of Investigation,
apparently, will not even investigate a “leak” case unless the in-
telligence community will agree beforehand to declassify all informa-
“tion related to the case. I would venture that the frustration ex-
perienced by the Justice Department in its inability to successfully
prosecute such cases because it was not provided the necessary evi-
dence with which to do so is great. And nearly every time that the
defense rattles its saber implying that its case will necessarily thrust
into matters bearing even tangentially upon national security, the
matter is quietly dropped.

The.unwillingness to compromise to some degree in either of these
situations leads to the same result: The case against a suspect or
defendant is terminated. ¥lowever, if either of these aspects is per-
mitted to abort the further investigation and prosecution of any
criminal case, justice is thwarted and the entire Nation is the loser.

Just as the problem centers around the judicial proceeding, so,
it seems to me, must the answer to that problem, for if provision
can be made at trial so that the secrecy of the material retains its
integrity and, at the same time, the basic rights of the defendant are
safeguarded, the competing interests are neutralized. As I have
indicated, it appears that there are two basic variations to this
problem: use at trial, usually by the Government, and discovery by
the defense of material possessed by the intelligence community. Ac-
cordingly, the response of the judiciary will vary depending upon
which variation of the problem arises. '

A possible judicial solution when the Government seeks to close
the proceedings in order to protect its information from compromise
was outlined by the majority of the U.S. Court of Military Appeals
in itsvrecent -decision. in United States v. Grunden, 25 U.S.C.M.A.
327, C.M.R. 1053, M.J. (1977). Under Grunden, the judge
must make a two-part inquiry whenever the Government presents
such a motion. His initial task, reduced to its simplest terms, is to
determine whether the material in question has been classified by
the proper authorities in accordance with the appropriate regula-
tions. As I said in writing the majority opinion.

It is important to realize that this initial review by the trial judge is not
for the purpose of conducting a de novo review of the propriety of a given
classification. ] ) ) :

T would underline that, Senator. In other words, he does not look
behind the classification; rather, he is concerned only with whether .
proper authorities acting pursuant to proper authorization classified
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the material. Once he concludes in the affirmative, his second inquiry
is how much of the proceeding needs to be closed in order to protect
the material. As the court emphasized, the judge must not employ
“an ax in place of the constitutionally required scalpel.” Only those
portions of the trial in which references will be made to classified
information may be closed. This means not only that witnesses who
make no such references must testify in open court, but that even
those witnesses who do address such material must appear in open
court when rendering unclassified testimony. In so holding, the court
concluded,

This bifurcated presentation of a given witness' testimony is the most satis-
factory resolution of the competing needs for secrecy by the Goverpment, and
for a public trial by the accused.

Tt has been suggested that to restrict the judge from piercing the
veil of the classification presents some risk that the Government will
invoke the privilege frivolously or out of self-interest. But this risk
seems minimal to me, when carefully considering what the Govern-
ment obtains from the privilege: simply a trial which at some stages
is closed to the public. In other words, it gets nothing except pro-
tection of its secret from public disclosure and gains no practical
trial advantage over the defendant. Thus, I belicve the Incentive to
act other than responsibly in this regard is not great.

My conviction that this miniral risk is worth running is rein-
forced when I consider the practieal and legal quagmire involved
in permitting the judge to rule on the propricty of designating a
document classified as a state secret. Tt must be remembered that a
trial judge has no special expertise in the area of national defense
or foreign policy, and T would add appellate judge, and there are
a host of practical difficulties of which this committee already is
aware inherent in any approach for the court to obtain such ex-
pertise through such vehicles as panels of experts. Additionally,
there is a legitimate argument of some force that this matter of
security classification is an executive concern constitutionally and
ought to remain so, especially in light of a viable, Grunden-type
alternative.

T believe that where the Government seeks to gain judicial pro-
tection of its classified secrets in a judicial proceeding, the Grunden
rationale presents an eminently viable procedure which assures both
parties the greatest reconciliation of their respective rights.

‘When the problem arises from a defense initiative for discovery
of classified information or documents, the procedure I believe needs
to be followed is found in the United States Supreme Court de-
cision of Alderman v. United States, 394 U.S. 165 (1969). My read-
ing of the relevant portion of the majority opinion, reflecting the
views of five of the cight justices who participated in the decision,
is as follows: Whenever the defense secks access, to which the Gov-
ernment objects, to a body of information or documents for prepara-
tion of its case, the judge initially will determine the relevance of
that type of evidence.

Once, however, the judge determines that a particular type of
material is relevant, the defensc must have access to all requested
. information of that type. No one, not even the trial judge, is per-
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mitted to examine each particular item and to test for relevance to
the defense. Mr. Justice White, in writing the majority opinion,
well articulated the rationale leading to this conclusion. I will not
take this committee’s time discussing it; suffice it to say, it is an
opinion most trial attorneys can well appreciate. :

I'should add that the ultimate responsibility for the protection
of the integrity of classified documents used in connection with
judicial proceedings rests with the judge. He can and should place
all parties and court personnel under enforceable orders against
disclosure not authorized by the court. To this end, stiff sanctions
must be at the disposal of the judge to back-up his orders. As Mr.
Justice White stated in Alderman, “We would not expect the district
courts to permit the parties or counsel to take these orders lightly.”

I believe that Grunden and Alderman present reasonable and
effective procedures to meet the competing needs of the Government
and the criminal accused. They permit the machinery of justice to
run its natural course unhindered and, at the same time, respect
and protect the security interests of this country.

Let me add one thing, Senator, if I may, to my prepared statement.

Grunden and Alderman both, sir, depend on a strong trial judge,
a ;rial judge that has a total charge of the court, and is not a mere
referee.

The trial judge has got to be the governor, or neither Grunden
or Alderman would be successful in the type of hearing we are
talking of here. '

Senator BipEn. Strong in what sense Judge?

Judge Frercuer. He has got to keep control of the participants,
ccontrol of the counsel, he has to lay ground rules he will enforce
:and they have to be enforceable ground rules.

In other words, rules that are practical and applicable to the
‘situation,

You cannot pick up a form, I do not believe, in a case like this,
and say, these are my rules.

I think the judge must set down specific rules for each case he
tries depending upon the matter which is in question before him. .

Senator Bien. Your honor, do you feel the rationale you used in
‘the @runden opinion could be used in cases arising in Federal court,
in criminal cases, in Federal court, neither rising under the Uniform
‘Code of Military Justice. - o

Judge Frercmer. Yes, because none of the rationale that went
into Grunden had' any specific note to the military.

Senator Bipen. The trial court judge in that case, would make
‘judgments both as to matters of law, and fact. As I understand it, -
under this delivery the trial judge would define that there is no
longer public testimony, that this is a closed courtroom, and heard
testimony and made determinations that related to law and to fact.
TIs that correct? '

Judge FrercuEer. I think you could proceed that way. -

That was not the way I anticipated Grunden would work..

I expected the pretrial conference, where the Government would
set up which witnesses would be produced, and what would be the
basic tenor of this testimony. Then the court would, if proper
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motion were made, look at the material and the testimony as to.
whether it was to be classified, and if the authority had the right
to so classify or declassify. In the end he would divide the time up-
so that there would be a script, so to speak, as to witnesses, tied in
of course, if this were to happen. Senator, the court must instruct
at that point, and at the closing, the jury as to what has happened,
so that his clearing the conrtroom of the public does not in eftect say,.
“T find that this is properly classified.” There would have to be an
instruction, at the time the case began, and at the closing to be
considered. So in effect does that answer your question?

Senator Bivex. Yes; it does.

Let me expand on it a little bit more.

This morning we heard testimony, and we discussed at some length
the possibility of codifying the rules of criminal procedure, a pre-
trial senario along the lines you just suggested your honor, that is:
any matter which the defense was going to argue, should be a
document, classified document, which the defense was going to argue
is relevant to this defense therefore, should be made available to the
defense would be stated, set out, and argued in a pretrial situation.
At that point, the pretrial judge would make a ruling and de-
termination what constituted relevancy, and if he or she determined
that the information being sought was not relevant, then obviously
the Government could then decide to proceed without peril, except:
on appeal, but could proceed.

Now, one thing we did not contemplate, unless I missed it, was.
the possibility of the actual identity and testimony of the witness."

It was suggested also that as part of this procedure the defense-
would have to name the witness and the scope of witnesses’ testimony
and the Government would argue that this should remain classified
becanse the witness was a double agent, or the testimony of the
witniess would jeopardize national security, if it were made known,
again, the judge would be able to rule on that matter prior to trial’
and T should think that is a workable method that we could so:
legislate in the Federal rules and procedure;

Judge Frercuer. Yes, in fact, I think it follows the omnibus crime
bill to a degree. Legislation could provide by pretrial consultation,
drrive at that, and once.again, you could say this witness is in a
closed session.

Senator Bipex. Your honor, it has been siggested to us that in
military cases, the Government has a greater right to maintaining
secrets, and proceed ont of public view and scrutiny than they do.
in ordinary criminal matters, do you helieve that to be the case?

Judge Frercuer. No, I do not.

Senator Bivew. Tt has been suggested that we should have Jegisla-
tion which treats intelligence officers with access to national secrets
along the lines more similar to the lines of military officers are
treated nnder the Uniform Military Code of Justice, that is—Well,
that is self explanatory. ‘

Judge ¥rercmer. Do T understand your question would be under
the Uniform Code of Military or & parallel code?

Senator Biven. A parallel.

Judge ¥rercurr. Yes; I think a code could so be constructed.
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I think you would have to bear carefully in mind though the
admonition of the Supreme Court in the areas of the rights provided
for, say, under the amendments to the Constitution, I think you have
got to watch that very closely, that you are not going to abrogate
any of those rights, which is, I think, the tendency of the code of
this nature. : :

Senator BipEx. As I understand it, in the military code, you have
a system whereby you could have defense counsel and jurors who
have top secret clearance.

Judge FrercHER. Yes; in fact, most of them would have to have
security clearance of some kind.

Senator Bmex. Now do you think we could in a criminal pro-
ceeding against an officer, excuse me, an intelligence officer, a mem-
ber of an intelligence agency, subject that person to the same set
of circumstances, that is required that the jurors in the case where
an intelligence officer is being tried, to be cleared, and the defense
counsel, do you think we could constitutionally do that?

Judge Frercuer. Yes; I think we could qualify jurors under a
specific code, and qualifications could be are that they could obtain
the clearance necessary for the particular case in hearing.

I do not think that you could broadly across the board, say they
all have to be top secret. If you are talking about secret information,
I think your clearance only has to reach their elevation, but I think
there could be a clarification as to counsel and jurors.

* Senator Brpex. Judge, one of ‘the other things that has been sug-
gested to us by some, is that we could legislate an expeditious pro-
cedure, whereby in the middle of a trial, even if we were able to
set out new rules of criminal procedure with regard. to intelligence
cases, as related-to pretrial discovery, that it is very possible, al-
though the defendant, the defense counsel raised all the issues of
relevancy they thought. would be raised, that they would be raising,
but in the middle of the trial, as a consequence of the state’s case,
they seek additional information arguing its relevancy to their de-
fense, based upon what the state has just brought forward at that
time, is it possible, is it not, for the court to go into closed session,
hear the argument, and make a determination ? .

In the event the determination has been made against either of
the parties. assuming it is made against the Government, at that
point, the Government is then faced with a situation of either having
to disclose the material they feel is very sensitive in open court, or
drop the proceeding at that point. If we were able to legislate an
expeditious appeal procedure, which I understand is not part of the
Federal Rules now, but is in the rules of the District of Columbia
requiring appellate review within 48 or 24 hours or 36 hours. Do
vou think that is a reasonable suggestion.

Judge Frercuer. Yes; I think you could set up an interlocutory
appeals system.

T think you must be specific in the legislation as to what will give
rice to the appellate rights of either the state or defendant, and I
think that is particularly true when you talk about the state.

It must be very limited, and not be a broad concept, it must be the
narrowest concept as far as the state is concerned.
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- The defense, as far as interlocutory appeal can be, can be more
Dbroad, but I think it could be done.

Senator Bipex. Do you think that there is a need to legislate any
of this now, or do you suggest that the rights that we have, that the
court, the Federal court now has the capability of proceeding In a
way that vou have suggested, and that we are discussing here, is
there any need for any legislation to give the court a right that they
presently do not now have.

Judge Frercrrr, Well, T think the main right would be that there
must be some way to clear jurors, as, in other words, there must be
some way to get security clearance for juvors.

Senutor Bex. It has been suggested to me by staff that there
might be a point of departure in the Grunden case that does dis-
tinguish it from what can or cannot be done in a criminal case In
Federal conrt. :

You make @ point in vour statement on page 3, to point out that
you do not go beyond the classification, of:

It has heen suggested that to restrict the judge from piercing the veil of
classification presents some risk that the Government will invoke the privi:
lege [rivolously or out of self interest. But this risk seems minimal to me
when earefully considering what the Government obtains from the privilege:
simply a trial which at some stages is closed to the public. In other words, it
zets nothing except protection of its secrets from p\xblic disclosure and gains
ne practical trial advantage. Thus, I believe the incentive to act other than
responsibly in this regard is not great.

Now, one of the arguments raised, I am told, against rule 509, as
was suggested in 1974, was that if we proceeded to not go hehind
declassifieation at some point, or have that capability that the
Federal Government would declassify everything, that there would
be an overclassification bevond which there already is, and result in
the public’s right to a public trial, not just defendant’s rights to a
public trial, but the public’s rights to a public trial which was the
point here yvesterday by the Attorney General’s office. In the Drum-
mand ease the jury is instructed it 1s their role, not the role of the
ageney which stamped the documents to determine whether the in-
formation does in faet relate to national defense; therefore, the
euilt or innocence of the accused hinges on that.

T am not sure they are reconcilable, but I am sure there will be a
great deal of flap that will be created whether or not they are
reconcilable.

I wonder if von could respond to my general comment.

Judge Frrromer, Well, first, I would hate to communicate, what
apparently those who would oppose to the previous bill, the motion
that the Federal Government would rise to such a means and
classify all information. T have gone on the premise that this would
not be the case. based upon my statement.

T think it is factual determination for the jury, I think that the
jury properly instructed and by virtue of the tools of cross-examina-
tion of officient witnesses; I think that they could rcach this
conclusion.

T just do not believe. sir, that the trial judge should attempt to
Aecide whether the classification is proper as to the material. T think
it is strietly a fact question. )
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Senator Bmen. As I understand, under the military code, the-
mere disclosure of a classified document in and of itself is an offense,.
but that under section 793 the Government need not only show-
there was a disclosure, but that the disclosure did in fact affect the
national security interests, and it becomes an affirmative defense to-
say what was classified did not warrant a classification in the first
instance, and the release of it did not in any way jeopardize the:
national security ?

Judge Frercuer. I frankly do not know about the code. Wait a.
minute,

I think what was bothering me was that I was trying to locate the-
specific statute in which this fell.

In talking with my counsel here, he said these have come under:
article 134 of the code and quite frankly, I am not familiar with.
any military codes at this point.

I am relaying what I have been told here from my counsel, that .
there is an affirmative defense the same as in the civilian sense. .

Senator Bmen. OK. I appreciate it very much, your honor, and’
again, I apologize for keeping you waiting. Your testimony hass
been very helpful. Thank you very much.

We stand adjourned. ’

[Whereupon, the subcommittee was adjourned at 2 p.m.]
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U.S. Su~arts,
SUBCOMMITTEE ON SECRECY AND DISCLOSURE
oF THE SELECT COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The select committee met, pursuant to notice, at 10:10 a.m. in
room 1318, Dirksen Senate Office Building, Senator Joseph R. Biden
(chairman of the subcommittee) presiding.

_WPlxiesent: Senators Biden (presiding), Huddleston, Pearson, and
Vallop.

Senator Bmex. The committee will come to order, please.

Mr. Colby, thank you very much for taking the time to come back
and testify before our committee on this very thorny problem. I
have no opening statement,

Mr. Lawrence Houston, who was to be seated at the table with
you, is having some transportation problems, the former CIA General
Counsel will be here, I am told. When he comes, you invite him to
jump right in, if we can.

Senator Huddleston, do you have any statement?

Senator Huppreston. I have no statement.

Senator Bipex. You are not at all new to this process, Mr. Colby,
so proceed in any way that you deem appropriate.

STATEMENT OF WILLIAM COLBY, FORMER DIRECTOR OF CENTRAL
INTELLIGENCE

Mr. Cotsy. Thank you, Mr. Chairman. I appreciate the chance
to be here and it is an honor to be invited.

Mr. Chairman, we must resolve how to keep the necessary secrets
.of intelligence. I stress the word necessary—some secrets are literally
.essential if we are to have an ecffective intelligence system. But we
all know that the total secrecy which characterized intelligence in
“the past included many unnecessary secrets and that some of these
covered activity improper at the time or not meeting the higher
standards we insist on today.

The revision of our intelligence structure incorporated in the
Presidential Executive orders recently and in the proposed S. 2525
will in my view prevent such abuse or wrongdoing in the future.
But we would be irresponsible if our revision of our intelligence
structure did not recognize the need-to protect the necessary secrets
of intelligence better than we do today.

This is not just a theoretical problem. Foreigners abroad wonder
‘if the Americans can keep any secrets, and this has led to individual
forcigners deciding that they will not work with us in a secret re-
lationship, depriving us of the information they could have given us.

. (89)
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It has affected foreign intelligence services from which we had
obtained important material in the past but which reduced their-
sharing of similar material. Qur sensitive technological sources are
today vulnerable to leaks about their access and techniques which
can make it easy for the countries about which they are reporting
to frustrate their continued acquisition-of information.

An exhaustive study of our present legal system for the protection
of our intelligence secrets has summarized the situation starkly:
“The basic esplonage statutes are totally inadequate.” We must give:
a signal to our intelligence personmel, to our citizenry disturbed by
this situation, and to our foreign friends that America will not try-
to keep unnecessary secrets but that it does have the will and the
machinery to keep the necessary ones.

But this must be done within the concepts of our Constitution:
and the policies which mark our free society. We miist have a’
dignified and serious legal structure through which to act and not
turn frantically to attempts to enforce contracts or obtain damages:
for disclosure, resulting 1n stimulating publishers into covert tech-
niques to avoid injunction. We must have a system which would
work effectively in the few cases in which it would be required and
not be frustrated by the danger of greater exposure in the course of’
legal proceedings. _

Mr. Chairman, I submit that a very simple approach would answer-
this problem. It would be characterized by several features:

(1) Criminal penalties for the unauthorized disclosure of secret.
intelligence sources and techniques by individuals who have con-
sciously undertaken the obligation to protect the secrecy of such
sources and techniques.

(2) Sources and techniques defined narrowly only to include those
matters which would be vulnerable to termination or frustration by
a foreign power if disclosed. not substantive information and con--
clusions whose source it could not be expected to identify. ,
" (3) Penalties applicable only to individuals who assumed the-
obligation and not to other individuals who receive such material—
for example, journalists—if they never undertook an obligation to-.
protect such secrecy. :

(4) A shield law protecting journalists or other third parties re-
peating such information in the course of the exercise of their con-
stitutional rights from subpena or other requirement to testify and'
reveal the individual from whom they obtained such information,.
if they themselves had not undertaken to respect the secrecy of the:
sources and techniques. o ‘

(5) A special procedure for any prosecution under the statute, by-
which a question of law could be decided whether the specific’ ma-
terial which had been disclosed without authorization met the legal
definition of a “secret intelligence source or technique.” This pro-
cedure would provide for an adversary—and not an ez parie—

" proceeding before a Federal judge in camera for this purpose, and’ |
provide'that -any material obtained by discovery in the course of’
such a proceeding would remain under judicial seal.-and not be ex-
posed bevond the parties and their counsel, and further require that
they undertake the obligation to, protect the continued secrecy of’
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suclh material and thereby subject themselves to the application of
the statute. . .

(6) The judge’s finding that the specific material met the legal
standard would be deemed a question of law preliminary to the
actual trial which would take place in open court with full right of
jury to decide the guilt or innocence of the individuals pro~ecuted
on the basis of the material actually disclosed publicly, the material
having been disclosed in the in camera hearing thus not being made
public in the course of the trial

(7) The criminal penaltics of this statute would be exclusive. It
would clearly bar any other legal proceeding, such as injunction or
civil suit, against the 1nd1v1dual who undertook the obligation and
thus climinate any prior restraint on publication other than the
general Jaw, as outlined in “The New York Times” 403 1.8
(10:1) and subsequent cases. It would also climinate any obhwatmn
of individuals undertaking to respect the secrecy to submit xvrxtml_ﬂ
speeches, et cetera, for prior clearance by any agency of the Gov-
ernment, althouuh the voluntary submission of such material and
its clearance would constitute a bar to protection.

(8) Material circulated within the Government would be divided
into that material containing information as to secret sources and
techniques and that substantive material which would not reveal
such sources and techniques. Access to the former category shounld
be limited to those who signed the undertaking to respect the con-
tinued secrecy of such sources and techniques subwct to this statute.

Mr, C}mxman, T believe this proposal would solve most of the
problems involved in the very unsatisfactory situation we have
today. 1t would provide a mechanism for prosecuting the exposure
of material which conld truly damage our intelligence system, but
it would protect, the rights of the individual and reflect the interest
of our Nation that this category of secrecy be restricted as much
as possible.

It would apply only to those who undertake to protect intelligence
sonrces and techniques and protect individuals such as journalists
or other third parties against harrassment. It would reduce the
chances of this statute bemo' used as a bar to “whistle blowing”
against abuse or Wmnfrdomo by eliminating prior restraint or con-
tract theories and by requiring a Federal judge to decide the question
of whether the secret meets its standards.

It would provide a procedure to reduce the danger that prosecu-
tion produces greater exposure throngh the dxscovcxy process. It
“would not try to solve the problem of all classified material, but mer ely
limit its objochve to reenforcing our intelligence system. And to
ensure against arbitrary decision not to pxowcme a case in which
additional exposure only to the parties and their counsel was believed
too dangerous, the statute could include a provision that any such
decision be made by the Attorney General personally and be re-
ported to this select ‘committee and that of the House of Representa-
tives,

Mr. Chairman, we neced a signal to the world that we can keep
the real secrets of Amerlcan mtellmence I urge vou to give it.
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Senator Bmexn. Mr. Colby, I thank you for not only a coherent.
statement, but a very, very good statement. I am surprised. You
almost sound like a civil libertarian. .

Mr. Couy. The first amendment is a part of the Constitution that
I swore to uphold. ' .

Senator BipEn. I am being a bit facetious, but I really appreciate
the fact, and the committee appreciates the fact, that you have done
precisely what we have asked, give us some solid suggestions as to
what we can do about the thorny problem that you are more aware
of than I based on your experience.

We have three of our members here. I will limit our questions to
10 minutes. If I could begin with some specific questions

In your statement you say we must give a signal to our intelligence
personnel and to our citizenry disturbed by the situation, and to our
foreign friends, that America will not try to keep unnecessary
secrets but that it does have the will and the machinery to keep
necessary ones. You state that sources and techniques should be de-
fined narrowly to include such matters that would be vulnerable to
termination or frustration by foreign powers if disclosed, not sub-
stantive information or conclusions whose source it could not be
expected to identify.

You go on to say that secret sources and techniques materials
should be separated from substantive materials which would not re-
veal the source and technique. A statute should be enacted to cover
stricter procedures to handle such materials and special trial pro-
ceedings for prosecution of those who reveal sources and technique
information. v

How would you handle and prosecute cases involving so-called
substantive secrets? Is there a statute for publication of classified
material apart from that information covered by a COMINT section,
section 798, title 18¢

Mr. Corey. There is that one. The only other one is the espionage
one and the Congress on various occasions in its history have faced
up to whether it has wanted to have an Official Secrets Act against
disclosure generally and has turned it down. I think there was
some conscious consideration that for the more general area of
secrecy was such that they would punish espionage but not punish
disclosure, except for communications intelligence—for which there
is exception.

There are some other statutes you could apply, one about revealing
government material, and so forth. I think those are really not on
point on here. The intent of those statutes really does not apply
to this situation. .

Senator Biexn. Under our present statutes, as I understand them,
most leaks are not a crime.

Mr. Corsy. That is right. A proper reading of the espionage statute
is that you really have to have the intent to injure the United States
by giving it to a foreigner. That, of course, is not what one does
when one gives it to the newspapers here.

Senator Bmen. I am intrigued. One of the original reasons that
this subcommittee was set up and why all of us assembled, as the
ranking member can tell better than I, was we were starting off to
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do something about the classification systems. We got into this more
specific problem in attempting to grapple with the consequence of
trying to grapple with the whole question of classification.

- T am intrigued by your suggestion, and I would like you to am-
plify on it if you would—that we should divide, in a sense, sources
and techniques and substantive secrets in our approach to get a
handle on what constitutes legitimate classification. As I understand
it you would attach more scvere sanctions to the former. Is that
generally correct? .

Mr. Cowsy. Yes; I think that is generally so, Mr. Chairman.

There are lots of reasons why our government wants to keep some
secrets, Some of those are enshrined by law, like the various rules to
protect the secrets of crop statistics and things like that. Those do
exist. There is a precedent for isolating a category of secrets and
giving it special protection. There are some 20 or 30 some statutes
that protect financial statistics, and things of that nature.

Second, there are lots of reasons beyond those statutes why the
government needs to keep some secrets, diplomatic correspondence
with foreign countries in confidence, some of our military secrets,
some of the planning, some of the weapons systems. These are
legitimate subjects for protection.

To try to rework the entire classification system, I think, would
be a gargantuan job, an enormous job. I think that the problem
we are really wrestling with is the problem of exposing intelligence
sources and techniques, not all of intelligence.

I think that you can produce a great amount of our intelligence
assessments and information without necessarily showing where it
is coming f{rom. It is a customn in much of this material to show an
indication of source to emphasize its reliability, but I think we can
apply to intelligence, to a great degree, the practice of journalism
which is to produce material for public consumption but to protect
the source.

There is a lot of debate about who Decp Throat is, and none of us
know, but we have all read his material and seen the results. I think
that same basic approach is applicable to much—not all, but much—
of our intelligence information. It would require that it would be re-
written and we would refer to a “reliable source” but, in a short
period of time, I think, it would establish its credibility through
its aceuracy and that would be an ample replacement for the present
system of referring to the specific source. .

You do not really have to say that you learned in a message from
Omsk to Tomsk that the Russians have a certain kind of missile.
You can refer to the fact that they have the kind of missile and
that you know it from a secret source—it does not necessarily come
from that particular place. :

Having looked for the sources of leaks in our own government, I
know that other governments would have an equally difficult time,
in many cases, to pinpoint the source of a leak. In some cases, in
espionage perhaps—this is not true. Obviously there are some few
things where just the cxistence of the information would point in-
evitably to where it comes from.
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- If'a’ Chief of State takes a walk in the garden with his secretary.
and; in the course of that walk, tells-him something and reads in
the U.S. Intelligence output the next day that statement, he knows
pretty much who was involved in passing it on. There are some
things that you really cannot include in this category. o
- But I think they are the minority, rather than the majority. .

Senator Bipen. How do we go about the actual process of working
g statute that deals with sources and techniques? For example, take
a hypothetical case—actually, we are moving to the hypothetical in
these questions. I would like to stick to the hypotheticals that we
raised at the beginning of this hearing. ’ .

One of the hypotheticals related to an Army officer at a post in
Country X who was being blackmailed by a foreign government be-
cause he had a paramour. And the hypothetical that we ran through,
the instance that he learns that the paramour was an agent for a
hostile government and he kills that paramour.

How do we break down what is sources and methods and what is
substantive information in terms of prosecution of that man for
murder?

Mr. Corry. I believe in the first place you can define the intel-
ligence source and method involved in this case, the double agent
and whoever it is, the intelligence service someplace, and you question
whether that would have to be exposed in the course of the trial.

Nothing that was actually revealed is in the category of the in-
telligence sources and. methods. The fact that there is a contract with
that Chief of State, I do not think, is any great surprise. The double

- agent in the super power’s home country is what we are concerned

about. : : : . :

T am not sure that you would have to reveal him. The hypothetical
says you would. I think there is an argument. I had the privilege of
reading Mr. Lacovara’s testimony. There is a chance here that you
can get through that hearing without necessarily revealing that
source as a part of it. i :

- I think Mr. Lacovara has some very imaginative ideas.

Senator Bmen. In your experience, which is vast, did you find
that the Justice Department and/or your former "agency operated
as mechanically as has been dsserted by some thus far? That is, the
eleven questions, if you read the statement, the constant reference to
the eleven questions which you are more familiar than am 1. ‘

Getting to question No. nine. I understand the stock question 1is,
will you make everything available, and the stock answer, essentially,
is no, we will not. - . ST '
© Do-things really stop at that point? How, in a managerial sense,
is that handled from that point on? . o o

Mr. Corsy. I think at that point you will -have people who say
no, never.. We went, through-the same struggle with the investigations
with the Senate and House comniittees in 1975. Tt was more or less
the same kind of a problem.- - - S
.- The.initial answer—we revealed these things—the initial -answer
1s.no,.and then- you begin to negotiate from-that’ position. One 'side
wants it and the other side does not want to give ‘it and there are
ways in which you can come down the middle, by giving the material
without the names, and things like that.
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I think that is the way that it is worked out. I think the point is
that we do not have to decide whether it is total disclosure or not.
I think many times you can negotiate your way through that.

Senator Bmoen. Everyone agrees with that, Mr. Colby. The ques-
tion that I have is in your experience, is that the practice? It does
not have to be. Does pegotiation really take place? What is the
triggering device that makes it happen? .

I suggested, and I am not at all sure I am correct, that 1t scems
as though only if it is the case that the negotiating process of
whether or not prosecution will move forward depends less upon
the substance of the issue, that is, what the esplonage activity was,
what the leak was, the substance of it, than it does whether or not
as to who the person is or whether or not the press has treated it as
a major issue, that is, it receives a lot of attention,

Those two factors seem to put the Justice Department and the
CIA into a negotiating posture more readily rather than the damago
assessment reports which say hey, this is serious.

Is that correct?

Mr. Corpy. Let us face it, 10 years ago, particularly 20 years ago,
if CIA s2id to the Justice Department that this will cause us some
problems, that would probably be the end of it. The Justice Depart-
ment would not ask any more. They probably would have stopped
right there.

Do you remember the memorandum in 1954% It was implied that

the CTA would not even have to bring the material to the Justice
Department if they ran into something.
- In more recent years, you have to negotiate your way a bit
through it. There has been a movement over the years, but I have
found that if you have a good reason, you can explain it to the
Justice Department. In my experience, I think, the main one I was
involved in-'was the one about the Thai with the narcotics out in
Chicago. . .

We explained that if you got into that case yon would get into
his activities in Thailand and that the normal discovery process
would reveal a lot of. that. material in public print and it did not
seem to be in the U.S. interests to do it.

There were other things you could do to the man, expel him
from the country, and so forth, and that seemed to be adequate.

In that case the Justice Department was understanding of the
problem and, in that case; decided not to prosecute, as you know.
But I think it was a good faith judgment on everyboedy’s part. I
do not think it was two bureaucratic entities sending missives to
cach other, if not missiles. . :

Senator Bipen. Your experience is that the working relationship
that a negotiation ‘process has increased over the years?

Mr. Cousy. Certainly. . . . Lo .

Senator Bmex. That is for the better?

" Mr. Couny. Surely. S . ' .

I think that the. Justice Department probably feels more pressure
today than they did 10.'or.20 years.ago to justify not prose-
cuting where 10' or 20 years ago .they-could say publicly. that thero
18 some: intelligence-in--there, we are not, going any .further, and
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everybody in the public would say fine. Now every newspaper man
in the world would be after it trying to expose something about it.
. The pressure is different, but I think a good faith attempt to solve
it is in the negotiation. That is a good thing; there is nothing wrong
with that. ’ .

Senator Bmex. That point has been raised earlier in the testimony.
I will come back to it. It seems to me that might argue for some
administrative determination to make sure that we do not go back
to that process.

Mr. Corey. I think that this committee’s existence indicates that
. we are not going back to that situation. I believe that is a fact.

If Congress does its job of supervising, I do not think we are
going back.

Senator Bipen. I have other questions. I will yield to my colleague,
Senator Pearson.

Senator Prarson. I thank the chairman. I think Senator Hud-
dleston was here at the start of the testimony. I came in midtesti-
mony. As a matter of courtesy, I yield to the Senator from Xentucky.

Senator Broen. Fine. :

Senator HupbreEston. Whatever is the desire of the Senator suits
me fine.

Mr. Colby, a question. You mentioned that it is important that
we do develop a proper procedure so that we can protect necessary
secrets. I assume, giving a message to the world, that we can protect
secrets that they give us.

I think you have indicated that there has been some reluctance
already on the part of some foreign sources to share with us secret
information. Can you give us an idea of the magnitude of that
problem? : '

Mr. Cory. I cannot speak for the time since January 80, 1976,
since I have seen no classified material since that date. I do know
before I left office on that date, I was aware of a number of in-
dividuals who had declined to work for us or who had declined to
work for us any longer, foreigners who were agents.

I was also aware of a quite obvious reduction in the sensitivity of
the information we were receiving from intelligence services.

Senator Hoobresron. You see, it is a problem.

Mr. Corey. I am aware also of some cases in which foreigners
indicated that they could not establish any kind of a secret relation-
ship with us even if it might be to their advantage.

Senator Huppreston. I think that you boiled it down to the
central problem; that:is, making the determination of what is
necessary and what is unnecessary as far as secrets are concerned.
At least that has to be the proper starting point. What we do from
there on to protect necessary secrets would have to be devised, of
course.

Who would make this determination or judgment?

Mr. Corpy. First, the first one who says that this is a necessary
secret and it has been exposed is the Director of CIA, who reports
the matter to the Attorney General for prosecution.

Senator HuppresToN. Is this determination made only. after.some-
thing has been exposed, or could it be made along the way as the
information is developed? :
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Mr. Cosy. I think that he would have to have a classification
system which would indicate that certain material fell under the
statute and certain other material which- was still confidential or
secret did not fall under this particular statute, and he would have’
to mark his papers with those two distinctions. .

Senator Hoppreston, Would there be a possibility that the classi-
fication of certain material might change from time to time, perhaps
the relationship changing with other countrics?

Mr. Corey. Certainly. I am saying the initial decision would be
made that this particular material reveals a certain intelligence
source for whose exposure we would prosecute.

When vou actually get up to the prosecution, however, you take
another Took at it and you decide whether it still is that sensitive,
deciding whether to prosccute. .

Once vou decide to prosccute, you must go before a judge and con-
vince him that it meets legal standards.

Senator Hupprestox. Then would the decision have to be based
on whether or not the damage to the security might occur from the
time of prosecution, or might it have occurred at the time that the
disclosure was made? :

Mr. Cormy. T think it was at the time of the disclosure. If you
come along just 4 years and 11 months afterwards the situation
might have changed, so you really would not go through with the
prosecution. Say the source had died in.the interim and there would
not, be any particular problem—although there would be a particular
problem in identifying many sources even though they are dead.
Their families are concerned; your obligation for protecting them
1s still alive. » .

Say, in this case, it was exposed somewhere else and therefore
would not be a matter of concern. In that case, T think you would
say that this man did violate the statute at the time. Since that time,
of course, this did not come from that disclosure. Nevertheless, there
is a clear violation, and you could prosecnte. '

Senator Hunprestox. Any further disclosure?

Mr. Corny. Subsequent would not matter.

Senator Hopnrrston. Would you make a distinction between in-
formation that might just be embarrassing to. the United States
versus information that might actually do harm.

Mr. Corny. That is my point. If we are talking about doing harm
to the national sccurity, I do not think anyone can really define that
very well. Some people think it could only happen if there were a
bomb under the Capitol, that we have survived a lot of other things
and therefore it does not matter.

That is why I say let us define it as a source or technique which is
subject to frustration; that does not talk about the national security
or anything else. Tt is a rather narrowly defined thing to protect our
intelligence sources, and I think if vou define it in that way yon
limit the application of the statute, but you also get. it out of this
general political assessment as to whether it would hurt the national
security, which then becomes a political issue rather than a legal one,

Senator Hunprestox. You dwelt a little on the statement that
sometimes the information itself might reveal the sources or methods.
That is one of the things that earlier our investigative committee and
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our subsequent oversight committee learned from the intelligence
community, namely that sometimes information that is very in-
nocuous on the face of it reveals things that are very helpful to our
adversaries. '

Can you write that into the statute in any way?

Mr. Corny. I think that the definition would reply to that. If the
material actually did reveal the source, then it would fall under.
the category which should be marked that it reveals the source, and
it then could become a basis for prosecution, even if it is an assess-
ment of what is happening in some cases.

My experience is that there is a great deal of our material which
could be revealed without that kind of damage to the source
occurring.

Senator Huppreston. It is sometimes true that what we know,
just the fact that we know something, could be damaging to our
relationship with other countries or could reveal something about
sources.

Mr. Cowey. There I would make a distinction between the two
points you made. In other words, if you take the substance of the
mnformation that I know a certain thing, if that is embarrassing to
a country at the diplomatic level, something of that nature, then I
think it is subject to the normal statutes and not to the special
statutes, to protect the intelligence sources.

But only if the material did pinpoint the source would it fall
under the statute, and that is the purpose of the statute—to draw
very narrowly what only protects our secret sources and techniques
and does not try to protect us against national embarrassment or
protect our national defense and national security; leave that to the
ordinary statutes, the ordinary classification system.

Senator HuppLeston. What about revelations about covert actions
or clandestine collection that may not reveal sources at all?

Mr. Corey. I would apply the general statute to that. If you
could prosecute under the general statutes, fine. If you could not,
then it would not fall into this category.

Senator HupprestoN. You are very restrictive.

Mr. Coray. There are a lot of secret political positions that our
country has—secret negotiations, secret operations, all that sort of
thing—but, as you know, the committee has revealed a number of
these, and we are surviving at this stage. ‘

We did have one that cut us off part way—the Angola one. That
was revealed, and it stopped us, stopped the operation, but I do not
think it necessarily revealed the sources. That one would be one for
the general statutes.

I am saying there are some limits there against too cavalierly re-
leasing these general secrets. But this statute is rather narrowly
drawn to just protect the sources and techniques.

1 Sengator Houoporesron. That is your major thrust, to narrow it
own ?

Mr. CorBy. The narrowing would give the important signal that
is needed.

Senator HuppLesToN. You think it could be that flexible, that you
could consider each case?
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Mr. Cowpy. I think a judge would have to review your considera-
tion of each case. .

Senator Huppreston. Based on what the damage would be at the
time of the prosecution?

_Mr. Corey. Or at the time of the revelation. I would say at the
time of revelation, primarily. .

Senator Bme~, Excuse me, if I may ask for a clarification there.
The judge would review it, based not on what the damage was, but
whether it was a source or technique?

Mr, Cowny. Right.

Senator Bmex. Although there may be damage?

Mr. Cowsy. The political damage is another problem. That falls
under the general statutes.

Senator Bioex. All right, so it could very well be that there could
be damage politically but that the source and the technique would
not be revealed and the statute would not come into effect?

Mr. Corny. Exactly.

Senator Pearson. If the Senator would yield on that point, sup-
pose, Mr. Colby, the court rules that the document in question meets
the criteris of sources and methods, but assume also that he makes
the judgment that the document is relevant to the defense. How,
then, does one make this available to the defense to meet the con-
stitutional requirement of a public trial and the presentation of that
matier to & jury?

Mr. Corny. I think yon solve that problem, Senator Pearson, by
providing a special procedure for this statute that requires that the
pretrial question of law, to whether a secret source or method would
be frustrated, would be decided #n camere in an adversary proceed-
ing in which the parties are under judicial control as to what they do
with their knowledge, that is, contempt, and undertake to protect the
secrecy of the material. That brings them right under the statute
for that additional material.

That is not to say that in every case the intelligence people would
be willing or responsible to thereby give them the information.

Senator Pearson. That brings us right back to where we are now.

Mr. Corey. That is right. In those few cases, you would have to
abort the prosecution, as T understand it. T accept that.

Senator Pearson. T think your proposal has great merit. T merely
want to emphasize the continuing limitation.

Mr. Corny. I admit that in some cases you would have to stop
the prosecution. I think you would limit the number of ‘those cases
very substantially and you would be able to prosecute most of them.
T think the Agency would probably undertake the gamble of letting
the defense—we are talking about a defendant who probably already
knows the material anyway, or much of it.

Senator Prarson. He may, but he may also require the use and
production of the documents.

Mr. Cousy. Before the judge in comera.

If the defendant knows that much about it to be that deeply in-
volved, yon are not taking a risk to give the information to him.
In some cases you would, and T think the double agent here in the
superpower intelligence service is in that category.
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All right. You cannot have everything. Accept that.

T think you have the various administrative things and you would
be better off than you are today, a lot better off than you are today.
It would not be a perfect world, but it would be better. :

Senator Prarson. Thank you. :

Senator HuppLeston. You are suggesting, of course, that the in
camera proceedings be expanded considerably over what they are at
the present time. You would go further down the road in camera
to get to the point where you could make an intelligent decision
about whether you should proceed or should not proceed.

Then you are risking only those who participate in those pro-
ceedings. : .

Mr. Corey. You are not talking about public disclosure. That is
a great deterrence today in many of these cases. .

Senator Huppersron. They would be under the law themselves.

Mr. Corny. In many of these cases today the real deterrent is the
public disclosure of exactly the type of things you are talking about,
the embarrassment, the general effect on our foreign policy, defense
policy, you know? If you could limit it and not have a public dis-
closure but only to the parties who are under the seal to protect it,
then I think you would take that chance, in many cases. '

Senator Huppreston. I do not think anybody on our committee
is concerned about shielding our country from embarrassment, par-
ticularly. I think there might be a recognition of the cumulative
effect of the embarrassment.- o

Mr. Corry. I think there are some things that we would want to
protect ourselves against embarrassment. If we publicized the fact
that we had penetrated a friendly government, or something, it is
embarrassing and makes all sorts of political difficulties, diplomatic
difficulties. ‘

If you do not have to do it, do not.

Senator Huppreston. Translating that into necessary and un-
necessary secrets? '

Mr. Corey. I think that is in the category of the general secret
that- we are talking about that has good reason, but not in this
category of a secret source. ' :

- Senator Huppreston. My time is up, Mr. Chairman.

Senator Bmen. We will come back again.

Senator? :

Senator Prarson. Let me ask one question. T am sort of caught
up with your statement, having come in late, for which I apologize
to you. We are very grateful for your continuing presence and your
‘help to us on these various difficult matters.

You were speaking on the second page of your statement and say-
ing that we must have a dignified, serious legal structure through
which the act would not turn frantically to enforce contract or ob-
tain damages for disclosure, resulting in stimulating publishers, ez
cetera, et cetera.

- Did vou have reference, when you wrote that, to the Snepp case?

Mr. Corey. Also my own experience with Marchetti. T am not
singling out any particular one. :

Senator Pearson. All of those cases?
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Mr. Cowsy. Right.’ ,

Senator Prarson. In your judgment, do those in authority now
seek to protect information? Are they ntilizing all the tools presently
available to them? :

Mr. Corey. I believe that they are trying to use the legal machinery
that they have available. It is very imperfect. ,

" When we decided to go ahead on the Marchetti case, we consciously
made the decision that we may lose or we may win it. If we lose it,
we will show how weak we are in the legal machinery. We actually
won it, but in the process we cnabled the charge of prior censorship
to be made and -a good deal more of the books were sold as a result
of the blank spaces within them, of course. And that is not the way
to go-about it. ,

This is 8 serious matter. These are serious matters, and they need
to be gone at as among our more scrious problems. They are at
least as serious as protecting our crop statistics, and we do that with
criminal sanctions.

Senator Prarsov. Thank you very much.

Senator Bmex. Senator Wallop? :

Senator Warror. Mr. Chairman, I came down to hear Mr. Colby’s

statement and the dialog surrounding it. I do have one question—a
philosophical one, I would think.
" Was there ever a time under the laws protecting our secrets that
pepalties were applicable only to individuals who assumed the obli-
gation to protect them and not to other individuals who received
such material, even if they anight be classified as coconspirators or
accessories, who had never undertaken an obligation to protect such
secrecy ? _ ,

That sounds like a weird question, but are there circumstances in
which this country could imply to anybody who has never taken an
oath to protect our secrets that he has such an obligation?

Mr. Corey. Well, that individual would be under the general
espionage law and if he gave it to a foreigner with an attempt to
injure the United States, then he would fall under that general
legislation. |

Senator Warror. I am less concerned about his giving it to a
foreigner than giving it to an American citizen. I wonder if there
is an implied obligation that ever arises.

Mr. Corry. I can testify that a very substantial number of Ameri-
can journalists and publishers did withhold material at my urgent
request on an occasion when I convinced them that the success of
an ongoing operation depended upon it.

The thing cventually broke down, but a large number of them
showed essentially the sense of responsibility that you are saying.

Senator Warror. I am sure.

Mr. Corpy. There was no statute. T had no power to punish them,
or anything. .

Senator Warrop. I realize that, but T wonder if vou can conceive
of an implied obligation of citizenship. An agent has consented to
all kinds of other things.

Mr. Corey. I think there is, and one appeals to it if one has a
good reason to convince them.
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Senator Warror. Can we do anything other than appeal to it?
To go back, I realize that alcohol and driving is a lot different than
the first amendment, but there is an implied consent that you either
subliect your body to a chemical test or otherwise you are deemed
guilty. :

I wonder if there is, at some moment in every citizen’s life, an
implied obligation of citizenship that can be written into law?

Mr. Cowsy. I think in the New York Times case, the language of
the Justices suggests, it is a little obscure, -actually, but it does—it
implies that in the case of grave and irreparable harm to the United
States that the Government might get an injunction. I do not think
you can go much further than that. : :

Prior restraint is considered the last possible outcome by later
Supreme Court cases, but nonetheless, there is the recognition that
there are possible situations in which the Court may give an injunc-
tion against some material being revealed. '

The journalist would rather have an absolute freedom to make the
decision themselves, but the -Court has not gone quite that far and
I think that is probably realistic. That does combine the first amend-
ment with a recognition that, in some situation, it might be necessary
to restrain in order to protect the first amendment. )

Senator Warror. Thank you very much, Mr. Chairman. :

Senator Bmen. I have several different questions then, sir, we
will get to you. [Mr. Houston was just seated at the witness table.]
I apologize for keeping you waiting. We have not had the benefit
of your testimony yet. - _

I would like to pursue an extension of some of the things raised
by both Senators Pearson and Huddleston.

‘Obviously it is critical, I think it is critical, if we draw a statute,
frame a statute to define sources and methods, assuming we can do
that with some sort of specificity, we have reached the first stage of
the thrust. Then, as I understand the way that you are suggesting
that a trial would mechanically proceed assuming Justice or CIA and
the intelligence community decided that a certain move forward——

Mr. Corry. Or the President overrules. oo

Senator Bipen., The administration decides they should move
forward in attempting to prosecute, your procedure that. you' are
suggesting would be that a judge in an #n camera proceeding would
make a decision, in an adversary proceeding, as to whether or not
the information that was in question was a source and a method as
opposed to a general secret.

At that point, I assume that we would be saying—I think we can
—whether or not something is a question of law, not a question of
fact. Being a question of law, a judge in an in camera proceeding
could make that decision as distinguished from a question of fact,
that must go before a jury for determination. The judge cannot
decide guestions of fact on his own in a jury trial.

. You do not have any doubt'in vour mind that clearly the question
of its being a source and a method, technique and a source, whatever,
could be made a question of law and not fact?

Mr. Corpy. I think if vou defined it right, you could. You could
have it decided as a legal question, as to just what the set of facts,.
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either admitted or proven before the judge, whether that set of facts
meets the legal standards defined in the statute.

Sdena-t-or Bmex. If I may digress to the first hypothetical we
use

Mr. Corey. Of course, if I may add one more point, that after
the judge has made that decision, the whole matter must go to a
jury. Of course, the jury would be entitled to throw the material
‘out, throw the case out, for any reason it wanted to.

Senator Bmex. IJow would 1t get to the jury? :

Mr. Coisy. That being the fact that this does meet the standard,
the legal standard, then you go to the jury to prove that this in-
dividual released this material and his involvement in it, and so
forth. That has to be proved in open court.

Senator Bmex. Let us move back, if I may. Mr. Lacovara, whose
testimony you had occasion to read, made what 1 thought were some
positive suggestions apparently consistent with what you have
suggested. When we were dry running the trial, the way it would
work, that one of the problems a prosecutor has is that defense
counsel argues that just about everything the prosecution has is
relevant to the defense of his client.

So, the Justice Department and the intclligence community is
faced with the concern at midtrial that an open court defense would
argue that some classified information is relevant, should be made
avatlable—declassified, in effect, by being discussed in open court—
and that is the relevancy question as to whether or not it goes to the
elements of the crime. _

For example, in the murder case referred to, whether or not de-
fense counsel might argue, as extraneous as it may seem now on the
face of it, that the knowledge of who the double agent was somehow
impacts upon legitimate defense of his or her client for murder.

The judge, at that point, would make a ruling as to whether or
not it was evident in an evidenciary sense.

Mr. Lacovara suggests that since Justice and intelligence is skit-
tish about that process because they never know what is going to
happen at that point they have tended not to want to take the chance.
One of the ways to correct that would be to say in the statute that
all relevancy questions that reasonably could be foreseen must be
raised in a pretrial, in camera proceeding, and the judge would make
decisions on relevancy of information prior to going to court.

For example, if the court ruled, in a pretrial procecding, that the
knowledge of the double agent’s identity was something that should
be made available and was an element in the defense, then Justice
would be faced with a decision, this judge says in order for us to
be able to prove this person guilty of murder we are going to have
to reveal the source, and we do not want to do that, so we know
not to go any further.

. The second thing Mr. Lacovara suggested was—I am probing—
in questioning, I, as a former defense counsel, can see a number of
instances where you might not reasonably know, because you do not
know the entire prosecution’s case, all you would argue as being
relevant. So where, in midtrial, there is a relevancy question raised
by defense that could not reasonably have been anticipated, that
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there should be an expedited appeals process, within a number of
hours, where the jury would be, for the record and those who would
be reading this who were not attorneys, or the jury would actually
be taken out of the room where defense counsel and the prosecution
-and the court would go into chambers and make a determination, at
that point, as to what was relevant.

Then if it was found against the prosecution, or vice versa, that
either side would have a right of expedited appeal.

The reason that I go into such detail is so that I can understand
your suggestion that we would, in a way, further limit the process
by having the statute that says that the only thing under this statute
that is protected is the source and the method. )

Was that your technique?

Mr. Cormy. Technique.

Senator Bmen. Technique and the source.

A reason why that is important in terms of whether we are able to
prosecute or not really has to do with relevancy, does it not? That
18, whether or not something is a source and a technique becomes
important in prosecution only if the judge determines that that
source and that technique need be exposed or need be proven as an
‘élement of the crime. S

In other words, obviously a court would rule, I suspect, that re-
gardless of whether or not the prosecution raises the double agent in
the case referred to as a source, that would clearly fall under the
statute, would it not?

Mr. Corry. Noj that is not what was revealed. In other words, you
‘have two different sources involved, the one that was revealed and
now the additional one. You are prosecuting for the first one. Your
question of whether the defense has a right to bring in

Senator Bmen. What if the defense argues

Mr. Cory. The defense would argue the existence of this other
agent, the additional agent, is essential to the record, because he can-
not defend himself on the first case without it. That is the question
of relevancy and I think yes, that we will just assume that is a secret
source.

You could either, at the pretrial, or Mr. Lacovara’s system of the
expedited interim én camera hearing, get into that question of whether
it is relevant, and you could go into it on the basis of a contempt and
acceptance of the statute, the workings of the statute on the partiesand
the counsel to protect this additional source you are talking about.

Even in that situation, it might be that the Government would
give up the case right then because of the sensitivity of the particu-
lar double agent. He might not even want to expose it to the other
party because the other party does not know about it.

That is possible, T said.

I think in many cases the defendant would have known about it,
which is how it got there.

Senator Bipen. If I may—and I will conclude with this. I have
some more questions but we have a number of witnesses who I am
holding up here. If I could submit some of those to you in writ-
ing—— _ .
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Mr. Cowy. I'would be delighted.' T will have to write a law review
article for each one, perhaps, but I would be glad to try. )

Senator Bmuew. In the first hypothetical case we have been using
in this hearing, the article appears in the Washington Post which
contains classified information derived from the secret negotiations
stiggesting that we have had initial contacts with a superpower. We
have exchanged drafts and treaties, that we have intelligence infor- -
mation on the superpowers fallback position in negotiations.

The point of the article is that we should have taken a harder line
on the U.S. draft because we know our opponent’s fallback position.

The leak contains communications intelligence information. Be-
cause our intelligence on the fallback position was derived from in-
tercepts at the military base of communications between insurgent
representatives and the superpower, the Department of Defense re-
ferred the case to the Department of Justice for prosecution under
section 798 of the U.S. Code which makes it a crime to disclose
communications intelligence to an unauthorized person.

The Department of Justice responds by requesting that the Depart-
ment of Defense declassify all information about the communication
and intercept operations at the base. The Department of Defense re-
fuses to declassify the information, and no further action is taken
on the leak,

In that context, let us assume that the Department of Defense does
not refuse the negotiating process that was entered into, and they
decide when they refer the case that the Department responds to the
Justice Department and declassifies some information of the com-
muniecations center intercept operation relating to the base.

How does your suggestion help us deal with that hypothetical
case? How would we work it?

Mr. Corsy. My suggestion here would be that the intelligence in-
formation on the superpower’s fallback, you might not have a source
revealed,

Senator Bipen. In this case, the source

Mr, Corny. Actually, it is communications intelligence. That is not
necessarily so. You may have learnced that through penetration of
the Embassy, a secret, source in the home country of the organization,
a secret source in the local party that it has, and so forth. Tt is not
necessary that that be the only source of that material. It may be
the only source, but it may not be necessary that it is.

If you put out the material when you published this material,
elassified within the Government and ‘did not say that this comes
from the communications intercept, mayhe it does not have the source
- or technique revealed. Maybe it docs, too. Maybe it could only come
from one place. That is another problem. '

Senator Biprx. What we have done there then, which may not be
all bad, what we have done is underent the proof of the crime.

The only thing we could be prosccuting for here would be {he
revelation. not on the fallback position, but that there were inter-
cepts which were ’

Mr. Corsy. My proposal would only apply if the source was inevi-
tably revealed. Otherwise, you would turn to the general rules, the
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general laws, and the general administrative restraints on trying to
protect it. But you are admitting you cannot protect everything.

Senator Bmex. Two more questions, if I may. Then I will cease.

One of the suggestions that came about as a_consequence of the
exchange of questions and answers last Thursday of this hearing
was that it might be worth while for us, the Congress, to write a law
and/or there be an administrative order set out which requires the
Justice Department to set out in writing why they refused to prose-
cute. Why they believe they could not prosecute in a specific sense
and not in a general case.

Obviously, that would remain classified. It would not be a docu-
ment that would be made available to the public at large.

Now, the rationale for that was that would force or require good
thinking people to be more specific and look more closely into the.
determination of whether or not they could proceed.

One of the things that you said, and one of the things that other
expert witnesses have said, is that many times we do not have to get
to sources and methods, which at first blush it looks like we might
have to. If we really sat down, if the administration really were able
to spend time going into this, 1f somebody spends some time looking
into it, you might be able to prosecute under the present statutes
without revealing sources and methods.

But, because the tendency is to avoid any disclosure, but many
times 1t does not go into the detail that it should—do you think that
administratively it would be wise to require a written finding as to
why we did not proceed?

Mr. Corsy. I think accountability on that sort of decision is im-
portant. It is obviously an important decision and subject to abuse
and thereby articulating the rationale does make sense. I would go
one step further. My own suggestion is that under the statute that
an accounting be given to these committees, the select committees of
the House and the Senate, so that you can look at it as the other body
of the Constitution and decide whether or not there is some sort of
covering heré that does not stand up. ' '

Senator Bmen. One of the things that we have found in our re-
viewing of the damage assessments is that I have been—I think it is
fair to say we have been somewhat impressed that refusals to prose-
cute have, almost in every instance, been good faith refusals to prose-
cute, from what we know, and not really attempts to cover up.

Mr. CorBy. That is my experience, certainly.

Senator Bmpen. I think that your suggestion would codify that
assurance. o

Well, I do have other questions. I invite you, depending on your
schedule, Mr. Colby—and Senator Huddleston may have additional
questions——

Senator Huppreston. I do not believe so. I think it might be help-
ful to the committee to have some of Mr. Colby’s judgments on the
type of necessary and unnecessary secrets. I think the staff may have
some questions along that line.

Senator Bmen. I think that is a good suggestion. Staff has already
prepared four or five questions already related to that. _

T also invite you, depending on your schedule, to stay at the table,
if you like, and hear Mr. Houston’s testimony and maybe there may
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be some overlap that we could get the benefit of both of your
judgments. Y

I understand your schedule. )

Sir, proceed in any way you feel is appropriate.

STATEMENT OF LAWRENCE HOUSTON, FORMER CIA GENERAL
COUNSEL

Mr. Houstox. Mr. Chairman, I am merely here to respond to your
questions. I will give you a little background.

I was General Counsel of the Central Intelligence Agency from
1947 until I retired in 1978. Consequently, I do have some familiarity
with this problem.

For the record, we recognized very early on that the existing legis-
lation was not going to be very effective, particularly in the intelli-
gence field. As time went on, with the growing use of the rules of
discovery, it became more and more of a problem.

We were asked in our office a number of times why we could not
have something cquivalent to the British Official Secrets Act, and we
made a study of that back in the 1950’s, we could not find anybody
who had made a study of the British Official Secrets Act, and quickly
came to the conclusion that some of the important elements of pro-
tgctio]n in the British Official Secrets Act would be ruled unconstitu-
tional. ‘

Senator Bipen. For the benefit of this hearing and record, would
you briefly summarize the main elements of the British Official
Secrets Act. _

Mr. Houstoxn. The major point to understand here, it is based on
a different philosophy. Under the British philosophy, all infermation
gained while working for the Crown, belongs to the Crown. Our
view is that it belongs to the people.

You start with that basic difference. You come into & number of
practical situations.. '

One of the famous cases in the British experience, the case of the
publication in the magazine [sis where some studénts had gone on
active duty and engaged in cryptographic naval work on their active
duty and came back and wrote an article in the university paper 7sis.

The decision was made to prosecute. An expert witness, who did
not have to identify himself, put the article in evidence and merely
testified that it contained information relevant to the security and
protection of the Crown.

In essence, that made the case. And then afterward when the guilty
verdict was found, they then went ¢n camera to the judge in connee-
tion with sentencing and explained the information that was serious
and damaging, in camera, not in the presence of the defense.

Senator BmeN. Only for the purpose of determining the severity
of the sentence? _

. Mr. Housron. That is correct, sir.

. That is a case where we could not possibly have a similar proceed-
ing under similar situations. Consequently, we spent much time
looking at the other aspects of this business, and one of the first
moves, of course, was the enactment of section 798 of title 18, U.S.
Code, the communications intelligence section.
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-t is interesting to note in those days the people responsible for
the communications intelligence were extremely worried about merely
having that phrase used in public. o o

When the statute was passed, if- my recollection is correct, it has
never been properly tested. The only case I can recall is the Peterson
case. In that case, the defendant pleaded guilty. My deputy, who
worked very closely with Justice in connection with that case,
formed the opinion that if Peterson had fought it through with all
the rules of discovery and so forth, that he might well have beaten
the case, so there is no real test. i
- We were then muich interested in a case that arose under title
50, of the United States Code, section 783(b), the case of a State
Department employee named Scarbeck who was convicted under
783(b), and there was an appeal and a long, to us very interesting,
opinion from the appellate court. I have the citation here: 317 Fed
2d 546, :

In this case, the crime was for an employee of the United States
to pass classified information to an agent of a foreign power, and
the court limited the admission of documents that the Government
put into evidence merely to show they were properly classified under:
the Presidential regulations.

. This is limited, as I said, to employees, and only when the infor-
mation is given to the agents of a foreign power. '

After years of studying the various possibilities, we came up with
a draft statute which I am sure is before this committee, which would
have expanded the Scarbeck Act to include any employee or former
employee that gave classified information to an unauthorized person.

Senator BmeN. Not an enemy agent, an unauthorized person—
who would be anyone who did not have classification to have that?
. Mr. Houston. That is correct, sir. : ' '

We fully realized the political implications of proposing such en-
actment, and the -Department of Justice studied it at some length
and returned it to us with some minor adjustments. :

. They felt it fell within the constitutional bounds.

So that is the major piece of drafting that my office participated
in, in trying to cover this subject, and I have not been close to this
now for some 5 years, but as far as I know, I do not know of any
alternative that' would give the type of protection that we needed.

. I would differ with Mr. Colby on his very limited view because
I think that there is substantive information that is just as impor-
tant as source and technique information. '
. Also, I'am not sure—I am now talking off the top of my head since
I have not had a chance to study case history, but again, with the
_breadth of discovery under the present rules—I am not sure this lim-
ited target could be so limited. I am afraid you might get into the
same problem that we have been fighting.

‘If the statute were so broadened, still it is not the answer to all
problems, but I think it would be effective in case that, in the past
we would not have been able to take action on. ' .

Senator Bmex. All that would have to be shown, if I understand
the suggested expansion, that a presént or former Government em-
Ployee who had access to classified information, tells that informa-

bl
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tion to anyone who did not have the: classification, and then there
would not be a requirement showing that the information—it would
not be required that it be proven in court that the mformation was
anything other than classified? '

Mr. Housrox. That is the holding of the appellate court in the
Scarbeck case. T would be surprised that if the broadened statute was
enacted, the Court would so limit themselves. They would insist on
some inspection into the validity of the classification.

Senator Bipen. As a practical matter, assume you had such a
statute and you would get to the point of validation on the classifi-
cation. How do you suggest that would or could be handled?

Will that be done in camera? Will that be done by the court absent
defense or prosccution counsel, or the information made merely
available and the judge making a determination of whether or not
it was properly classified?

Mr. Housto~. This, of course, is speculation on what might happen
under a new statute, but T would see such a proceeding n camera as
has happened a couple of times in the past, leave it to the judge as to
how far to make an adversary proceeding or to bring defense coun-
sel into the picture. ' :

. We actually have had such a situation where I was subpenaed as
a witness in a criminal trial along with decuments and the docu-
ments were agency messages, classified messages, reporting on ele-
ments of the crime, the subject of the case. ‘

The classification of these documents related almost entirely to the
source information on the documents themselves so when the docu-
ments were requested, I asked the judge, the Federal judge, to allow me
to explain the classification problem and to usk his approval to excise
the source information, which primarily were numbers and references,
and leave the substance of the messages to go into evidence.

The judge agreed with this procedure and did not call defense
counsel in. Under the circumstances, he merely told them what he
had done,

Senator Bmen. Did you even tell the judge what the source was,
or was that limited also? :

Mr. Hoostrox. We took it document by document to show what in-
formation would reveal the source of the information.

Senator Bmex. The source was not there to delete?

Mr. Housron. If the source was not indicated, we would not delete
it. If there was information, say, at the heading of the message, as
there was, I believe, in all of them indicating the source of the in-
formation in the body, then we would point out to him that that in-
formation on the source was what we wanted to protect, not the sub-
stantive information in the body of the message.

" Senator Binen. Now, one of the arguments against that we get into
a very subjective determination on an ad hoc basis as to what consti-
tutes legitimate classification. That will vary, potentially, from one
judge to another judge. :

Mr. Hotsroxn. That is correct.

__Senator Bmen. In your study and experience in this matter there
is no way of avoiding that, apparently?

Mr. Housrow. I do not think there is any way of generalizing on
this, Each case'is a case in itself. As each case arose, we would have

25-995—78——38
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to study it ourselves, talk to Justice, maybe talk to the State Depart-
ment, talk to people outside for one reason or another, come back,
consider classification problems we had, ask the operating people to
review the classifications on the basic documents, or to explain them.

Each one became sort of a custom built case in itself, so it is ter-
ribly hard to generalize. But you are quite correct that different
judges have different views of the validity of classification.

Senator Bmex, I am not sure—let me back up.

Your suggested statute would only allow for or call for the prose-
cution of the employee or former employee, for example, in the situ-
ation where a former employee or present employee leaked classified
information to the press, the press in turn prints it without revealing
its source—the press source—of the classified information. Under the
statute that you suggest, there would be no way to proceed against it.
How would you proceed if you thought it was very, very important,
other than by injunctive relief, seeking that against the party dis-
closing the classified information, that is, the press.

Mr. Houston. I do not think there should be any prosecution of
the press under these citcumstances. I remember back in the Eisen-
hower days there was a serious leak of military classified information
and the General Counsel of the Secretary of Defense wanted very
much to prosecute the paper which published this and took it up—
I went to a meeting with Mr. Hagerty and Allen Dulles and we took
the position that there absolutely should not be any-attempt to prose-
cute the paper which published the information. ,

Mr. Hagerty, for the President, finally agreed with us and no
prosecution was then sought. :

Senator Bmen. Senator Huddleston ¢

Senator Huppresroxn. I do not know if I have any specific ques-
tions. I was thinking if we had a perfect classification system-we
could move perhaps more in that manner if the judge, and even the
defense counsel, had more confidence. Should there not be levels of
classification ? : , , e

Where do you get from the point of classified material that may
be somewhat damaging to us, revealing some of the operations that
we do not want to reveal but would not actually have a direct bearing
on the national security, to that which would have a direct bearing
on sources or techniques? ; : .

Is there any way to establish a system under which judiciary
would have that knowledge? To leave under frequent review whether
the cla;ssiﬁcation was strong enough and was the basis for prose-
cution?

Mr. Housron. Of course, you have the basic classification system,
which imposes degrees of classification on various pieces of informa-
tion, but when we got in the situation where it looked as though
there would be prosecution or a court case of any sort, we would find
out the basis for the classification before we went to Justice. Then
we would talk to Justice about what would appear to be involved in
the way of discovery or evidence needed for trial, or whatever.

Then we would go back and ask the operational people to review
the information and the sensitivity of it in the light of possible rev-
elation. And we would put heavy pressure on not to have just pro-
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tection against embarrassment, but a serious question of classifica-
tion. We would go back and forth a number of times between Justice
and our own people, trying to resolve this and there are very few
cases where we are unable to resolve it, one way or another.

1 remember, at the moment, two cases involving our own people
that we found we could not—only two that could go to trial.

Senator HuvoLesTon. Only two?

Mr. Houstown. Only two. .

Senator HuppLEsToN. In your tenure that was not a very big per-
centage of cases prosecuted. .

Mr, Housrox. There were very few. Both of these involved misuse
of funds, taking of funds for their own purposes. In both cases, the
funds involved and the people who took them were involved in most
sensitive political activities, and we went not only to our own people
to establish the degree of sensitivity that they put on it, but also
went to the State Department who were estremely concerned.

In effect, one of them—1I talked to a Federal judge who happened
to know something about the case. He says, no, do not come in,

Senator Huppresron. Thank you.

Senator Bipex. Mr. Houston, under the British Official Secrets Act
how, if you know, would the British proceed in a case, our hypo-
ghetica.l that related either to bribery or murder, let’s take the mur-

er case.

“In the situation, if I may stick to our hypothetical here, the hypo-
theticals we have been using, a high-ranking official in the American
government in the military has a paramour and that paramour is
being used by another intelligence community, hostile one, to black-
mail this officer.

“The officer finds out, the high-ranking official murders the para-
mour after learning that she is an enemy spy. In that situation, there
is & murder case. The issue is murder.

Under the British Official Secrets Act, how would they handle that
kind of prosecution, or is it because it was in any way related—
how would they handle it?

Mr. Houston. I am not sure I am sufficiently informed on that
aspect. The cases I talked about were actual cases of prosecution to
do with releases of information. .

All T can say, for one thing, their rules of discovery are much more
limited than ours. I am not sure the judge would consider the classi-
fied aspects of this as relevant to the murder charge.

Senator Bmex. Is it fair to say, in your experience—and nobody
has as broad experience in this matter—that our classification sys-
tem, or those who classify documents tend to be more overzealous in
classification than is warranted?

Is there not a great deal of information that has been classified
secret or top secret that really does not, in any way, or in any direct
way, impact upon our national security? :

_Mr. Houston. There is a great deal of overclassification. No ques-
tion about it.

In fact, I, myself, quite a number of times objected to classification
when it came through my office. In the intelligence business, it is a
little tricky to make a generalization because of the aspects we
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touched on a little earlier. Sometimes a piece of information may
reveal sources or methods, although it looks innocent in itself.

- Senator Bmrx. That is true. There is no question about that, but ,
that “may” is fairly broad. : .
- As a member of this committee, in the last, T guess going on 2
years, at least 1 year, some of the things, the slides that are put up
that have top secret written on them are preposterous. I have read
them—not in terms of any leak, but they have appeared in maga-
zines, have been discussed openly by officials, and relate to a piece of
military equipment, for example, stamped top secret. ,
My big concern—and I have several—with the suggestion that you
made about changing the statute to say that disclosure of anv classi-
fied information by an employee who does not have the classification
is a crime, I am a little distrustful. I lack the confidence in the sys-
tem to the point that I am prepared to be bound by, or to attempt
* to bind other people by, the classification systems that would be in-

terpreted by the judge.

" Most judges—1I should not say “most judges;” I know many judges
are reluctant to be put in the position and Iack the expertise of mak-
ing a determination as to whether or not a matter is truly classified.
I mean truly in the national interest that it be kept a secret.

I can see the situation where, unless we develop a special panel of
judges that have a special expertise in foreign policy and special ex-
pertise in intelligence matters would essentially be rubber stamps for
the community. I do not know whether the community comes in and
says, hey, this is really important, judge, and we cannot even tell you
what the source is but we can tell you that it may, in fact, jeopardize
our relationship further.

.Many of the things that we have seen in my short tenure appear
that the community and/or the administration, no one single admin-
istration has attempted to keep from being published are matters
that would be of severe embarrassment more to individuals than to
our country’s security. At least in my opinion, that is the case.

I do not know whether we have a right. I do not know whether
it should be policy to have a statute that helps protect individuals
and leaders from embarrassment, even though, indirectly, it embar-
rasses the country and let a judge make that determination as to
whether or not this classification is warranted in our national security
interest. o '

That is why I like the idea of trying to deal with the classification
in a way—I guess this is the question.

Mr. Colby suggested that we take out a narrow segment, that is
sources and techniques. Would it, in your opinion, be a reasonable
approach to say any agent or employee of the Federal government
who reveals to a third party any source or technique, that that, in
fact, should be prosecuted and it only need be shown that it was a
source or technique and that determination could be made as a mat-
ter of law by the judge?

Is that possible?

Mr. Houston. I do not personally believe it is quite broad enough.
I believe there is a need for protection in cases of substantive infor-
mation and technique. '
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The point that you are making, we went back time and again be-
tween Justice and our own people to establish the validity of a clas-
sification or have them withdraw it. In some cases, they could not
establish it to our satisfaction, or Justice’s.

Senator Bipen. Is it not the very nature of the institution that
the intelligence community is going to err on the side—and assume
that a classification is warranted, because we do not want to take
any chance, or significantly limit the chances, as opposed to an
agency which does not have as much at stake or an interest in deter-
mining what is in our national interests?

Obviously, your job as a member of the intelligence community is
to keep secrets for your benefit. Theoretically I would say our intel-
ligence operation would operate better if absolutely nothing was dis-
closed. One of the problems we have right now is, according to re-
ports I get as a member of the Foreign Relations Committee or this
committee is that much of the knowledge or technique that we have
available as to weaponry is reported in things like “The Aviation
Weekly,” and the Soviets know a great deal more about our potential
capability than we do about theirs, because nothing, or little if any-
thing, is disclesed in the Soviet Union.

Obviously, it puts them in somewhat of a stronger position in the
military field, not in the strongest sense in the strength of their in-
ternal domestic situation.

Is not the tendency going to be to classify, by you as a member
of the intelligence community, to say that that could impact on our
national security? The Pentagon Papers—I am not so sure that any-
thing revealed in those Pentagon Papers should not have been re-
vealed. And they argue that the technique and the way it was done,
I find it offensive. )

Much of what was in there, I believe, should not have been classi-
fied in the first instance,

Mr. Housrown. I took that position with then General Counsel of
the Department of Defense.

Senator Bmorn. You lost.

Mr. Houstoxn. T was not in charge of the case.

_ Senator Bmex. That is what I am saying. If we had good think-
ing men like you able to make that decision—and I understood that
to be the case, that much of what is classified should be declassified,
but you were overruled. You were not making the decision.

So if we had the statute in effect that you are discussing, the per-
son who overruled you, with whom T disagree with in terms of the
ruling—T am talking in a gencral sense now—would be making a
decision that impacted potentially—not potentially, impacted upon
the dissemination of information that I think should be in the public
sphere, hut you would be protecting it from getting it into the public
sphere by making it easier to prosecute someone for releasing what
we both think should have been released.

We are getting into a policy question, obviously.

. Mr. Housto~. There is no question that there is a tendency in the
mtelligence community to be overprotective. I found it somewhat
thus until we got into the spotlight of the law. This is a very reveal-
ing business when you begin to get in a court and tell people about
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what the rules of discovery are, and there were a good many times
when we could not convince the operators at the operating level and
would have to go to the Director-and ask him to review to determine
whether he could back up the validity that they claimed they had
for the classification. :

Once we made such a review and came to the conclusion that there
was a valid basis for classification, I do not remember any difficulty
at any time in explaining such a classification to any.judge or to the
Department of Justice, or to whomever we had to explain it to.

Senator Bmen. I thank you very much, Mr. Houston, for your
testimony. : .

Is there anything you would like to add, Mr. Colby?

. Mr. Corsy. No, I think the issues are fairly clearly drawn. I do
not think Mr. Houston and I are that far apart. e

Mr. Housron. Not too far apart.

Mr. CoBy. Nevertheless, there is a distinction there.. I would rely
on the general law, the administrative controls, and so forth, for pro-
tection of the embarrassing material and legitimately protect the
internal workings of the government, the advice given to the Presi-
dent and things of that nature. _ ‘

I think the general law should apply to those. I think we need a
better protection of our sources and techniques if we have an oppor-
tunity to include it in this general realm of our intelligence legisla-
tion, we should do so. )

Senator Bmoen. Implicit in that, as T understand it, is your concern
that, in order to have access to information worldwide that we need
very badly for our ultimate security, we have to convey to other na-
tions that our sources and techniques will be more closely guarded
and protected. : :

Mr. Corey. The other nations, Mr. Chairman, I think have taken
the great mass of publicity about CIA and its activities as an indi-
cation that we do not have any secrets. I think we could reassure
them that we take this action and show them we are going to protect
some secrets, the sources and techniques. Say yes, we are going to
conduct the other ones on a much more open basis, but these we can
protect. ,

Senator Bmexn. The focus of the heart of the debate on this issue
would be on what constitutes source and technique. There seems to
be some general agreement with regard to questions of relevancy of
the information, that the Court will have to make that decision, and
that it should be made in an én camera proceeding. :

Based on the decision, Justice, in this case, will make the deter-
mination whether they think it is worthwhile in balancing the ques-
tion, to proceed. . ,

Is there anything you would like to add?

Mr. Housrton. Just one thing on this business of establishing the
definition of source and technique. It is extremely difficult to get any
agreement on this. ‘

At Mr. McCone’s request in the early 1960’s, we formed a com-
mittee of the lawyers from the intelligence community to try and
arrive at a definition of what was then called protective information,
more or less about the same subject. I have never seen a committee so
divergent in its views and so impossible to get to any agreement.
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So I wish you well. You will find it very difficult.

Senator Bipen. I acknowledge that that may be a problem. We
had some little experience with that. We asked the Agency—they
suggested, I am not sure how it came about, but in a definition of
source and technique in another context that was raised, and my un-
derstanding from staff is we received a 20-page single space defini-
tion of what constituted sources and techniques.

Again, that just speaks to my basic concern about your statutory
suggestion, that is, the Agency is going to, I think—1 expect that 1t
would, and shonld, be overprotective, broader than in almost every
instance, than it need be in order to have the broadest umbrella to
protect what is ultimately their responsibility, that is, obtaining and
keeping secrets.

But you are right. It is a herculean task. :

Mr. Houston. I believe it is manageable on a case-by-case basis if
given the back and forth between requirements of the law and the
other requirements, and you would not find the exact same situation
in any one case. It is hard for me to geperalize. We found every
single case to be a unique situation in itself.

Senator BipEN. As you are aware, the damage assessments that
this subcommittee have looked at, and T believe that some of them
went back prior to 1973, and I understand you left in 19737

Mr. Houston. Yes, sir. '

Senator Bmen. At least some of the cases we looked at, and thers
were approximately 50 cases where there was a determination by the
agency in the damage assessment that there was damage, and the
damage was significant, and varying degrees of significance bul none-
theless significant, and there was a general consensus that it would
have been worthwhile prosecuting if we could prosecute.

It was determined that, for & number of reasons—it varied—that
prosecution could not or should not go forward, and obviously what
prompted these hearings is how do we come up with a statutory help,
if need be, administrative changes that would put us in a position
to be able to prosecute the wrongdoers and send a signal to the rest
in the community that if, in fact, they do reveal certain information
that not only do we have the desire to prosecute, which exists now,
but the capability without further jeopardizing internal security
matters,

But anyway, the only reason T mention that is that I thought you
said, in response to Senator Huddleston, that in most of the cases
there was a desire to prosecute, very near 10, you were able to suc-
cessfully prosecute, or did T misunderstand ¢

Mr. Housrox. T said I could remember two cases where we de-
cided, with Justice, that we could not prosecute. I do not remember
any prosecution as such. A great deal of our involvement, when we
got into the security aspects, was either when something of ours be-
came involved in another criminal case or a defendant in narcotics
or munitions prosecution, claimed that we were behind them and the
problem of proving the negative sometimes was troublesome.

But by working with the U.S. attorneys involved in cach case, we
were able to work out a satisfactory answer and not interfere with
their prosecution. '
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Senator BmEN. Gentlemen, thank you very much. I really appre-
ciate your time.

Our next witness is Morton H. Halperin, who is the director of
the Center for National Security Studies whose activities are spon-
sored by the ACLU Foundation Fund for Peace.

Mr. Halperin, welcome, and thank you for taking the time to come
before this committee.

STATEMENT OF MORTON H. HALPERIN, DIRECTOR, CENTER FOR
NATIONAL SECURITY STUDIES

Mr. Haveeriy. Thank you, Mr. Chairman. I am pleased to be here.
I have a prepared statement, and I would like to ask that that be
entered into the record.

Senator Bmex. Without objection, your entire statement will be
entered into the record.

[The prepared statement of Morton Halperin follows:]

PREPARED STATEMENT OF MorTON H. HALPERIN,! DIRECTOR, CENTER FOR NATIONAL
SECURITY STUDIES

: Mr. Chairman, I am honored and privileged to appear before this committee
today to present some views on the very difficult and complex matters with
which this subcommittee is grappling. I am speaking on behalf of the Center
for National Security Studies and the American Civil Liberties Union.

‘It might' be most useful if I simply make some comments on the issue con-
tained in the draft study distributed by the committee and then respond to any
questions that you might have.

The first and perhaps most 1mportant point that I would make is that I
believe that the issues involved in criminal cases are substantially. different
from those which are raised when national security issues develop in civil
litigation. I would urge, therefore, that the committee consider these two
issues separately. In criminal cases, the government has an obligation not to
rely upon claims of national security to interfere with the due process rights
of a defendant that it chooses to bring into court. In civil litigation the gov-
ernment may be the plaintiff, the defendant, or simply a third party seeking
to protect information that others wish to obtain and make public.

Let me turn first to the question of criminal cases. There are two general
approaches that could be used to seek to avoid the problem of forcing the-
government to choose between releasing sensitive national security informa-
tlon and dropping a prosecution.

One key to the matter is to draft narrow statutes which do not require the
government to prove anything about the quality of particular information and
which excludes defenses which require the use of classified information. For
example, .and the sufficiency of the offer of proof At the end of such hearing
the court should be required to issue an opinion dealing both with the legal
theory and the sufficiency of the offer of proof.

The legislation should provide that such a ruling must be in wrltmg and
should be subject to an automatic right of appeal by either party prior to the
trial, both to the court of appeals and by petition to the Supreme Court.

If the district court upholds the legal theory and the sufficiency of the offer
of proof and the government either appeals, or turns the documents over to
the defendants, it should be required to give the documents to the court. The
court would then examine the documents ez parte in camera, to determine if
they are discoverable in whole or in part under Brady, Jencks, or the federal
rules. The court would be permitted to examine the documents sought on an
ex parte in camera, basis, but it would not be permitted to receive on an ez-
parte basis affidavit or argument in support of the irrelevance of the docu-

1 Morton H, Halperin 1s the director of the Center for Natfonal Security Studies
whose activities are sponsored by the ACLU Foundation and the Fund for Peace.
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ments to the offer of proof. The court should be anthorized at its discretion
to permit counsel for the defendant, and, if necessary, the defendant himself
to participate in the adversary in camerg proceeding based on a protective
order: : ’

If the court, after examining the documents, finds that they are discover-
able, it should notify the government and give it then an opportunity to
formally assert the state’s secrets privilege, or simply to drop the prosecution.
If the court finds that the state’s secrets privilege has been properly invoked,
it shall give the government the choice of cither dropping the case, waiving
the privilege and releasing the documents, or appealing the ruling of the court
on this issue.

I should add that in my view such procedures are unlikely ever to be in-
voked unless the power to prosectite officials of Intelligence agencies is taken
away from the Department of Justice and given to a special prosecutor. As
the current attormey geuweral and his predecessors have reminded us on a num-
ber of occasions, they are responsible for the morale of FBI agents and agents
of other intelligence agencies. Indeed, their ability to perform certain func-
tions given to them by Congress and by the president depend on the morale
and cffectiveness of the FBI. For that reasonm, there is always a coonflict of
interest hetween the duty to cnforce the criminal laws and the duty to have
an effective, functioning intelligence ageney. A special prosecutor’s office
should be created whose sole function would be to monitor the activities of the
intelligence agencies and to prosecute violations of the statutes enacted by
Congress. A model for such legislation is contained in ILR. 6051, Title VIL

T.et me turn briefly to the question of civil litigation. Here T think the proh-
lem is not as complicated and much less needs to be done by way of legisia-
tion. In order to avoid any remaining uncertainty about the matter, Congress
may wish to specifically anthorize in camere adversary proceedings when the
government invokes the state’s secrets privilege, if the court feels that such
adversary proceedings are necessary to determine whether or not the privilege
was properly invoked. The legislation should require, where the govermiment
is the plaintiff and secks the aid of the court in enforcing its position, that
the government should be required, as it was in the Pentagon Papers civil
trial and in the Marchetti case, to turn over all relevant information to the
defendants under an appropriate protective order preventing tbe public re-
lease of the information.

There is one area where T think more extensive legislation might he appro-
priate. I believe that in situations where there are allegations of violations of
constitutional rights, and where those allegations have a clear and firm fac-
tual basis, the consequences of invoking the state’s secrets privilege should be
different then the normal consequences which flow from the invoking of au
evidentiary privilege in a eriminal case. Where the government finds it neces-
sary to invoke the state's secrets privilege to prevent a citizen from litigating
possible violations of his or her constitutional rights, then I helieve that the
consequences of invoking the privilege should be that the violation of the
constitutional right should be assumed to be proven for the purpose of the
litigation. In such cases, whatever is done in general to amend the Tort Claims
Act, the government should assume from any individuals who bave been sued
in their personal capacity, the responsibility for paying any damages which
mnay arise ont of the litigation.

This solution to the problem seems to me to deal in an appropriate way with
the various concerns involved. On the one hand, the government should not he
required to reveal information which it has satisfied the court is protected
by the staie’s secrets privilegé. On the other hand, the government should not
be able to use the privilege to prevent a citizen from being compensated for
violations -of constitutional rights or to prevent the courts from granting in-
junctive or declaratory verdicts. No barm will be done to the privilege or to
the purpose of the privilege if the government, in appropriate cases, is re-
quired to compensate individuals when it declines to contest their factual
allegations where those allegations are net based on mere suspicion.

Iet me emphasize, Mr. Chairman, that these -are only very preliminary
thonghts and remarks stimulated by the very usefnl paper prepared by the
committee staff. I wounld be glad to answer any questions that you might have.
My colleagues and I at the Center for National Security Studies and the
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American Civil Liberties Union look forward to working with you and the
istaff of the committee in developing an appropriate response to these difficult
1ssues. .

Mr. HaveeriN, If T may, in the interests of time, summarize it
briefly, and then I would like to make a few comments on some of
the testimony that the committee has already recéived.

Senator Bien. I would appreciate that. :

Mr. Havceerix. I should say that I am speaking on behalf of the
American Civil Liberties Unlon as well as the Center for National
Security Studies.

I think it is useful that the committee has separated the issue of
how to deal with criminal cases from the issue of states secrets in-
formation and civil cases. I would urge you not to completely lose
sight of the problems that I think do exist in civil litigation and I
think the committee ought to consider whether something should be
done about that as well.

The two major points that I would make about criminal cases are
really the points that Mr. Lacovara has made in more detail and
eloquence. Basically they are the solution of the problem, in my view,
rests largely in the narrowing of the criminal statutes involved so
that they do not require proof about the nature of the information.

The example I used in my statement has to do with violations by
officials of intelligence agencies on the restrictions put on those agen-
cies. I think that such a statute could be drawn that would not re-
quire the release of any information.

Similarly, as I understand the perjury statute, the release of classi-
fied information beyond that necessary to prove that the perjury was
committed is irrelevant, either to the proof of the case or to any part
of the defense. T have never been able to understand the assertion of
the Government that the prosecution of Mr. Helms would have
forced the revelation of substantial amounts of national security in-
formation, since the alleged perjury was already made public.

The second way to proceed

Senator Bipen. It was made public; was it confirmed?

Mr. Haveerin, The Senate Intelligence Committee issued a de-
tailed report, including quoting from cables. Mr. Helms himself, the
second time he testified under oath, admitted that, in fact, he had
been involved in giving aid to Mr. Allende’s opponents, one of the
issues on which the alleged perjury had taken place. So that I think
that the factual information necessary was public. In addition, he
testified under oath that the CIA did not send photographers to anti-
war demonstrations to take pictures. The Rockefeller Commission
report stated the CIA had sent agents to such demonstrators to take
pictures, so the only issue there was whether Mr. Helms knew that
at the time of the testimony. : .

It is hard for me to believe that information about this knowl-
edge of photographing American citizens in demonstrations in the
United States related to the national security and had to be kept
secret. '

The second major point I would make about criminal cases is I
would say that there are procedures in existence which can be used.
They were followed in the Elsberg case—which, I should say, I
was on the other side, working as a consultant for the defense.
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T should say, Mr. Chairman, in the interests of full disclosure, I
was. the person who originally classified the Pentagon papers. T am
not sure I want to defend that decision, but I thought I would put
that on the record. :

The other major procedure— . .

Senator Bmen. I think—I hate to disappoint you, but I think
that is fairly well known. I appreciate your disclosure. .

Mr. Havprrin. The other point T would make, another one which
Mr. Lacovara made in detail, I think there are existing proccedures
which will avoid this uncertainty in the middle of the trial that
suddenly material would be released. I think it would be useful for
j({}ongress to codify these procecdings in a way that he suggests and

suggest.

T think our suggestions are essentially compatible. There is a little
more detail in my statement, but T think essentially we are saying
the same thing.

As to civil litigation, there are two suggestions that I would make.
One, that the Congress codify the procedures that have developed
having to do with the ability of the government to examine ¢z parte
in camera afidavits in the cases where the state secrets privilege may
be involved,

The other is legislation which I think should be considered in con-
nection with revisions of the tort claims act which the Judielary
Committee is now considering. The amendment would provide that
in the case of an alleged constitutional violation where the Govern-
mont asserts the scerets privilege that the Government, then, be-
comes liable rather than the individuals for the damages. With cer-
tain limitations, the burden would be on the Government to disprove
the allegations if it denies information under the state secrets
privilege.

Let me, if T may, make a few comments on what has gone before.
T was glad to welcome Mr. Colby into the ranks of civil libertarians.
T think his statement does suggest an awarcness of some of the ques-
tions that would arisc in attempting, for example, to subpena the
press in cases involving the proposed espionage litigation.

Let me say that it seems useful to think of the espionage laws in
three areas. One, is attempts to publish leaks of information to the
press. There I would endorse very strongly what Mr. Colby said.
Namely, it is my understanding that the intent of Congress in en-
acting the general espionage laws was that they were not intended
to punish leaks of information to the press. They were intended only
to be used in situations where the individual made an attempt to
aid a foreign power or had a clear reason to believe that his actions
would directly aid a foreign power.

_ T think that it is-extremely important, in light of the Ellsberg
indictment, and in the light of the committee report that accompanies
S. 1437, Congress should not inadvertently, as it appears to be doing,
make a fundamental change in those espionage laws which, in effect,
endorses their use in situations of leaks where there is not intent to
injure the United States.

_That was not the intent of the Congress in enacting that legisla-
tion and I think we should not have such a general statute.
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Senator Bmex. Would you explain that? Where are we doing that
now ? : s

Mr. HarperiN. The report of the Senate Judiciary Committee ac-
companying S. 1437, the revision of the Federal Criminal Code, has
a paragraph which suggests that the statute under which Ellsberg
was indicted, U.S.C. 793 (d) and (e) in fact was intended to be
used for leaks and in situations where there was no intent of injury
to the national security of the United States.

This statement was made in that committee report. I think that
that was not the intent of Congress. Congress previously commenting
on the espionage laws has said that there was no statute, general
espionage statute, punishing releasing information without an intent
to injure the national defense.

I find that comment in the committee report extremely disturbing,
because it suggests committee endorsement of the new, and poten-
tially dangerous, interpretation of the existing espionage statutes.

The second category has to do with the transfer of information
to agents of a foreign power and there the committee has had called
to its attention the existence of U.S.C. 782(b). It can be used to
punish the secret transfer of information to a foreign power without
making it public. . . . :

We already have on the books a statute that applies to Govern-

ment officials that give information to foreign powers. I think the
committee ought to inquire into the question of why the statute has
not, in fact, been used in the espionage indictments, that it looked
at, where.a decision has been made not to prosecute. }
* The third has to do with the question of narrow statutes dealing
with particular kinds of information. We have two such statutes,
really three. Two dealing with communication and codes and the
other dealing with atomic energy information. .

With regard to a “sources and methods” statute, it is hard to
define that reasonably. It is either so narrow or so useless or so broad
that it becomes, in effect, an official secrets act. Unless some way can
be found to do that, there is no way to proceed with that.

.I appreciate the opportunity to be here. I would be glad to answer
any questions.

. Senator Bmex~. Has the American Civil Liberties Union taken an
official position on the pretrial procedures set out in your statement?
. Mr. HaceeriN. Yes. The written statement that I presented has
the endorsement of the American Civil Liberties. Union. .

Senator Bmen. One of the options you suggested dealing with the
use of classified information was simplification of statutes so classi-
fied information is not necessary to prove the case or in relevant
defenses. As to crimes for a violation of intelligence agencies’ char-
ters would not an appropriate defense that the defendant had a good
faith belief that he was acting pursuant to the lawful authority
based on the pattern of practices as to ambiguous grounds in the past.

Wonld not such a defense require the disclosure of .considerable
clascified information? : .

Mr. Haveerix. That may or may not be the case now. That is
whether Mr. Kearny, for example, has a defense under the statutes
under which he is indicted. I do not know. My tendency is to think
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that it is not a defense of burglary to say that many other people
have committed burglaries and have gotten away with it.

Tt scems to me that that problem would be erased if Congress en-
acted a comprehensive statute on the intelligence agencies. Then 1t
would be like saying to the intelligence agencies, whatever came
before, whatever may have been the practices and patterns of your
behavior prior to the cnactment of this legislation are no longer
relevant. The Congress is now telling you in very precise and very
clear terms what it is that you may do and what it is that you may
not do.

If we say in this legislation that you need a warrant to break
into somebody’s house it would not be a defense to a prosecution
that prior to the enactment of this legislation therc was a pattern
of hehavior of not getting a warrant. )

At least for future cvents, I think you could avoid most of this
simply by making it clear that the past patterns do not apply.

Senator Bmex. Is the ACLU prepared to simplify the criminal
statutes to obviate the need for classified information and consider
simplification of the espionage statutes to avoid the same problems?

Mr. HareeriN, The ACLU does not have a position on that. T will
give you my personal view.

Senator Bmoew. I would like to hear it.

Mr. Harrerin. T do not think there is any civil liberties issue in-
volved in the sccret transfer of information to agents of a foreign
power. Therefore, in my view, a great deal can be done in light of
the committee’s report on the inability to prosecute the various cases.
The committee ought to look hardest at whether something should
be done which would permit the Government to prosecute in cases
of espionage without being forced to review the content of the infor-
mation involved.

As T say, I think the statute provides a basis for doing that. If
there have been problems in using that statute, I think one ought to
look at them and consider whether or not that statute can be modi-
fied in whatever ways are necessary to do that. :

Senator BiwrN. You have not had an opportunity to do that up to
this point?

Mr. HarreriN, I do not see what you need. That statute savs, if
vou are an employee of the U.S. Government and you transfer a
document that you know to be classified to somebody whom you
know is a foreign power or agent of a foreign power, you have com-
mitted a crime. ’

Under the court of appeals decision, all you have to do is prove
those things. You have to prove the person is a Government official,
prove he knew the document was classified; which can come in from
testimony that there are stamps in large letters on the top and
bottom of it and he saw jt, and you have to prove that there are
those stamps, which comes from testifying as to the fact that there
were stamps.

. The content of the document does not have to be made public and
is irrelevant to the prosecution. I do not understand why that statute
cannot be used in these cases.
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I do not know how to fix up the statute, because it seems to me

very clear, very precise, and perfectly capable of doing—
" Senator BmeN. I understand your dilemma. o
 Mr. Hareerin. I think the committee ought to ask specifically
that, in the cases that it has looked at, did the Government consider
using the statute? If so, why was it not used? oo

Senator Bmex. Do you think there is any merit—you individu-
ally or the ACLU has taken a position on attempting to work on a
definition of sources and methods?

Mr. Harperin. I think that the problem, the problem there is that
T do not think that one can be drafted which gives the kind of pro-
tection even as Mr. Colby wants and is not so broad as to cast a
shadow on a great deal of additional information.

I do not know how to do that. The draft legislation of the Senate
Intelligence Committee talks -about information, something that
would directly lead to revealing the name of an agent. I suspect that
that will not go far enough to satisfy most of the people who want
such legislation.’ _ : ‘

I do not know how it, in fact, can be done, but my impression is
that that is not a very serious problem. There have been very few
individuals who have gotten access to information and have revealed
intelligence sources and methods, and I would say for the record
that Mr. Snepp, I think, went out of his way——

[Pause]. '

Senator BmEeN. The reason why I stopped you at that point, the
staff study of the damages assessments the staff has looked at indi-
cates that there not only was a leak of substantive information in a
number of cases, but that that release directly leads to the source
and method question. It identifies the party.

Mr. HarperiN. These are leaks to the press, not to agents of for-
eign powers?

Senator Bipen., Both. . .

Mr. HarperiN. Where there are leaks to agents of a foreign power,
as I say, those are a separate issue. I think we already have a statute.
If we do not, I think it should be easy to draft one.

The problem with the press, first of all, my guess is that in most
of those cases that leaks were by senior officials. If you look at Mr.
Snepp’s book he gives you several instances of such leaks by Ambas-
sador Martin and high officials of the CIA in which that occurs and
which he says, in an effort to prove something to somebody, the
Ambassador released information which jeopardized some of his
agents, That is one of the things he is upset about. That is one of the
reasons he wrote the book.

Then I think you run into the quéstion of what is an authorized
disclosure. There is clearly some level of the U.S. Government which
has a right to release information even if it is going to jeopardize
the source. I suggest that you are’going to run into questions such
as, does the Ambassador to a country have the right to do that, does
the Director ‘of Central Intelligence? Who does? .- ..

In many cases, I would suspéct you would run. into those kinds of
problems. ST o

Second, I think the problem is, as you say, information that would
lead to the release of a source, if you have a general statute that
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makes it a crime for an official or former official to publicize infor-
mation which could jeopardize an intelligence source or method, you
would have an enormous, chilling effect on a whole body of infor-
mation, precisely because nobody Frecise}y knows how to draw that
line or precisely what the jury will say about the information.

I would say I do take exception to Mr. Colby’s suggestion that you
can define an issue of fact as an issue of law and have the judge
decide it. I do not think you can do that.

I think the question of whether information is an intelligence
source or method as it is defined is a question of fact, and I do not
think under a system which requires a public trial, you can get
around it by making it a question of law,

If youn are talking about a secret transfer, you can simply make it
a crime that the thing was stamped with a special stamp, to trans-
mit it. If you are talking about public disclosure, if such a statute
would be unconstitutional it would be equally unconstitutional to
have the judge make that determination in camera.

The Supreme Court, in looking at the phrase related to the na-
tional defense in 18 U.S.C. 798 said explicity that that is a matter
of fact and must go to the jury. T think that issue is settled.

I really do not think you can get around it by labeling it.

Senator Biex. Would it be the ACLU’s position, even if we en-
acted all the pretrial procedures suggested by you in your paper
that a special prosecutors’ office would still be necessary to handle
cases where national security is a factor?

Mr. Havrerin, Yes, Our feeling about the special prosecutor has
to do with the conflict between the Attorney General’s role as, in
fact, the Director of the FBI and his role as the person to make the
decision about whether or not to prosccute.

The Attornecy General has said many times in connection with
decisions on whether to prosecute that he is concerned with the mo-
rale of the FBI. He is properly concerned about the morale of the
FBI because the Director of the FBI conducts his investigations.
That produces a pure conflict of interests in his role as manager of
the FBI who depends on that organization, and is thereforc con-
cerned about its morale, and the debisions that have to be made
about prosecutions which are decisions that should be made inde-
pendent of the question of whether they adversely affect the morale
of the FBI.

Our view is that there is a pure conflict of interest here that re-
quires_the appointment of a special prosecutor to investigate an
alleged criminal activity on the part ofp the intelligence agencies.

If you look st the experience of the Watergate Special Prosecutor
that experience demonstrates, that the special prosecutor, not pre-
occupied with managing the intelligence agency, will be much more
creative-in getting over these allegations that you could not procced
with prosecutions because it would reveal intelligence information
than somebody who is in the channcl of protecting intelligence in-
formation as well as in the channel for'deciding on prosecutions.

Senator Bmex. Would the ACLU be in favor of a special prose-
cutor as proposed in ILR. 61, title VII, handling espionage and leaks
prosecutions as well as violations of civil liberties? =~
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Mr. HavperiN. I do not think we have a position on that. I would
be glad to inquire to see whether we could get you one.

Senator Bmen. I would appreciate that very much.

Your proposal in the civil area suggests the development of an
analogous ¢n_camera procedure. Do you envision such a procedure
being enacted by legislation? Second, would it be modeled after
rule 509 of the Rules of Procedures proposed by the Supreme Court,
in 19749
. Mr. Haveerin, I am not familiar with that rule. I think it can,
and should be, enacted by legislation to make clear, on the one hand,
the obligation of the judge to conduct as full an adversary proceed-
inﬁ as possible before he goes into any in camera proceeding; sec-
ond, to make clear that the judge does have the authority to accept
material ex parte in camera; third, to authorize the judge to engage
in a proceeding under a protective order when he deems it appro-
priate to do so.

I think the judges have authority to do all of those things already.
There has been sufficient uncertainty about it in various courtrooms
so that it seems to me to be worth codifying that in the form of
amendments to the rules of civil procedure.

Senator BmeN. One possible problem with such a procedure, if
there is not a sufficiently high threshold for the initiation of civil
litigation n camera or discovery procedures, or any discovery pro-:
cedures that could be used by an adversary in frivolous litigation
to gain access to value intelligence information, how would you re-
spond to that problem?

Mr. Haveerin. I think that is a very real problem. I would re-
spond to it by giving the judge discretion to engage in an ex parte
in camera examination of the material when he has doubts of
whether the claim was frivolous or whether there was any substan-
tial basis for it or not; and to determine for himself whether there
are serious charges involved prior to any adversary proceeding.

Senator Bmen. Has the ACLU drafted a procedure of threshold
as you suggested ? Do you have any draft?

Mr. HaveeriN. We have not. We are in the middle of litigation
on this issue, in the case involving the NSA’s intercept of national
cable traffic where the Government has invoked successfully in the
distriet court the state secret’s privilege to refuse to confirm or deny
Whet}(lier any particular individuals had their cable traffic inter-
cepted. : : ‘ ’

It is our position that in that case we have exceeded whatever the
threshold is, and I would be glad to make our brief on that case
available to the committee, where we do argue the issue. ‘

Senator Bmex. Thank you.

Thank you very much, Mr. Halperin. T appreciate your testimony.
With your permission, we would like to—I realize you are a very
busy man—possibly get back to you with a few written questions.

Mr. Havperin. 1" would be glad to.

Senator Bmen. Thank you very much. ’

These hearings will be recessed, subject to the call of the Chair.

[Thereupon, at 12:20 p.m., the committee recessed, to reconvene at

the call of the Chair.]
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PART A

APPENDIX I—COURT CASES

our sxamination of the rwordAud au;.:
thorities in light of his contentions dis; !

closes no error which would warrant dis-
" turbing the judgment. . . .
Affirmed
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" Prosecution of United States for-
sign service officer for communicating
classified information to representatives
of a foreign government. The United

_ States District Court for the District of
Columbis, Leonard P, Walsh, J., entered
judgment of conviction on jury verdiet

and the foreign service officer appealed. -

The Court of Appeals, Washington, Cir-
cuit Judge, held that under the statute
. prohibiting communication of classified
information to representatives of a for-
eign government, the President of the
United States or the Secretary of Stats
were not required personslly to classify
the documents; an Ambassador had au.
thority to classify foreiy.-service dis-
patches, and the dispaiches as classified

and certified by him were within the -

scope of the statute.
Affirmed,
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L War and National Defense =48 .
Under statute probibiting communi.
cation of classified information by Unjted
States officers or employees to an agent
or representative of a foreign govern-
ment, the classification of documents is
not required to be made personally by
President of United States or Secretary
of State; an Ambassador of United
State Embassy had authority to classify
foreign service dispatches, and dis
patches as classified and certified by the
Ambassador were within scope of stat.
ute. Executive Order No. 10501 as
amended by No. 10901, 50 U.S.CA. §

-401 note; Internal Security Act of 1950,

§ 4(b), 50 U.8.C.A. § 783(b).

2. Constitutional Law 6=258
Criminal Law €=13

The terms of a penal statute ereat-
ing a new offense must be sufficiently ex.
plicit to inform those who are subject
to it what conduct op their part will ren-
der them liable to its penalties and &
gtatute which either forbids or requires
the doing of an act in terms s vague
that men of common intelligence must
necessarily guess at its meaning and dif-
fer as to its application violates the first
essential of due process of law.

8. Criminal Law ¢=13

The general principle that terms of
8 penal statute creating a new offense
must be sufficiently explicit to inform
those who are subject to it what conduct
on their part will render them liable to
its penalties is not to be applied in der-
ogation of common sense, especially
where statute deals with a limited class
of persons, so situated as to have special
knowledge eoncerning acts prohibited,
and where punishment is to be imposed
only on those who have acienter,

L Unlted States 41 -
Federal employees are subject to

 prders of their superiors, and are io-

formed by statute, regulstions, other
public directives, and oral instructioq&
as to what they shall or shall not do ia

- connection with their government em-

ploy_ment.
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8 War end National Defense =48 -
) Foreign service dispatches classified
as “secret” or “confidential” pursuant to
presidential executive order and foreign
gervice manual were ‘classified as af-
fecting the security .of the . United
States” within meaning of statute pro-
hibiting a United States officer or em-
ployee from communicating classified in-
formation to representatives of a foreign
government. Executive Order No. 10501
a3 amended by No. 10901, 60 U.S.C.A.
§ 501 note; Internal Security Act of
1950, § 4(b), 50 U.S.C.A. § 783(b).

8ee publication Words and Phrases |
for other judicial constructions and
definitions, : .

8 War and National Defense 48 "~ '

In prosecution of United States for-
eign service officer for communicating
clagsified information to representatives
of a foreign government, the government
was not required to prove that documents
involved were properly classified “as af-
fecting the security of the United
States”, Executive Order No. 10501 as
amended by No. 10901, 50 U.S.C.A. § 501
note; Internal Security Act of 1950, §
4(b), 50 U.S.C.A. § 783(b). )

1. War and National Defense =48 .

- In prosecution of United States for-
eign service officer for communicating
_clasgified information to representatives
‘of a foreign government, factual deter-
mination was whether information had

been classified and whether foreign serv. -

ice officer knew or had reason to know

that it was classified, and neither foreign

service officer nor jury was permitted to
ignore eclassification given documents
under Presidential authority. Executive
Order No. 10501 ‘as amended by No.
10901, 50 U.S.C.A. § 401 note; Internal
Security Act of 1950, § 4(b), 50 U.S.CA,
§783(b).. .

8 Criminal Law &=1158(4)  ~. - - i
Where federal district judge. after

stating that he had.given consideration

to all evidence dénied defendant’s motion -

to suppress alleged confessions but no .

findings of fact or rulings of law were_

stated in connectxon with ruling; nor wa.s

AN

-t

- any request for specific findings or rul-

ings made by defendant’s counsel, Court
of Appeals would uphold ruling of trial’
court if there was any reasonable view
of evidence that would support it.

9. Criminal Law €=581(8) :

In prosecution of United States for-
eign service officer for communicating
classified information to representatives
of a foreign government, decision of trial
judge to permit officer’s alleged confes-
sions to go to jury with an instruction on
issue of coercion was not improper under
the evidence. Executive Order No, 10501
as amended by No. 10901, 50 U.S.C.A. §
401 note; Internal Security Act of 1950,
§ 4(b), 50 U.S.C.A. § 783(b).

10. Criminal Law €=519(1)

Statement of chief security oﬂicer
of United States Embassy that only
moral pressures were used during inter- .
rogation of foreign service officer who
was subsequently charged with communi-
cating classified information to an agent
of a foreign government did not amount
to a concession of improper coercive tac-
tics rendering foreign service. officer’s
confession inadmissible where moral
pressures referred to appeals to foreign
service officer’s integrity, conscience, pa-
triotism, and the like, that chief securi-
ty officer employed in course of interro-
gation. Executive Order No. 10501 as
amended by No. 10901, 50 U.S.C.A. § -
401 note; Internal Security Act of 1950,
§ 4(b), 60 U.S.C.A. § 783(b).

11. Criminal Law &=412(2) .
Inculpatory statements obtained
during a defendant’s period of unlawful
detention are inadmissible in subsequent
prosecution, . Fed.Rules Crim.Proc. rule
6(a), 18 U.S.C.A. :

12. Criminal Law €=519(8) .

In prosecution of United States for-
eign service officer for communicating
classified information to agents of a for-
eign government, there was ample evi-
dence to-supporf'gonclusion that foreign
service officer had not been involuntarily
detained during time that he had given

_.confessions to a United States Embassy

chief security officer and to agents of

RN
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Federal Bureau of Investigation. Inter-
bal Security Act of 1950, § 4(b), 80 U.S.
C.A. § 783(b); Fed.Rules Crim.Proc.
rule 35, 18 U.S.C.A.

18, Criminal Law $=817(4), 598(3)

Extra-judicial confessions or state-
ments made by accused after the act and
when he is under suspicion are not ad-
missible in a subsequent criminal prose-
cution unless they are supported by cor-
roborative evidence, and if the independ-
ent evidence is sufficient to establish the
truth, trustworthiness and relisbility of
accused’s statements to investigating au-
thorities, and statements themselves sup-
ply whatever elements of the offense are
not proved by independent evidence,
proof is sufficient to send the case to the
jury.

14. Criminal Law ¢=409

Admissions made by United States-

foreign service officer to United States
Embassy chief gecurity officer and to
agents of Federa! Bureau of Investiga-
tion prior to his arrest were sufficiently
caorroborated by independent evidence in
prosecution for communicating classified
information to representatives of a for-
eign government. Internal Security Act
of 1950, § 4(b), 50 U.S.C.A. § T83(b).

15. War and National Defense €248
Evidence sustained conviction of
Unpited States foreign service officer for
communicating classified information to
agents of a foreign government. Inter-
nal Security Act of 1950, § 4(b), 60 U.S.
C.A. § 783(b). -

18. Criminal Law €=883

Where foreign service officer had co-
operated with authorities during investi-
gation at lime that he was under sus-
picion of communicating classified infor-
mation to agents of 8 foreign govern-
ment, Court of Appeals in affirming for-
eign service officer's conviction stated
that federal district court should seri-
ously consider exercising its power to re-
duce three ten year sentences which had
been imposed to run consecutively, as
for example, by making sentences run

concurrently. Fed.Rules Crim.Proc. ruly
85, 18 U.S.C.A.

Mr. Samuel C. Klein, Washington, D,
C., for appellant.

Mr. Kevin T. Maroney, Attorney, De-
partment of Justice, with whom My,
Robert 8. Brady, Attorney, Department
of Justice, was on the brief, for appellee.

Before BAZELON, Chief Judge, and
WASHINGTON and WRIGHT, Circuit Judg.
es.

WASHINGTON, Circuit Judge.

Appellant Irvin C. Scarbeck was tried
in the District Court on an indictment
which charged him in three counts with
communicating classified information to
representatives of the Polis}': Govern-
ment, in violation of 50 U.5,C. § 783(b),
and in a fourth count with removing a
document on file at the United States
Embassy in Warsaw, Poland, in violation
of 18 U.S.C. § 2071. After a jury trisl,
Scarbeck was found guilty on the first
three counts, and not guilty on the
fourth. He was sentenced to ten years
imprisonment on each of the first three
counts, to be served consecutively. Ap-
peal was taken from the judgment of
¢onviction. During its pendency, a mo-
tion for a new trial was made in the
District Court. This was denied, and
an appeal was taken from the denial
The two appeals were consolidated by
order of this court.

The Government’s evidence, In sub
stance, was that appellant Scarbeck was
employed in the United Statey Embassy
{n Warsaw from December 1958 until
June 1961, serving as Second Secretary
and General Services Officer. In Sep-
tember 1959 he met and thereafter be
came involved with Miss Urgzula Maris
Discher, a Polish national, He main-
tained an apartment for her, and visited
her there almost nightly when he was in
Warsaw, On the night of December 22-
23, 1960, when appellant and Miss Disch-
er were undressed and in bed together,
the door was opened and several mes

i}
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entered—one in the uniform of the Polish
militia. One of the men had a camera
and took compromising pictures. Miss
Discher was then taken to the police sta-
tion, where she was interrogated . by
Polish security police (known as the
“U.B.”) and threatened with expulsion
from Warsaw, imprisonment for black
market dealings, and forced service as a
prostitute.

The facts following are derived largely
(but not wholly) from appellant’s state-
ments to a security officer of the State
Department and to agents of the Federal
Bureau of Investigation, which were re-
ceived in evidence over appellant’s ob-
jection.

The appellant remained in the apart-
ment and conversed with two other men
who arrived to interview him. He was
told that Miss Discher would be im-
prisoned, that his activities with her
would have to be reported to the United
States Embassy, and that his career
would be finished. The men suggested,
however, that if appellant furnished in-
formation and documents from the Em-
bassy to them, they might be able to
quash the report to the Embassy con-
cerning his activities and to procure the
release of Miss Discher.
claimed having any knowledge of classi-
fied matters and stated that he would
not under any circumstances give them
any information which would endanger
the security of the United States. He
agreed, however, to meet with them
again, Miss Discher was then returned
to her apartment from the police station.

Appellant thereafter met with the men,
whom he believed to be Polish security
policemen, once a week ‘or once in two
weeks until about April 11, 1961. He._.
first gave them unclassified documents
and information obtained from unclas-
sified material, but the men became in-
sistent that he provide them with more
important documents and information.
According to appellant’s statements,
gbout five or six.-weeks after his first
. meeting with them he took” to them
Despatch No. 344, a document prepared
by the Ambassador of the United States

{

Appellant dis-’

and classified and marked as “Secret.”
The men photographed and returned this
document to him in about fifteen min-
utes. He also provided them on other
occasions with information contained in
Despateh No. 518 classified and marked
“Secret,” and in Despatch No. 444 clas-
sified and marked “Confidential.”

During his talks with the U.B. men,
appellant had asked their assistance in
obtaining a Polish passport for Miss
Discher. Early in April 1961 Miss Dis-
cher obtained the passport and used it
immediately to go to Germany. Ap-
pellant had previously arranged for the
issuance of a West German visa to her,
permitting her entry, and had arranged
accommodations for her in Frankfurt.
He paid her transportation to Germany.
Before she left Warsaw, appellant men-
tioned to the two U.B. men his worries
about her lack of funds and accepted
1600 German marks (then about $400)
which they offered him. Appellant
stated to them that it was a lean which
he would repay. He had refused previ-
ous offers of money made by these men.

Appellant joined Miss Discher in
Frankfurt about the middle of April and
remained until the first week of May,
when he returned to Warsaw. He was
then under suspicion by his superiors,
and was ordered to report on June 5,
1961, to the United States Embassy in
Bonn, Germany, to attend a conference.
Later that day (June §) he was inter-
viewed by a security official of the De-
partment of State and signed an inculpa-
tory statement detailing some of the
facts outlined above. He returned to the
United States where he was questioned
by agents of the F.B. I, and where he
signed three more mculpatory state-
“ments. He was arrested,. indicted and
tried, resulting in the conviction now
under review.

S

{1] Appellant’s initial contention
raises the question of the proper inter-
pretation of the statute under which he
was convicted, 50'U.S.C. § 783(b) (19568),
incorporating Section 4(b) of the Inter-
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ual SBecurity Act of 1950, 64 Stat, 991.

This section provides, in pertinent part:
“It shall be unlawful for any of-
ficer or employee of the United

States or of any department or

agency thereof, or of any corpora-

tion the stock of which ia owned in
whole or in major part by the United

States or any department or agency

thereof, to communiecate in any man-

ner or by any means, to any other
person whom such officer or em-
ployee knows or has reason to be-
lieve to be an agent or representa-
tive of any foreign government
* ® * anyinformation of a kind
whick ghall have been classified by
the President {or by the head of any
such department, agency, or corpora-
tion with the approval of the Presi-
dent) a8 affecting the security of
the United States, knowing or hav-
ing reason to know that such infor-
mation has been so classified, unless
such officer or employee shall have
been specifically authorized by the

President, or by the head of the de-

partment, agency, or corporation by

which this officer or employee is em-
ployed, to make such disclosure of
such information.” (Emphasis sup-
plied.)

As we have seen, appellant Scarbeck
was an employee of the State Depart-
ment, stationed in Warsew, Poland, from
December 1958 until June 1961, He was
found guilty of having communicated te
Polish government agents Foreign Serv-
ice Despatches numbered 344, 518 and
444 (or informastion contained in them);
the first two Despatches had been classi-
fied and certified “Secret,” and the last
Despateh had been classified and certified
“Confidential,” by the United States Am-
bassador to Poland. The Ambassador

{. This contention goes to the sufciency
of the indictment, which charges the ap-
pellant with having communlcated, with
respect to each of the three Despatches
In question, “information the defendant
had reason to know bhad been classified,
under the mithority of the President
of ths Unitéd Rtntes and the Secretary
of State, as affecting the gecurity of the

testified that these classifications were
security classifications applied to infor-
mation which should be protected in the
interest of the national defense of the
United States; and that his authority
for the classifications waa the President’s
Executive Order 10501, as amended by
Executive Order 10901, and the Foreign
Service Regulations based on the Execu- -
tive Order.

Appellant’s contention is that his con-
viction under Section 783(b) cannst
stand because there wag no showing that
he had communicated the contenta of
any document which had been classified
personally by the President as “affecting
the securily of the United States,” or
one that had been so classified personally
by the Secretary of State with the ap-
proval of the President.?

At the outset, we note that the con.
struction of the statute urged by appel
lant would largely reduce it to a dead
letter. With the pressures of more r-
gent business, the President and the
Secretary of State of necessity could
personally classify very few documents
or items of information. In the normsl
course of events a subordinate Govern-
ment employee or official labels his own
malerials with whatever classification he
deems appropriate, within the scope of
his authority, and his superiors review.
ing those materials later re-classify or
de-classify as they may judge necessary
or desirable. But in this process the
great mass of documents in the State
Department never will reach the Secre
tary of State or the President. Execo-
tive Order 10501 of November 5, 1953, 18
Fed.Reg. 7049, as amended by Execy-
tive Order 10901 of January 9, 1961, 26
Fed.Reg. 217, fully recognizes this; af-
ter defining classification categories, it
provides that the authority to classify

United States.” It i irrelevant that this
point mey not have been made at the
trial; it may bo raised at any time, Fed
R.Crim.P. 12(b); eee United States v.
Mavuszak, 234 P23 421, 422 (34 Cir.
1958); Johosop v. United States, 208
F.24 806, 808, 14 Alaska 330 (9th Cir,
1833).
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under the order may be exercised, as to
the Department of State, by the head
(Secretary) “or by such responsible of-
ficers or employees as he, or his repre-
sentative, may designate for that pur-
pose‘" . .

We note further that security and de-
fense information has long been “classi-
fied”” against disclosure and that the term
classified by, or with the approval of, the
President or a dgpartment head, had a
well understood connotation on Septem-
ber 23, 1950, when Section 783(b) was
enacted by Congress® For example,
Executive Order 8381 of March 22, 1940,
5 Fed.Reg. 1147, defines “vital military
and naval installations or equipment
¢ & * requiring protection against
the general dissemination of informa-
tion relative thereto” within the meaning
of the Act of January 12, 1938, 52 Stat.
3,18 US.C. § 795, as:

“1. Al military or naval instal-
lations and equipment which are
now classified, designated, and
marked under the authority or at
the direction of the Secretary of
War or the Secretary of the Navy as
‘secret’, ‘confidential’, or ‘restricted’

* # #» (Emphasis supplied.)
Executive Order 10104 of February 1,
.1950, 15 Fed.Reg. 597, superseded Order
8381, and contained three numbered par-
agraphs defining vital military and naval
installations and equipment under the
1938 -Act. Most pertinent here is the
following:

“8, All official military, naval, or
air force books, pamphlets, docu-
ments, reports, maps, charts, plans,
designs, models, drawings, photo- .
graphs, contracts, or specifications
which are now marked under the au-
thority or at the direction of the -
President, the Secretary of Defense,
the Secretary of the Army, the Sec-

L Section 783(b), of course, does not pur-
port to be an enabling act; the power of
the Executive branch to protect secret
documents affecting the national defense
and security has been exercised from the
beginning, and is in no way limited or ex- °
tended by Section 783(b). ',

1

retary of the Navy, or the Sec-
retary of the Air Force as ‘top se-
cret’, ‘secret’, ‘confidential or ‘re-
stricted’ and all such articles or
equipment which may hereafter be
&0 marked with the approval or at
the direction of the President.,”
(Emphasis supplied.)
Congress itself in the Act of May 13,
1950, passed only a few months prior
to the statute here involved, made it a
crime to communicate knowingly certain
types of classified information (see 50
U.8.C. § 46a) and defined the term “clas-
sified information” as “information
which, at the time of a violation under
this chapter, is, for reasons of national
security, specifically designated by e
United States Government agency for
limited or restricted dissemination or
distribution.” (Emphasis supplied.) 50
U.S.C. § 46.3

It could hardly be supposed that in en-
acting Section 783(b) Congress was not
aware of this background and of the
necessity for, and the existing practice
of, delegation to others by the President
and department heads of the authority
to classify security and other defense in-
formation. It seems highly unlikely that
Congress would have intended to provide
a penalty for disclosure only of such in-
formation as had personally been classi-
fied by the President or the head of a
department—necessarily a fairly rare
occurrence. And the legislative history
of Section 783(b) bears this out.

The language of Section 783(b) in the
respect now pertinent, i. e, “of a kind
which shall have been classified by the
President (or by the.head of any such
department, agency, or corporation with
the approval of the President) as af-
fecting the security of the United
States,” was contained in identical form
in Section 4(b) of the original congres-

8. 50 U.S.0. §§ 46; 46a, and 46b were super-
seded by Section 24(a) of the Act of
October 31, 1951, 18 U.S.C. § 798, which
continued in Section 788(b) the same def-

. inition of classified information as is
found in 50 U.S.C. § 46.



sional bill, 8. 1184, introduced by Sena-
tor Mundt on March 8, 1949; in Sec-
tion 4(b) of the second 1949 bill, 8. 2811,
introduced by Senator Mundt on July
22, 1949;¢ in Section 4(b) of S. 4037
introduced by Senator McCarran on Au-
gust 10, 1950; and in Section 4(a) of
H.R. 9490 introduced by Representative
Wood in the House on August 21, 1850.
This latter bill became the Internal Se-
curity Act of 1950 over the President’s
vets, and the pertinent section was in-
corporated in 50 U.S.C. § 783(b), which
is now before us.

At the Senate Hearings on S.‘ 1194,
Senator Mundt pointed out that Section

_4(b) of the bill grew “directly out of the

experience we had in the House Com-
mittee on Un-American Activities last
fall in investigation of the so-called
pumpkin papers case, the espionage ac-
tivities in the Chambers-Hiss case, the
Bentley case, and others.”® When S.
4037 was reported favorably on August
17, 1950, the Senate Report (S. Rep. No.
2369, 813t Cong., 24 Sess.) stated:

“Section 4(b) makes it unlawful,
except with special autborization,
for any officer or employee of the
United States or of any Federal
agency to communicate with any
representative of a foreign govern-
ment or to any officer or member of
a Communist organization, infor-
mation of a kind which be knows or
has reason to know has been clasai-
fied by or with the approval of the
President as affecting the security
of the United States.” (Emphasis
supplied.)

On March 21, 1050, 8. 2311 was reported
favorably by the Senate Committee on the
Judiciary, with amendments desigued to
make the prohibitions of the bill “opera-
tive whether or not the classified in-
formation was obtained within or with-
' out the scope of the official duties or em-
ployment,” and to add the requirement of
scienter. The words “obtained in the
course of his official duties or ewmploy-
ment,” were omitted acd the words
“knowing or having reasen to know that
such information has been Bo classified”
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The language emphasized {ndicates
strongly that personal classification by
the President was not required.

The debate in the Senate relative to
Section 4({b) of S. 4037 centered about
its possible application to employees of
corporations only partly owned by the
United States, and to representatives of
friendly governments. Senator Kef-
auver considered the bill to be too broad
in these respects.® Senators McCarran,
Mundt and Ferguson replied to his
criticiams. Portions of the debate are
lowing: ]

“MR. FERGUSON. ® & ¢

“First, we must know what we
are trying to prevent. The purpose
of this part of the bill is to prevent
Government employees and those
working for Government agencies
and those who are gserving in capa-
cities in which they are likely to re-
ceive very vital information which
has been classified by the President
a8 being security information, from
knowingly and willfully giving such
information to foreign agents or to
persons who belong to Communist
organizations. 96 Cong.Rec. 14615,

& L ] L *

* .

“The only persons who are en-
titled to receive such secret infor-
mation are those whom the Presi-
dent of the United States or the
heads of the departments allow to

have such information, That is a3
it should be. Ibid.
- - & » - .

“Mg. KEFAUVER. The Senator
from Michigan knows that ip all the

wera added. See 8.Rop. No. 1338, 8lat
Cong., 28 Sess., March 21, 1850,

It is 2 matter of common knowledge that
many it not most of the documents ia-
volved in these cascs wore not documents
personally classified or described by the
President ot a department head as secret
or not to be disclosed. The quoted lsa-
gunge s found at page 31 of the Hear-
ings, cited infra at footnote 7.

Ses, for example, 88 Cong.Rec, 14240 et
seq. {Scptember 6, 1850).
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departments, practically all docu-

ments are marked ‘confidential’ or
‘restricted’ Under such circum-
gtances, it would be impossible for
anyone to have a full appreciation of
what might be marked ‘restricted.’

“This measure does not mean that
anyone who might be so charged
would have to have seen what was
so marked. On the contrary, if such

a person should pass on such infor-

mation third hand, and if subse-
quently it should turn out to have
been marked ‘restricted,’ that per-
son would be guilty, because the
amendment does not provide that

the person passing on the informa-’

tion must have seen it.

“MR. FERGUSON. Mr.. President,
that is not a fact. The amendment
provides that such a person must
know that the material is restricted
or must have reason to believe that
it is restricted. How would that
situation develop? It would develop
in this way: If certain information
is classified by the President or by

the head of any Department or agen--

¢y, with the approval of the Presi-
dent, then if any person knows that
a certain paper or certain informa-
tion has been classified by the Presi-
dent or, on his authority, by some-
one else as affecting the security of
the United States, such person
should not give the information to
any foreign agent -or any foreign
government; it should be a crime
for anyone to do so. * * %7
(Emphasis supplied.) Ibid.

“MR. KEFAUVER, This subsection
says it shall be unlawful to com-

“Senator Ferguson. What kind of pa‘-

pers do you have in mind that it would be
a crime to deliver to allies? ’

“Senator Mundt. That is spelled out
in definition, It is any paper which has
been— .

“enator O’Conor.  Classified,

“Senator AMundt. Yes; classified as
affecting the security of the United States,
wll classified information.

317 F.20—35v
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municate in any way any informa-
tion that has been classified by the
President or any division of the
Government with the approval of
the President. That is paraphras-
ing it. * * #” (Emphasis sup-
plied.) 96 Cong.Rec. 15198,

“MR, KEFAUVER. * * * [ was
at the Department of Justice late
this afternoon. They told me, for
instance, that they mark things con-
fidential that a third or fourth as-
sistant can read, which the Presi-
dent in the White House also marks
confidential. We have some ma-
terial marked confidential by the
President which a third or fourth
assistant from the top also marks
confidential,

“MR. MUNDT. Iam not sure of the
pertinence of the Senator's question.
I do not think it has anything to do
with the colloquy now in progress.

. So far as marking matters confiden-~
tial, under this legislation it must be
done by the President or someone au-
thorized by him to do it. I do not
not want to get into all of these de-
tails, * * *” (Emphasis sup-
plied.) 96 Cong.Rec. 15253.

Pertinent also are certain of the col-

loquies which occurred at the Senate

hearings on S, 1194, the original bill on
this subject introduced by Senator

Mundt on March 8, 1949. As indicated,

that bill was, and the intervening bills

were, in all respects now relevant, iden-
tical with the final legislation. These
colloguies are set out in the margin.?

These passages in the debates and
hearings indicate, in our view, that the
+ speakers understood that the President

#As the Senator understands, pne time
a thing is classified and at another time it
is pot. + ° .

“Senator Fé(guson. I understand that,
but the word “classified® is not always
under a directive of the President.

“Senator Mundt, By the President or
by somebody acting for him.

“Senator O’Conor. The head of any

.. department, agency, or corporation.
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would taks cltimste responsibility for
the protection and classification of se-
curity documents and information, but
that the actual marking of documents
and the safeguarding of information
would be delcgated to others. There can
be little doubt, in view of the legisiative
history taken in the light of the existing
background, that Congress intended to
enact & broad and effective statute, pro-
hibiting the transfer of all documents
officially classified as affecting the pa-
tional security, whether or not the Presi-
dent or the head of a department had
personally marked them as such. The
" question i8 whether the statutory lan-
guage can fairly be construed to gc-
_complish that result. We think it can.

In the first place, the statute does not
read “classified by the President.” It
says “of a kind"” classified by the Presi-
dent (or & department head). Those
words must mean that the President (or
the head of an approved department) is
to establish tbe kinds or categories of
documents and information which are to
be classified by appropriate authority.
This requirement has been fulfilled in

“Qenalor Ferguson, Then this goes so
far as to aliow an administrative officer to
classify anything, and the transfer of
that would bo criminal under your act.

“Sengior Mundf. It permits him to
transfer anything provided be haw the ap-
proval of the President so to do, but it
keeps the responsibility oz the Pr
It says with the approval of the Presi-’
dent.

L

L] L] L ] *
wSengtor Feryuson. Has this anything
to do with the national defcnse?
“Senator Mundf. This is very definite-
1y a part of the national defense.
“Senator Fergusonm. 1 mean the pa-
pers we are talking about. If it is
marked ‘Secret’ because it is for the na-
tional Jdefense, that is one thing, but sup-
pose it is just marked ‘Secret’ and it has
pothing to do with the naticnal defense.
wSenator Mundt, That is covered in
the definition s uffecting the security of
the United States. It is spelled out.
uSenator O'Conor. In line 12 of the
bill the reguircment is that the clagsifica.
tion would be of those papers which afs
fect the security of the United Statea.
“Senator Fergusom. That was what
I wanted to get ol

the instant case, through the issuanee
by the President of Executive Orders,
stated to be “in the best interests of the
national gecurity,” and the promulga-
tion by the Secretary of State of the
regulations contrined in the Foreign
Service Manual. Executive Order 10501,
as amended by Executive Order 10501,
describes the “categories” of informa-
tion which shall be classified as “Top
Secret,” ‘“‘Secret,” and “Confidential”
The “Secret” category, for example, is
authorized, “by appropriate authority,
only for defense information or ma-
terial the unauthorized disclosure of
which ecould result in serious damage to
the Nation, such as by jeopardizing the
international relations of the United
States, endangering the effectiveness of
8 program or policy of vital imporiance
to the national defense, or compromising
important military or defense plans,
scientific or technological developments
important to national defense, or infor-
mation revesling important intelligence
operations.” Any information of this
character is “of a kind" described by the
President by Executive Order as being

“Senator Mundf,
is definite.

wSenator Fergusom. What about the
person knowing, or believing or having
reason to belleve that it would affect the
security?

“Sengtor Mundt. From the standpoint
of the person agaiust whom the atatute
runs he can determine that by whether
it is marked ‘Classified” or sot. The man
who does the classifyipg acte in his re-
sponsible capmcity as the representa
tive of the Preaident.

“Senator Fergusom, All right. What
you do, then, is to use the word ‘classified’
to be tha determining feature. Supposs
it is not marked?

“Senator Mundt. If it is classified it
is marked or it i3 supposed to be marked.

uSenalor Ferguson, Supposc he geth
the knowledge from & classified paper and
then gives it oruily?

“Senator Mundt, If be knows or bas
reason to belicve that it is classified, he
is guilty.” Hearings before & Sub-Com-
mittes of the Committee on the Judiciary,
United ' Stntes Bennte, 81st Cong., 1et
Bess., on S. 1184 and 8. 1198 (1048), at
32-33

That is right. That
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suitable for classification as *Secret.” Thus express authority for, and “ap-
Similarly, the Executive Order author- proval of the President” of, the delega-
izes use of the clasgification “Confiden- tion by the Secretary of State to selected
tial,” “by appropriate authority, only for responsible officers and employees of his
defense information or material the un- power to assign an original classification
authorized disclosure of which could be i8 given in the Executive Order. It is
prejudicial to the defense interests of implicit, of course, that the original
the nation.” ®
The Executive Order goes on to select by superior officers and the Secretary.
certain departments as “having primary Since the Secretary’s power to dele-
responsibility for matters pertaining to gate his authority to classify originally
national defense,” one of which is the jg established, the Ambassador's author-

Department of State? and provides as ity to classify and to certify the classi-
follows with respect to them:

“# ®° & the authority for orig-
inal classification of information or

material under this order may be .

exercised by the head of the depart-
ment, agency, or Governmental unit

- concerned or by such responsible of-

[ 3

ficers or employees as he, or his rep- -

resentative, may designate for that
purpose. The delegation of such au-
thority to classify shall be limited as
severely as is consistent with the
orderly and expeditious transaction
of Government business.”

The definitions of material to be classified
as Secret and Confidential as set out in
the regulations contained in the Foreign
Service Manual are patterned on, and ap-
pear to be identical with, the definitions
of those terms in the Executive Order.
See §§ 911.32 and 911.33 thereof.

Under Section 783(b), one of the Pres-
ident’s functions is recognized to be this
process of selection. This, it seems to
us, i3 the meaning of the words “with
the approval of the President” as used
in the phrase “classified by the Presi-
dent (or by the head of any such de-
partment, agency, or corporation with
the approval of the President).” The
“approval of the President” is to be
given by authorizing the heads of se-
lected ngencies to institute a plan of clas-
aifying their protected documents. Ap-
pellant appears in substance to agree.
His brief says:

“The ‘approval of the President’ refers
to heads of a department, agency, or cor-
poration, and is intended to limit the au-
thority to classify under the statute to
only certain heads of a department,
agency, or corporation actually those
buving a direct responsibility for na.
tional defense or security.” )

%

1

classification will be subject to review

fication of the three Despatches in ques-
tion is not debatable. He was clearly au-
thorized as the “originator” of Despatch
844 to give the original and appropriate
classification to it, and as principal of-
ficer of the Embassy, his power to cer-
tify (or to change if deemed appropri-
ate) the original classification given by
others to Despatches 518 and 444 is also
plain. See the Regulations contained in
the Foreign Service Manual, Part II, §§
912.1, 913.1, and 913.21° And it is
equally clear that his classifications were
made with the approval and under the

The designation of the agencies sau-
thorized to classify occurred when the
President issued Executive Order 10501,
as amended by Executive Order 10901,

10. These are as follows:

“912 Principles of Classifl and
Qontrol

“912.1 Assigning Classification or .
Control Designation

“The originator of a document shall be
responsible for the original assignment
of its classification or control designation,
. 9 @

“918 Authority to Certify Classifica-
tions or Oontrol Designations

“913.1 GQeneral

. *“The final signatare or approval of a

- d t bearing a classification or ad-
ministrative control designation consti- -
tutes a certification by the signing or ap-
proving officer that the classification or
control designation assigned is appro-
priate. The officer who signs or ap-
proves such a document is- called the
‘cortifying officer’ with ‘respect to the
+ classification or control designation of the
document. Thus, authorization to sigu a
- document automatically confers authority-
to certify its classification or control des-
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authority of the President and the Sec-
retary of State.

We conclude that Ambassador Beam
had authoerity to classify Despatches 344,
518, and 444 by virtue of the provisions
of the Executive Order and the Foreign
Service Manual; and that the Despatch-
es as classified and certified by him are
within the scope of Section 783(b).

{21 Appellant also urges that since
¢riminal statutes must be strictly con-
strued, no meaning can be given to Sec-

. -tion—783(b) beyond the narrowest in-

terpretation of its words. He quotes
from Connally v. General Construction
Co., 269 U.S. 385, 391, 46 S.Ct. 126,
70 L.E4. 322 (1926), where the Supreme

" Court said:

“That the terms of a penal stalute
creating a new offense must be suf-
ficiently explicit to inform these
who are subject to it what conduct.
on their part will render them liable
to its penalties, is a well-recognized
requirement, consonant alike with
ordinary notions of fair play end the
settled rules of law. And a statute
which either forbids or requires the
doing of an act in terms so vague
that men of commeon intelligence
must necessarily guess at its mean- |
ing and differ as to its application,
violates the first essential of due.
process of law. International Har-
vester Co. v. Kentucky, 234 U.S. 216,
221, [34 S.Ct. 853, 68 L.Ed. 1284];
Colling v. Kentucky, 234 U.S. 634,
638 [34 S.Ct. 924, 68 L.Ed. 1510].”
{3,4] The general principle just

stated is of course well settled. But it
is not to be applied in derogation of

ignation unieas a prohibition is epecifically
tncluded in the authorizatiozn to sigu.

“0132 Designation of Cerlifying Of-
ficers

“Any officer at a post authorized to
sign correspondence in actordance with
1 FSM 11 121 is authorized to certify
the classification or odministrative con-
trol designation of any docuinent which
he signs, except that the Top Secret
classification shall be certified only by the
principal officer or hia designee. The
authoity to certify ciassifications or con-
trol designationa ghould not be confused

-

J

common sense, especially where the stat-
ute deals with a limited class of persons,
so situated as to have special knowledge
eoncerning the acts prohibited, and
where punishment is to be imposed only
on those who have scienter, See Gorin
v, United States, 312 U.S. 19 at 27-28,
61 8.Ct. 429, 85 L.Ed. 488 (1941). Here
the scienter requirement is explisit:
Section 783(b) says that the accused
must be in the posture of “knowing or
having reason to know that such infor
mation has been so classified” Ard
here the class to which the statute ap-
plies is & relatively small group—em-
ployees of the Federal Government.
This group is not only a limited one:
it is a well-informed one. Federal em-
ployees are subject to the orders of their
superiors, and are informed by statutes,
regulations, other published directives,
and oral instructions, as to what they
shall or shall not do in connection with
their Government employment. Em-
ployees of the State Department were
told, by Section 783(b) and by the regu-
lations set out in the Foreign Service
Manual, which incorporates the direc-
tives of Executive Order 10501, as
amended, that they are not to communi-
cate to representatives of a foreign gov-
ernment information known by them to
have been classified as “Secret” or “Con-
fidential” by officials authorized to clas-
sify them. As Mr. Justice Holmes said
in e highly pertinent case, involving pro-
hibitions against Government officizls
regeiving or soliciting funds for political
purposes: :

. “It is argued at some length that
the statute, if extended beyond the

with the respouaibility for initial assign-
ment of 4 classification or control des-
ignation. Apy employes who originates
& classified or administratively controlied
document has the responsibility for as-
sigriing the appropriate classification of
administrative control designution ot the
time the document is prepared. The clas-
sification or control designation so =e-
signed may be changed or eliminated by
the certilying officer or by intermediate
reviewing officers.”  Foreign Secvice
Manuol, Part II, §§ 8123, 01321, 9132
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political purposes under the control
of Congress, is too vague to be valid.
The objection to uncertainty con-
cerning the persons embraced need
not trouble us now. * * * The
other objection is to the meaning of
‘political purposes.’ This would be
open even if we accepted the limita-
tions that would make the law satis-
factory to the respondent’s counsel.
But we imagine that no one not in
search of trouble would feel any
[trouble]. Whenever the law draws
a line there will be cases very near
each other on opposite gsides. The
precise course of the line may be un-
certain, but no one can come near it
without knowing that he does so, if
he thinks, and if he does so it is fa-
miliar to the criminal law to make
him take the risk.” United States v.
Wurzbach, 280 U.S. 396 at 399, 50
S.Ct. 167, 74 L.Ed. 508 (1930).11
We think a like view must be taken here.

II.

Appellant further urges that even if
his construction of the statute—that the

classification of documents must be made- -

personally by the President or the Secre-
tary of State—is rejected, then the Gov-
ernment was required to prove at the
trial that the documents involved were
properly classified “as affecting the se-
curity of the United States.”” He argues
that “This would present an insurmount-
able hurdle since, as is obvious, the
standards set forth in E.O. 10501 relate
to the protection of information involv-

ing the ‘national defense’ and not to ‘the -

fl. See also Hygrade Provision Co. v.
Sherman, 266 U.S, 497 at 501-502, 45°
8.Ct. 141, 69 L.Ed. 402 (1925):

“By engaging in the business of gell-
ing kosher products they {appellant meat-
dealers] in effect assert an honest pur-
pose to distinguish to the best of their
judgment between what is and what is not
kosher. The statutes require no more.”
Similarly, in United States v. Hood, 343
U.S. 148 at 151, 72 S.Ct. 568, 96 L.Ed. .
848 (1952), it is said: ’

“This Act penalized corruption. * ¢ ®

“% * & The picture of the unsus-

pecting influence merchant, steering a

S

security of the United States,’ the eri-
terion set forth in 783(b).”

But the Executive Order itself negates
this. Its preamble recites that the Pres-
ident deems his order “necessary in the
best interests of the national security.”
It is quite true that the classification
categories set up in the Order relate to
what is referred to as “defense informa-
tion,” but the definitions of material ap-
propriate for classification can as well be
described as relating to the national se-
curity. (See Part I of this opinion.)
Appellant has not undertaken to show
that “defense information,” as described
in the Executive Order, is not of neces-
sity “information * * #* affecting
the security of the United States,” with-
in the meaning of Section 783(b). Com-
mon sense tells us that it is: defense is
one aspect of security and indeed in their
broad senses the two terms have a very
similar connotation. The legislative his-

tory, as we have seen, shows that Con-— ~

gress must have equated the two térms.18
Furthermore, Ambassador Beam, who
was primarily responsible for the clas-
sifications involved here, testified that
the classifications “Top Secret,” “Se-
cret” and “Confidential” were security
classifications applying to information
which should be protected in the interest
of national defense. And the definition
of “Defense Information” contained in
Section 911.2 of the regulations in the
Foreign Service Manual is phrased in
terms which include protection of the
national security, both internal and ex-

“ternal, in every aspect; it is not limited
to protection against physical attack.13

careful course between violation of the
statute on the one hand and obtaining
money by false pretenses on the other by
confining himself to the sale of non-ex- .
istent but plausible offices, entrapped by
the dubieties of this statute, is not one
to commey{d itself to reason.”

12. See, for ‘example, the collogquy in fn.
7, supra, between Senators Ferguson and
Mundt. . :

13. “911.2 Defense Information
“The Department was informed by the
-Attorney General of the United States
on Apri} 17, 1954, that defense classifi-
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{5,6] We think, therefore, that doc-
uments classified as “Secret” or “Con-
fidential” pursuant to the Execulive
Order and the Foreign Service Manual
ara “classified ® * * gas affecting
the security of the United States,” with-
in the meaning of Section 783(b). The
remaining inquiry is whether the prose-
cution was required to show that they
were properly so classified. In our view,
the answer to this question must be in
the negative.

There is no suggestion in the language
of Section 783(b), by specific require-
ment or otherwise, that the information
must properly have been classified as af-
fecting the security of the United States.

- === —-The essence of the offense described by

cations may be interpreted by the De-
partment, in proper instances, to inrinde
the safeguardiog of information and ma-
terial developed in the course of conduct
of foreign relations of the United States
whenever it appears that the effect of
the unautborixed discloaure of such in-
formation or material opon international
relations or apen policies being pursucd
through diplomatie chanuels could resoit
in serious damage to the Nation. The
Attorney Geperal further noted that it is
a fact that there exists an interrelation

" between the foreign relations of the
United States and the nntional defense
of the United States, which fact is rec-
ogoized in section 1 of Executive Order
30501.  Accordiogly, defense informa-

- tion shall be interpreted as including ia-
formation or material which, if disclosed
to upauthorized individuals, may result in
a break in diplomatic relations affccting
the defense of the United States; may
canse an armed attack to be launched
against the United States or its allies,
may reduce the mbility of the United
States to defend itsell against attack;
may increass the enemy’s ability to wage
war against the Upited Sistes; may
compromise military or defense plans,
intelligences operations, or technological
developments vital to national defenss;
may jeopardize the internationnl rela.
tions of the United States; or may en-
danger the effectivencss of a program
or policy of vital importance to the na-
ttonal defensa or otherwiss be prejudicial
to defense interests. Ilustrative exam-
ples of such information which may re-
quire classification include:

“g  Information and material relating to
cryptographic devices and systems:

Section 783(b) is the communication—
by a United States employee to agents
of a foreign government—of informa-
tion of a kind which has been classified
by designated officials as affecting the se-
curity of the United States, knowing or
having reason to know that it has been
so classified. The important elements
for present purposes are the security
classification of the material by an of-
ficial authorized to do so and the trans
mission of the classified material by the
employee with the knowledge that the
material has been so classified. Indeed,
we think that the inclusion of the re-
quirement for scienter on the part of
the employee i3 a clear indication of the
congressional intent 14 to make the su.

tp, Information pertaining to vital de-
tenss or diplomatic programs or ¢b-
perations;

. Intelligence or information relating
to intclligence operations which will
assist the United States to be bet-
ter prepared to defend itself againat
attack or to conduct foreigm rela-
ticny;

3, Information pertaining to national
stockpiles, requirements for strategic
materials, critical products, tech-
nological development, or testing ac-
tivities vital to national defense;

“e. Investigntive reports which cootais
information relativg to schbversive
sctivities affecting the internal ae
curity of the United States:

“f, Political and economle reports cons
taining information, the unauthorited
disclosure of which may jeopardize

* the internntional relations of the

Upited States or mey otherwise af-
foct the national defense; or
Information received in confidence
from officials of a foreign govern-
ment whenever it appears that the
breach of such confidence might bave
serious consequences sffecting the
national defense.”

3
-

4. The lollowing passage from the Senste
debate i3 of interest here:

wMy, Ferguson. It says “nformaticd
which has been classified.’

“Mp Kefouver, That is correct; bot
it does not mean that the individual must
actually seize ths document to coma with-
in the terms of the bili.

“Mr. Perguson. The person would
have to know the information contained
in the document is classified.
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perior’s classification binding on the em-
ployee, once he knows of it.}® Cf. Gorin
v. United States, 312 U.S. 19, 27-28, 61
8.Ct. 429, 85 L.Ed. 488 (1941). The ex-
cerpts from the Senate Hearings set out
above in footnote 7, supra, confirm this.

Gorin v, United States, supra, involved
a prosecution under Sections 1(b) and 2
of the Espionage Act of 1917, for ob-
taining any information connected with
or relating to the national defense and
delivering it to an agent of a foreign
country with an intent, or reason to be-
lieve, that it is to be used to the injury
of the United States or the advantage
of a foreign nation. The Supreme Court
held that the statute embraced every-
thing connected with or related to na-
tional defense in its well understood
connotation (312 U.S. at 28, 61 S.Ct. at
434), and that, once properly instructed
as to the meaning of national defense as
used in the statute, it was for the jury
to determine whether the documents in-
volved were in fact connected with the
national defense.’ Here, gimilarly, the
function of the court was to instruct as
to the meaning of “classified” informa-
tion, the disclosure of which would be
violative of Section 783(b), and the func-
tion of the jury was to decide whether
the information revealed was -classified
information in that sense. ‘

The Gorin case does not support the
proposition that in a prosecution under
Section 783(b) the jury must be per-
mitted to determine not only the question
whether the document was classified but

“Mr. Kefauver. Or have reason to
believe that it is confidential.

“Mr. Ferguson. Or to be told that it
s” 88 Cong.Rec. 14242, ;

18. There can of course be no contention,
snd there is none, that appellant was not
tware that the Despatches involved here
were classified as affecting the security
of the United States. Each page of each
Despatch was marked at top and bottom
with its classification. And appellant as a
foreign service officer was charged with
knowledgo of the regulations applicable

to such officers, relating to classified ma-
terial,

also whether it affected the security of
the United States. The Espionage Act
of 1917, involved in Gorin, covered the
entire population: it forbade any per-
8on to obtain and deliver documents con-
nected with the national defense, irre-
Bpective of whether they had been so
classified or marked, and the factual de-
termination whether they were so con-
nected had to be resolved in each case.
However, as we have noted, Section 783
(b) was aimed at a small group—em-
ployees of the Federal Government. Un-
der the Foreign Service Regulations, see
footnote 10, supra, only the originator of
a document is authorized to’assign the
original classification, and only certain
other officers are authorized to certify
the classification and to review or change
it. As already shown, this procedure is
in accord with the Executive Order and
has the approval of the President. Once
the classification has been given and cer-
tified, every employee must respect it
until an official authorized to change the
classification has done so. In the mean-
time, if a Foreign Service employee sees
a document marked “Secret” or “Con-
fidential” and has legitimate reasons
for thinking that the security interests
of the Government would be better
served by treating the document as un-
clagsified, he may apply to his superiors, .
give those reasons, and have the point
decided. But certainly an employee of
the State Department could not bring an
action in the courts to remove the label
“Secret” attached by his superiors to a

16, The Supreme Court snid:
*“The function of the court is to instruct
ns to the kind of information which is
\ olative of the statute, and of the jury
to decide whether the information secured
is of the defined kind, It is not the fune-
tion of the court, where reasonable men
may differ, to determine whether the acts
do or do not come within the ambit of
the statute. Tle question of the con-
nection of the information with national -
defense is a question of fact to be de-
.+ termined by the jury as negligence upon
undisputed facts is determined.” 812
US. at 32, 61 S.Ct, at 436,

.
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particular document, simply because he
was being blackmailed and wished to be
~ able to offer the document to his black-
 mailers without criminal consequences.
Merely to describe such a litigation is
enough to show its absurdity., Yet ap-
pellant is urging that after such an em-
ployee has obtained and delivered a clas-
sified document to an agent of & foreign
power, knowing the decument to be clas-
sified, he can present proof that his su-
perior officer had no justification for
classifying the document, and can obtain
an instruction from the court to the jury
that one of their duties is to determine
whether the document, admittedly classi-
fied, was of such a nature that the su-
_ perior was justified in classifying it.
The trial of the employee would be con-
verted into a trial of the superior. The
Government might well be compelled ei-
ther to withdraw the prosecution or to

reveal policies and infermation going far.

beyond the scope of tha classified docu-
ments transferred by the employee. The
embarrassments and hazards of such a
proceeding could soon render Section 783
{b) an entirely useless statute.

[7] We conclude that it is the intent
of the statute to make the superior's
classification binding on the employee.
In this case, if the Government's evi-
dence be believed, appellant knew per-
fectly well what he was about: the
Polish agents were demanding classified
(i. e., vaiuable and secret) information,
and he tried to satisfy their demands.
He cannot now claim that the Govern-
ment is required to prove that the docu-

17. s counsel seems to have egreed to
this st the trial, as indicated by the fol-
lowing colloquy in the trial court:

“I'ng Coumr: The guestion that we
have to determine is did this defendant
take a document that was on tho facc of
it listed as Top Secret, Secret or Con-
fidentinl, the document itself. Then wa
are going to start in to evaluate what the
State Departrment should have cousider-
ed— .

“Mnp Kremy [counsel for defcndant,
now appellant] (interposing) =—which we
are not going to do. What I am going
to relate to another cxhibit whick shows
when a document should have been clas-

ments he gave were in fact preperly clag-
sified? The factual determination re-
quired for purposes of Section 783(b)
is whether the information has been
claasified and whether the employee knew
or had reason to know thal it was classi-
fied. Neither the employee nor the jury
is permitted to ignore the classification
given under Presidential authority,

III

We turn to appellant’s contention that
it was error to admit in evidence the four
{nculpatory statements given by him un-
der circumstances now to be related.

As already indicated, appellant was
ordered by the State Department to re-
port to the United States Embassy in
Bonn, Germany, on June B, 1961, for a
conference. Upon his arrival in Bomn,
appellant, having given his consent, was
driven in a car to Frankfurt and was
taken at about 1 p. m. to a room in the
annex to the American Consulate. The
security officer in charge at the United
States Embassy in Germany, Kenneth W.
Knauf, was awaiting his arrival. Appel-
lant was there interrogated by Knauf,
and during the interrogation appellant
told of giving classified information to
two Polish nationals believed by him to
be U.B. agents. A statement, including
the confession, was dictated by appellant
{except for the opening and concluding
paragraphs) to a stenographer from
about 7:30 p. m. until 8:15 p. m. It was
typed by her, and was returned to ap-
pellant. He read it, made a few minor
corrections, and signed it at about 10:30
p. m. The confession, as signed, con-

sified as Secret and show there was over-
classification. I think I have a right to
do that.

“0Of courss ke has the authority te
claesify anything he wants Secrst or
Top Secret.

“Tne Courr: But my only poiat is
that once he does classify it, it is not
for an employes to determine that i is
mis-classified. :

“Mr Krzin: Yes.

#Tyg Cover: Do you get my point?

“Mz. KLeIN: Yes, of course.

“Tyug Courr: Now don't you agres?

Mz, Kremw: Yes, I agrea”
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coded with a declaration, admittedly
dictated by Knauf, that: “The fore-
going statement is made of my own free
wil. * * * I certify that no coer-
cion, force, pressures, duress, press
[promises?] or threats were made
against me. During the conversation on
this date, Mr. Knauf has explained to
me my rights under the Constitution.
¢ ¢ o After reading the quoted
conclusion of the statement, and before
signing it, appellant remarked “No
pressures?” and Knauf replied “Only
moral pressures.” A tape recording of
the interview was made while it pro-
gressed, apparently without appellant’s
knowledge. The tape was introduced in
evidence as part of the defense, and has
been made availahle to us,

Toward the end of the interrogation,
Knauf had telephoned his superiors in
Washington and was asked by them to

. bring appellant there. Appellant was in-
formed of this and agreed to accompany
Knauf to Washington. Arrangements
were made for Knauf and appellant to
fly from Dusseldorf to New York at 8:00
the next morning. Appellant and Knauf
were driven to Knauf’s home in Bonn,
where they slept for about two hours.
They then went to the airport, boarded a
plane and arrived in New York at about
1:45 p. m. on June 6th. They were met
by another Department of State Security
Officer, who expedited their clearance
through customs and immigration. Dur-
ing this period Knauf took appellant’s
passport. Appellant and Knauf then
flew to Washington, going directly from
the Washington Airport to the State De-
partment. A suite consisting of two
bedrooms, and a bathroom between, all
of which opened onto a private corridor,
had been arranged for them by the State
Department at a nearby motel.- A State
Department officer accompanied appellant
to the mote), despite appellant’s protests
that he could find his way by himself.
Appellant chose to occupy the inner bed-

toom, which had a television set and an.

attached sun porch, and Knauf occupied

the bedroom nearest the door leading

lnto the sujte. Neither of the rooms had
317 F.2d—36 .

a telephone, Both bedrooms had air-
conditioning units and both, like the
bathroom, had windows opening onto a
fire escape with a drop ladder. -

On June 7 appellant and Knauf went
to the office of the Assistant Chief of the
Bureau of Security of the State Depart-
ment, where appellant retold his story.
After concluding this account, appellant
was escorted to the cafeteria for lunch.
After lunch he was asked if he objected
to being interviewed by the F.B.I. He
said he had no objections, He was in-
terrogated for the rest of the day in an
office in the State Department building
by two agents of the F.B.I. A written
statement was obtained from appellant.
On each of the next two days (June 8
and 9), appellant was further interro-
gated by the F.B.I. agents, and on each
day he signed another written statement.
It is undisputed that on each day before
he was questioned the agents told him
that he was free to leave and warned
him of his constitutional right to remain
silent, and of his right to obtain legal
counsel. Before appellant signed the
statements the agents each time told
him that he did not have to give a writ-
ten statement, that if he did it might be
used against him, and that he had a
right to consult an attorney before giv-
ing such a statement. \

About 4 p. m. on Saturday, June 10,
upon his return to the motel from a long
walk with a security officer, appellant
was handed a suspension notice by a per-
sonnel officer of the State Department.
From the morning of June 5th when
appellant reported to the U. S. Embassy
in Bonn until the time he received this .
notice on June 10 appellant was, with
the exception of the times he was alone -
in his bedroom at Knauf’s home in Bonn
and in his -bedroom at the motel, con-
stantly in the company of security of-
ficers of the State Department or agents
of the F.BI. During this time appel-
lant did not ask to communicate with a
lawyer, he did not refuse to accept an
escort, although he protested mildly on
several occgsions, and he did not refuse
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to submit to Interrogation,
warned of his rights.

After his suspension, appellant was
not accompanied and moved about 2a he
wished, alone. On Monday, Jume 12,
be moved to a single room in the motel,
where he stayed until the morning of
June 13. On that morning, as he left
the motel to walk to the State Depart-
ment, where he had been asked to report,

. he was arrested by the F.B.I. on a war-
" rant, and was taken promptly before the
United States Commissjoner.

aithough

{8] Appeliant made a timely motian
-to suppress his admissions. He argued
that the confession of June 5th to Knauf
_was coerced and should have been ex-
cluded, and that the subsequent state-

ments made to the F.B.I. were 2 product .

of the original involuntary confession,
and should likewise be ruled inadmis-
sible. Alternatively, he based his mo-
tion to suppress on the ground that he
was under arrest from the time of his
arrival at Frankfurt—or some time sub-
sequent thereto but prior to the time at
which statements were given to the F.B.
I.—and that, consequently, his state-
ments (or at least the three made in the
United States) were inadmissible under
the rule of Mallory v. United States, 354
U.S. 449, 77 8.Ct. 1356, 1 L.Ed.2d 1472
(1957). Evidence was heard on this
motion, including testimony by appellant
given outside the hearing of the jury
and restricted to the issues raised by the
motion. His testimony has been incor-
porated in the summary of facts given
above. The trial judge, stating that bhe
had given careful consideration to all
the evidence, denied the motion. Neo
findings of fact or rulings of law were
stated in connection with the ruling,
nor was any request for specific indings
or rulings made by counsel. According-
ly, we must uphold the ruling of the trial
court if there is any reasonable view of
the evidence that will support it. ¢

18, His testimony continued as follows:
“1f you nre placed in the position Where
yon know that you ean keep your coun-
sel to yourself and not open your mouth,
but at the same time there are certain

25-965 O - 78 - 10

[9] Woe cannot say that the decision
of the trial judge—to permit the con-
feasions to go to the jury with an in.
struction on the jssue of coercion-—was
not proper. There was no evidence of
physical violence. Indeed, appellant
claims only that there was psychological
pressure on him in the Knauf interview,
Appellant was shown to be a man of in-
telligence and experience, including ex-
perience in interrogation while serving
in U, S. Military Intelligence and in the
Office of Military Government in Ger-
many. He testified that Knaof intro-
duced himself as a security officer, that
he raised no objection to the interroga-
tion, that Knauf as Chiel Security Of-
ficer in Bonn was within his rights in
questioning him about the mistakes hs
had made in his job, and that diring the
questioning he knew he had the right
to remain silent, but “the way in which
Mr. Knauf was presenting his peints,
one by one, naturally put tremendous
pressure on me to keep answering his
questions.” 18 He also testified that “I
did not tell Mr. Knauf that I would not
sign the statement, and Mr. Knauf did
not force me to sign the statement. By
this time we had reached a point where
Mr. Knauf was very well aware that I
ne more wished to sign that statement
than he wished me to walk away with-
out signing it, but I was in no position
to bargain with Mr. Knauf. Mr. Knauf
held all the whips and the whip hand.”

The trial judge heard testimony from
both Knouf and the appellant giving
their recollections of the interview.

"'Knauf’s testimony alone was heard by

the jury. The trial judge first, and later
the jury, heard the tape recording of
the interrogation. It has been submitted
to us as an exhibit—introduced by de-
fendant-appellant. The recording is of
unsatisfactory quality and appears to be
not entirely complete, but we have found
little in it to support the claim of coer-

things being beld omt eitber im front of
you or over your head where yon think
thae if you continue to cooperste, then
I think very likely you will probably keep
answering the guestions.”
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cion. The impression given is that the
interview was conducted on a fairly
friendly basis throughout. From all the
materials available to us, we are unable
to conclude that the trial judge and the
jury erred when they found that the ad-
missions made were voluntarily given.

[10] Appellant argues that Knauf’s
statement, that “only moral pressures”
were used during the interrogation,
amounts to concession of improper coer-
cive tactics rendering the confession in-
admissible. It is clear, however, that
this phrase was used in reference to the
appeals to integrity, conscience, patrio-
tism, and the like, that he employed in
the course of the interrogation.
appeals, in and of themselves, do not
amount to improper coercion.

[11] We also are unable to agree
with appellant’s second line of reasoning
for exclusion of these statements—that
the conduct of the State Department of-
ficials and F.B.I. agents amounted to a
violation of the Mallory rule. The issue
here, as in any other invocation of the
Mallory rule, is whether the inculpatory
statements were obtained during a pe-
riod of unlawful detention in violation
of Rule 5(a) of the Federal Rules of
Criminal Procedure, which provides that
“any person making an arrest without
8 warrant shall take the arrested person
without unnecessary delay before the
nearest available commissioner * *”
A period of unlawful detention cannot
exist, of course, unless there has been
an arrest or action amounting to arrest.
In the unusual circumstances of this
case, we must décide whether appellant
was, at the time he made the inculpatory
statements, being involuntarily detained,
for, if his presence and participation
were voluntary, it is well established that
the Mallory rule is inapplicable.. "See
Vita v. United States, 2904 F.2d 524 (2d

19. McNabb v. United States, 318 U.S. 332,
63 S.Ct. €08, 87 LEJ. 819 (1043):
Compare Bram v. -United States, 108
US. 532, 561-565, 18 S.Ct. 183, 42 LE4.
568 (1897). ‘ .

Such -

Cir,, 1961), cert. denied, 369 U.S. 823,
82 S.Ct. 837, 7 L.Ed2d 788 (1962);
United States v. Pravato, 282 F.2d 587
(2d Cir, 1960); Trilling v. United
States, 104 U.S.App.D.C. 159, 172, 260
F.2d 677, 690 (1958) (separate opinion,
dictum); Metoyer v. United States, 102
U.S.App.D.C. 62, 66, 250 F.2d 30, 34
(1967) (dissent, dictum); cf. Dunn v.
United States, 273 F.2d 470 (5th Cir,,
1960); Holzhey v. United States, 223
F.2d 823 (5th Cir.,, 1955). )

In analyzing this contention, it is use-
ful to distinguish between the statement
of June 5th given to Xnauf and the sub-
sequent statements made to the F.B.I.

[12] The attack on the statement of
June B5th represents the first time, to
our knowledge, that the McNabb 19-Mal-
lory line of decisions has been invoked
to obtain suppression of a confession
made in a foreign country. We do not
now have to decide under what circum-
stances a confession made abroad would
fall within the prohibition enunciated by
these cases because, in the present case,
there was ample evidence to support the
conclusion that appellant had not been
involuntarily detained.

Knauf testified that as a security of-
ficer he had no power to arrest. The
testimony of both appellant and Knauf
in the lower court supports the inference
that appellant was aware that Knauf
could not arrest him.2® The tape shows
that after some general conversation

"about matters not here involved, Knauf

said that it was time to interject a state-
ment so that appellant would understand
the situation. He said that they would
probably have a long conversation that
afternoon, that appellant would be with-
in his “rights” in not answering some

-of the questions that would be asked,

that appellant might want not to answer
some questions because they might tend

20." Appellant testified. that be was told,
probably after he had signed the state-
ment, that Knauf could.not arrest him,
but that Knauf could ask the Germans to
arrest him, Appellant admittedly had as-

....sisted in procuring o German visa for
Miss Discher by illegal means,
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to incriminate him or for other reasons,
that Knauf preferred to have appeliant
decline to answer rather ‘han to lie to
him, that he could not “push” appellant
to answer, but that “integrity was an
integral part” of this and that “as 8 mat-
ter of integrity” appellant was obliged
to answer, angd finally that, if he believed
that appellant was lying, he would get
someone in to put appellant under oath
and would have him sign a statement.
Appellant said that he understood. He
did not undertake to leave at that time
or later. As noted above, he, testified
that Knauf as a security officer was with-
in his rights in questioning him, that he

.. knew he had the right to remain silent,

and that he raised no objection to the
interrogation. Appellant may have been
influenced to stay and participate in the
inquiry by any one or a combination of
8 number of factors—conscience, in-
tegrity, a belief that if he left the room
or building he might be summarily dis-
¢harged from his position with the For-
eign Service, or possibly that he might
be arrested by the Germans (see foot-
note 20, supra). But as he in effect ac-
knowledged, it is surely the prerogative
of a Government agency investigating
matters vitally related to the national
security to request its employees to co-
operate when confronted with reasonable
inquiry into their activities, In any
event, we find nothing which would
amount to an arrest at that time, or to
duress vitiating appellant’s confession to
Knauf.

We turn now to the confessions made .

to the F.B.I. on June 7th, 8th, and 9th,
On the evidence presented, the trial
judge concluded that appellant’s par-
ticipation was voluntary, and that there
was no unlawfu! detention. In reaching
this conclusion the judge must neces-
sarily have decided that the mere fact
that sappellant was continually accom-
panied by one or more State Department
officials, from the moming of June 5
until after the last statement was given
to the F.B.I, agents on June 8, did not,
without more, amount to an arrest, and

that there were no other circumstances
\

from which appellant could reasonsbly
have concluded that he had been deprived
of his freedom of movement. We think
the trial judge could properly reach the
conclusion he did reach. Appellant tes.
tified that he was asked whether he ob-
Jected to talking to the F.B.I, and had
replied that he did not. Although he
was informed by the F.BI. agents that
he could consult an attorney, he did not
do so, nor did he attempt to reach friends
to inform them of his predicament. He
made no ¢omplaint about the accommo-
dations provided for him and made ne
sustained effort to depart from the com-.
pany of the State Department officials,
nor any serious protest about the treat-
ment he was receiving. From about ¢
p. m. on June 10 until his arrest on June
13 he was not accompanied by State De-
partment officials and made use of his
freedom to come and go as he wished.
Although this was after his statements
had been given, it is not without signifi-
cance. The statements that he signed,
taken together with the testimony of the
F.B.I. agents who dealt with him, sup.
port the belief that his major desire was
to be as cooperative as possible with re-
gard to the inquiry that was being con-
ducted. The clear inference is that he
thought he might avoid or mitigate pun-
ishment, and help his dependents, by as-
sisting in the inquiry. There may be
cases in which, although no formal ar-
rest has occurred and the suspect, after
being advised of his rights, has ex-
pressed no objection to being interviewed
by them, the conduct of law enforcement
officials who interrogate the suspect
clearly creates an unlawful detention
But this is not such a case. Here the
evidence fully supports the conclusion
that appellant was willing, one might in-
deed say eager, to reveal as much infor-
mation as he could. That appellant’s
conduet may have been motivated by
hope that he could, by virtue of his co-
operation, benefit himself and others
does not affect the admissibility of his
statements unless the hope was implant-
ed by promises made to him, a state of
affaira not suggested in the evidence.
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We conclude, therefore, that the trial
judge properly admitted all four state-
ments made by appellant.

Iv.

We now come to the question whether
the proof was sufficient to support ap-
pellant’s conviction. As we have seen,
he was charged with, and was found guil-
ty of, passing, sometime during the firat
five months of 1961, to persons known to
be agents of the Polish Government, in-
formation contained in three Despatches,
Nos. 844, 518 and 444, known by him to
be classified as affecting the security of
the United States, in violation of 60 U.
8.C. § 783(b). Combining the language
of the first three counts of the indict-
ment and the language of 50 U.S.C. §
783(b), set out supra in Part I, which
lays down the requirements for finding
a person guilty of violation of its terms,
there are five essential elements which
must have been proved by competent evi-
dence to sustain the conviction:

(1) The defendant must have been
an officer or employee of the United
States or of some department or agency
thereof.

(2) The defendant must have com-
municated in some manner information
from Despatches Nos. 344, 518 and 444.

(3) The information communicated
from these Despatches must have been
of a kind classified “by the President, or
by the head of a department with the ap-

-proval of the President,” within the
meaning of Section 783(b), as affecting
the security of the United States.

(4) The person to whom the informa-
tion was communicated must have been a
person that the defendant knew or had
reason to believe was an agent or repre-
sentative of a foreign government.”

2, It must alse appear, if the point is
raised as a def that the defend

(6) The defendant must have had rea-
son to know that the information com-
municated had been classified as affect~
ing the security of the United States.®

[13] We have seen that the appel-
lant was interrogated by security officers
of the State Department and by agents
of the F.B.I. after he was under sus-
picion, and that he made oral admissions
and confessions to them and gave them
written statements, all of which were
received in evidence. It has long been
the rule that admissions of an accused
made outside the courtroom while under
suspicion are not sufficient alone to prove
guilt: there must be corroborating evi-
dence to support them. The decisions in
Opper v. United States, 348 U.S. 84, 75
S.Ct. 158, 99 L.Ed. 101 (1954), and
Smith v. United States, 348 U.S. 147, 75
S.Ct. 194, 99 L.Ed. 192 (1954), deal
with the extent of the corroboration
necessary for this purpose. They pro-
vide the guiding rule for us, namely, that
extra-judicial confessions or statements
made by the accused after the act and
when he is under suspicion are not ad-
missible unless they are supported by
corroborative evidence; that this evi-
dence “need not be sufficient, independ-
ent of the statements, to establish the
corpus delicti” (Opper, 348 U.S. p. 93,
756 S.Ct. p. 164); that the independent
evidence must be “substantial” and must
‘“tend to establish the trustworthiness of
the statements” made by the accused and
must support “the essential facts ad-
mitted sufficiently to justify a jury in-

“ference of their truth”; and that such

evidence thereby serves the “dual func-
tion” of bolstering the admissions, i. e.,
making them reliable, and of thus prov-
ing “the offense ‘through’ the statements
of the accused” (Opper, 348 U,S. p. 93,
75 S.Ct. p. 164; Smith, 348 U.S. p. 156,

did not authorige disclosure of the three
Iassified in issue. It is thus

was not specifically authorized to discl

ry for us to decide whether, if

the information, . The appellant did not
and does not contend that he was au.
thorized to disclose. He admits on brief
that he knew that disclosure had not been
authorized. The Government eatablished
in ita case in chief that the Ambassador

the Ambassador had undertaken to give
such nuthority, the autlority from him
would have been sufficient under the stat-
ute to exoncrate a person making dis-
closure in reliance upon it.
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75 S.Ct, p. 199).28 In other words, if the
independent evidence is sufficient to es-
tablish the truth, trustworthiness and re-
liability of the accused’s statements to
the investigating authorities, and the
statements themselves supply whatever
elementa of the offense are not proved
by the independent evidence, the proof
is sufficient to send the case to the jury.
That this js the correct construction
seems clear not only from the language
used but also from the fact that In
Opper one essential element of the of-
fense, the payment of money to the Gov-
ernment employee, was proved directly
only by the defendunt’s extra-judicial
statement.?3 .

We proceed to examine whether there
was in this case evidence, independent
of the admissions and confessions made
by the defendant to investigating officers
after the acts were committed, which, if
credited, would prove each of the five
elements of the crime in the way outlined
above as to cach count of the indictment.

As we have noted, Ambassador Beam’s
testimony was that Scarbeck was em-
ployed as Second Secretary and Gen-
eral Services Officer at the Embassy of
the United States at Warsaw, Poland,
from December 1968 until June 1961,
thereby proving Element (1) of the of-
fense as set out above, which in fact is
not in dispute. The Ambaysador testi-
fled further that the three Despatches
in question had been given security clas-
sifications, and were so certified by him,
meaning that the information in them

22, The Court said in Smith:

“All elements of the offense must be es-
tablished by independent evidence or cor-
roborated admissions, but one available
mode of corroboration s for the in-
dependent avidence to bolster ths confes-
sion itself and thereby prove the offense
‘througl’ the stutements of the accused.
Ct. Parker v. State, 228 Ind. 1, 88 N.E,
2d 556 [88 N.E.2d 442]." 348 US, at
158, 73 8.Ct. at 100.

23, The opinion Indicates (sce 348 U.S. at
4 and fs. 12, 75 S.Ct. at 165 fo. 12) that
the independent corroboration consisted of
a long distunce call made the day before
the cash payment was made, the drufting
of & check by the petitioner on thut day,

~

1

is to be protected in the interest of na-
tional defense, and that the classificution
given was stamped at the top and bet-
tom of each page of each Despatch
If this testimeny is credited, Element
(5) of the offense as s0 numbered above
has been met. Since the clagsification
“Secret” or “Confidential” was stamped
at the top and bottom of each page of
the three Despatches in question, Scar-
beck must have known that the informs.
tion had been classified as affecting the
security of the United States. (See foot-
note 15, supra.) The Ambassador's tes-
timony that his authority to classify and
certify the three Despatches came from
Ezecutive Order 10501, as amended by
Executive Order 10901, and the Foreign
Service Regulations, disposes of Element
{(8). The Executive Order mentioned,
as we have seen, gives the approval of
the President to classification, for se
curity and defense purposes, of specified
kinds of material by such responsible of-
ficers or employees as the Secretary of
State may have designated. Under the
Foreign Service Manual, Section 1212,
and Sections 912.1, 913.1 and 913.2 set
out in footnote 10 above, there is no
question that the Ambassador as prirci-
pal officer of the Embassy had received
authority from the Secretary to classify,
and certify the classifications of, the
three Despatches involved here. As we
have noted, we cannot construe the stat.
ute as authorizing one accused of passing
classified information to claim that he
was entitled to substitute his own judg-

- and the purchase of air transportation for
& trip by the Government employes on the
dny of payment. As the Supreme Courg
stated, this evidence tends “to prove the
trugifulness of petitioner's stntements,”
but it obviously does not prove directly
that on the day in question or any otber
day the petitioner paid in cash $1.000 to
the Government emsployee. {(The $1,000
check was not cashed until several days
after the dny on which the petitioner ad-
mitted making payment in cash and st
that time it was caslied by the petitioner,
uot the employee.)

24, These morkings appear on the Des-
patches, which were introduced in evi-
© dence.
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ment as to the proprieti of the classifica-
tion for that of the Ambassador, or for
a court to do so,

[14] As to Element (4), there was
independent evidence—Miss Discher’s
testimony—that Scarbeck knew or had
reason to believe that the Polish men,
with whom he met frequently after the
compromising incident in her apartment,
were agents of the Polish Government.
Her testimony will be summarized later.
1t is sufficient to say now that it, if be-
lieved, abundantly establishes this point.

Element (2), whether Scarbeck com-
municated any of the information con-
tained in Despatches 344, 518 and 444 to
these men, is directly evidenced only by
Scarbeck’s extra-judicial statements to
investigators made after the three acts
of communication had occurred and af-
ter he was under suspicion. The ques-
tion thus arises whether or not the
Government introduced independent evi-
dence of a quantum and quality sufficient
to corroborate his admissions within the
meaning of Opper v. United States, 348
US. 84, 75 S.Ct. 158, 99 L.Ed. 101
(1954), and Smith v. United States, 348
US. 147, 75 S.Ct. 194, 99 L.Ed. 192
(1954), i. e., whether a jury would be
warranted in inferring from the inde-
pendent evidence that the defendant's
statements are reliable and true.

Miss Discher’'s testimony confirmed
and agreed with Scarbeck’s statements
with respect.to how they met, his rela-
tions with her, and the events on the
night of December 22-23, 1960, when
men broke into her apartment, finding
them in a compromising situation and
photographing them. She testified fur-
ther that Scarbeck told her, following
this incident, that he was being black-
mailed by two men from the-U.B., and
that “they wanted him to get for them
the cipher, and then some kind of a plan
of work he was receiving from Washing-

25. The appellant's statements to her, al-

though extra-judicial, were contempo-

raneous with the events to which they .

telated and were not made at a time when

ton”. This agrees with Scarbeck’s extra-
judicial statements. In reply to the
question “Did Mr. Scarbeck ever tell you,
Miss Discher, whether or not he ever
give anything to these  U-B men?” she
said: “As far as I know and what I
know from Mr. Scarbeck, if they re-
ceived anything they were trifles”. She
also testified that he told her the U.B.
agents had offered him money, and she
told him not to accept any money from
them; that after December 22, 1960,
Scarbeck “took care” of getting a resi-
dence permit for her, which she had
never had before; that Scarbeck “took
care” of getting a passport for her to
leave Poland, and that she was told by
Scarbeck that the man who handed the
passport to her must have been George,
one of the two U.B. agents with whom
Scarbeck had been meeting once or twice
a week, or rather frequently. While her
testimony does not directly show that
Scarbeck passed to the U.B. information
from the three classified Despatches
named in the indictment,®® a jury could
well conclude from it that after Decem-
ber 23, 1960, he met frequently with
these men, that the men offered him
money, that he was being blackmailed
by them, that he passed some kind of in-
formation to them, and that it may very
well have been classified material, since
he was able to procure through them
Polish documentation of a sort very dif-
ficult to obtain. And in any event the
jury could conclude that her testimony,
which agreed on so many points with
his statements, confirmed the reliability.
and truth of his statements. All the
more 8o, since she appeared to be a re-
Juctant and perhaps even a hostile wit-
ness for the Government.

There were other witnesses to cor- -
roborate other portions of his state-
ments. Three Embassy ‘employees tes-
tified that, commencing in January 1961,
they saw Scarbeck reading the Reading

he was under suspicion, and thus were
not the type of admission involved in
Opper.
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File®™ in the Embgasy’s File Room on
various occasions, and that they had not
seen him doing this before January 1961.
Misa Jokel, in charge of the File Room,
stated that Scarbeck did this -two or
three times a week for about three
months starting in January of 1961, and
that on three occasions during this pe-
riod he asked for Despatch 344. Major
Tarbell of the Embassy staff testified
that in late March of 1961 he discussed
a Despatch relating to the Polish Armed
Forces with Scarbeck in the Embassy
File Room, where Scarbeck was reading
8 confidential Despatch, and that Scar-
beck was familiar with the Armed
Forces Despatch. (Despatch 518, clas-
sified “Secret,” deals with the Polish
Armed Forces.}

This evidence, if credited, corroborates
and tends to show the truth of Scar-
beck's admissiona that, in order to ob-
tain information to pass to the two
Polish U.B. agents, he resorted to read-
ing regularly the Reading File main-
tained for the information of Embassy
officers. It also confirms that he made
a rather determined effort to obtain and
did obtain Despatch 344, and that he
was familiar with the contents of
Despatch 518. )

Three other withesses connected with
the Embassy established with Embassy
records (introduced in evidence) that at
6:30 p. m. on February 6, 1961, Scarbeck
left 8 clagsified envelope with Marine
Guard Post No. 1 at the Embassy and
checked out of the Embassy at 5:40 p.

28. The Reading File was maintalned for
the information of officers of the Embassy.
iz ined a chronological ilation
of outgoing airgrams and Foreign Sarvice
Despatches in ons book and in another
book copies of incoming and outgoing
telegrams. Some of the material was ua-
clnssified, whereas other documents in the
file were claasified and were stamped
with the classification given,

27. Appellant argues that his acquittal by
the jury of the charge, under Count 4
of the indictment, of removiag Despateh
844 on file at the United States Em-
bagsy in Warsaw in violation of 18
11.8.C. § 2071, necessarily moans that
the jury believed that he did not secret-

\

m.; that after checking in at the Bm.
bassy at 8:15 p. m. he withdrew the eg-
velope from the Guard Post at 9:20 -9
m.; and that at 11:25 p. m. he again left
a classified envelope with Marine Guard
Post No. 1, and checked out of the Em.
bassy at 11:35 p. m. Miss Cwynar, 3
stenographer at the Embassy, testified
that, after ascertaining from Scarbeck
that Despatch 344 had been left by him
with the Marine Guard Post, she with-
drew at 9:15 a. m. & day or two later
the classified envelope left on February
6 at 11:25 p. m. by Scarbeck and that
she found Despatch 344 in it. This evi.
dence confirms and tends to establish the
trustworthiness of Scarbeck’s admis-
sions relating to the manner in which
he withdrew Despatch 344 from the Em-
bassy in an effort to avoid suspicion. He
stated that for this purpose he put blank
sheets of paper in the envelope marked
“Clagsified” which he left with the Ma.
rine Guard on the first occasion, that he
carried Despatch 344 ocut and brought
it back secretly, and that, after with-
drawing the envelope and carrying it to
his office, he then placed the Despateh in
the “Classified” envelope which he agsis
left with the Guard on the second occs-
sion that same evening.$?

Friedrick Cordes, 2 German policeman
stationed in Frankfurt, Germany, gave
detailed testimony relating to the assist.
ance he provided in getting Ursuls
Discher out of Poland, and relating to
Scarbeck’s visit with her in Frankfurt,
which in general confirmed Scarbecks

1y take Despatch 344 out of the Embassy,
contrary to his own statements. It mag

* wery well bs, however, that the jury did
not regard an absence of the Deapatch
from the Embassy of approximately three
and one heoif hours (3:40 to 8:13 pm)
a8 a “removal” within the meaning of the
statuto. Or tho jury may bave had other
reasons for reaching the verdict of s
aecquittal under Count 4. In apy event
ac acquittal under Count 4, even [ &
may be rogarded as inconsistent with the
verdict of guilty upder Count 1, Is 2ot
sncugh alone to justify us in overtors-
ing the verdict on Count 1. Duma ¥
United States, 284 U.S. 360, 52 S.Ct. 18,
78 L.E4. 358 (1832).
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statements about this matter. Cordes
also testified that Scarbeck complained
in Frankfurt that he and Miss Discher
were being followed, and that he re-
quested Cordes’ aid in ascertaining the
jdentity of the followers. This also is
in general accord with Scarbeck’s state-
ments.

{151 In short, there was independent
evidence which if credited confirms the
truth of a substantial part of Scarbeck’s
statements—those statements relating to
his relationship with Miss Discher, his

relationship with, and blackmail by, two~

U.B. agents, the statements that they
demanded security information from
him and offered him money and that he
was able to and did procure a residence
permit and a passport for Miss Discher
through them, his statements as to the
method by which he procured .a German
visa for her and the method by which
he was able to take Despatch 344 from
the Embassy without incurring sus-
picion, and his statement that at a time
after he became involved with the agents
he first engaged in reading the Reading
File regularly to obtain information to
give to them. (It was from this reading,
he said, he obtained the information
from Despatches 518 and 444 which he
said he communicated.) This evidence
appears to us more than ample to sup-
port the reliability and truth of the con-
fessions generally. It warrants an in-
ference that, to gain the favors that he
did obtain from the U.B. agents, he
necessarily communicated something of
value to the agents, and that it thus
proves through the defendant’s state-

ments that the information communi- °

eated was from the named Despatches
within the scope of Opper and Smith.

.

\'A o

Appellant’s final argument is that the
trial judge erroncously denied his mo-
tion for a new trial on the grounds of
vewly discovered evidence—evidence
that allegedly sheds new light on the
oature of the interrogation in Germany.
However, the “evidence” proffered ap-
pears neither newly discovered nor rele-

317 F.2d—360 "

vant to any of the issues in the case.
The motion was properly denied.

[16] For the reasons given, the
judgment of conviction, and the order de-
nying a new trial, will be affirmed. How-
ever, in view of the extent of appellant’s
cooperation with the authorities during
the investigation, we think the District
Court should seriously consider exercis-
ing its power, under Fed.R.Crim.P. 35,
to reduce the sentences which have been
imposed, as for example, by making them
run concurrently. See Kaplan v. United
States, 241 ¥.2d 521, 623 (5th Cir.),
cert. denied, 354 U.S. 941, 77 S.Ct. 1406,
1 L.Ed.2d 1639 (1957).

Affirmed.

=

=

Richard X. WILLIAMS, Appellant,
A\
UNITED STATES of America,
Appellee.
 Misc. 1819 and No, 17186, \
United States Court of Appeals
District of Columbia Circuit.
Jan. 24, 1963.

" Petition for Rehearing En Banc Denled

En Banc June 28, 1963,

On reconsideration sua sponte by the
court en banc of the petition for a re-
hearing en banc of the petition for
leave to prosecute this appeal without
prepayment of costs; Richmond B.
Keech, District Judge.

The Court of Appeals allowed appel-
lant to prosecute his appeal without pre-
payment of costs from this time on.

Application allowed.

Miller, Danaher, - Bastian and Bur-
ger, Circuit Judges, dissented.
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PART B
ALDERMAN g7 AL. v. UNITED STATES.

ON MOTION TO MODIFY ORDER OF REMAND TO THE UNITED
STATES DISTRICT COURT FOR THE DISTRICT OF COLORADO.

No. 133, Oct. Term, 1967. Certiorari denied October 9, 1967.—
Rehearing and certiorari granted and case decided January 29,
1968 —Motion to modify argued May 2, 1968.—Reargued Oc-
tober 14, 1968 —Order of January 29, 1968, withdrawn, rehearing
and certiorari granted, and case decided March 10, 1960.%

After petitioners in No. 133, O. T, 1967, were convicted of con-
spiring to transmit murderous threats in interstate commerce,
they discovered that one petitioner’s place of business had been
subject to electronic surveillance by the Government. This Court
refused to accept the Government's ex parte determination that
“no overheard conversation in which any of the petitioners par-
ticipated i3 arguably relevant to this prosecution,” and vacated
and remanded the case for further proceedings (390 U. S. 138).
The Government moved to modify the order, urging that sur-
veillance records should be subjected to in camera inspection by
the trial judge, who would then tumn over to petitioners enly those
materials arguably relevant to their prosecution. In Nos, 11 and
197 petitioners, who were convicted of national security viola-
tions, raised similar questions relating to the use of eavesdropped
information. Held: \

1. Suppression of the product of a Fourth Amendment violation
can be successfully urged only by those whose rights were violated
by the search itsclf, and not those who are aggrieved solely by
the introduction of damaging evidence. Thus, codefendants and
coconspi¥ators have no special standing and cannot prevent the
admission against them of information which has been obtained
through electronic surveillance which is illegal against another.
Pp. 171-176. :

. 2. A petitioner would be entitled to the suppression of evidence
violative of the Fourth Amendment where the Government unlaw-
fully overheard conversations of the petitioner himself, or where the

*Together with No. 11, Jvanov v. United States, and No. 197,
Butenko v. United States, on certiorari to the United States Court
of Appeals for the Third Circuit, argued October 14, 1968,
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conversations occurred on his premises, whether or not he was
present or participated therein. Silverman v. United States, 365
U. 8. 505, §11-512, Pp. 176-180.

3. If the surveillance is found to have been unlawful and if a
petitioner is found to have standing, the Government must disclose
to him the records of those overheard conversations which the:
Government was not entitled to use in building its case against
him. Pp. 180-185.

(a) The task of determining those items which might have
made a substantial contribution to the preparation of the Gov-
ernment’s case is too complex and the margin for error tao great
to rely solely upon the in camera examination by the trial court.
Pp. 181-182.

(b) The trial court should, where appropnate place de-.
fendants and their counsel under enforceable orders against unwar- -
ranted disclosure of the materials they are entitled to inspect.
P. 185.

" (¢) Defendants will not have an unlimited license to rummage

in the Government’s files, as they may need or be entitled to
nothing beyond the specified records of overheard conversations
and the right to cross-examine the appropriate officials regarding
the connection between those records and the prosecution’s case.
P. 185,

No. 133, O. T, 1967, order of January 29, 1968, withdrawn, order
denying certiorari set aside, rehearing and certiorari granted,
371 F. 2d 983, judgments vacated and remanded; Nos. 11 and
197, 384 F. 2d 554, judgments vacated and remanded.

Solicitor General Griswold reargued for the United
- States in No. 133, October Term, 1967, on the motion
* to modify the Court’s Order of January 29, 1968, 390
U. 8. 136. With him on the brief were Assistant At-
torney General Vinson, Louis F. Claiborne, John 8.
Martin, Jr., Beatrice Rosenberg, and Sidney M. Glazer..

Edward Bennett Williams reargued for petitioners in
No. 133, October Term, 1967, in opposition to the motion.
With him on the brief were Harold Ungar and W. H.
Erickson.
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Mr. Williams argued the cause and filed a brief for
petitioner in No. 11. Charles Danzig, by appointment
of the Court, 393 U. S. 814, argued the cause and filed
a brief for petitioner in No. 197,

Solicitor General Griswold argued the cause for the
United States in Nos. 11 and 197. With him on the
brief were Assistant Attorney General Yeagley, Messrs.
Claiborne and Martin, and Kevin T. Maroney.

MR, Justice WHITE delivered the opinion of the Com't.\

After the convictions of petitioners had been affirmed,
and while their cases were pending here, it was revealed
that the United States had engaged in electronic sur-
veillance which might have violated their Fourth Amend-
ment rights and tainted their convictions. A remand to
the District Court being necessary in each case for adju-
dication in the first instance, the questions now before
us relate to he standards and procedures to be followed
by the District Court in determining whether any of the
Government’s evidence supporting these convictions was

- the product of illegal surveillance to which any of the

.
oo

petitioners are entitled to object,. \

; No 133, O. T., 1967, Petxtxonors Alderman and Al-
derisio, along thh Ruby Kolod, now deceased, were
convxcted of conspiring to transmit murderous threats
in interstate commerce, 18 U. S. C. §§ 371, 875 (¢).
Their convictions were affirmed on appeal, 371 F. 2d 983
(C. A. 10th Cir. 1967), and this Court denied certiorari,
389 U. S. 834 (1967). In their petition for rehearing,

" petitioners alleged they had recently discovered that
- Alderisio’s place J)f business in Chicago had been the

subject of electranic surveillance by the Government..
Reading the response of the Government to admit that
Alderisio’s conversations had been overheard by unlawful



152

electronic eavesdropping,' we granted the petition for
rehearing over the objection of the United States that
“no overheard conversation in which any of the peti-
tioners participated is arguably relevant to this prose-
cution.” In our per curiam opinion, 390 U. S. 136
(1968), we refused to accept the ex parte determination
of relevance by the Department of Justice in lieu of
adversary proceedings in the District Court, vacated the
judgment of the Court of Appeals, and remanded the case
to the District Court for further proceedings.

The United States subsequently filed a motion to
modify that order. Although accepting the Court’s order
insofar as it required judicial determination of whether
any of the prosecution’s evidence was the product of
illegal surveillance, the United States urged that in order
to protect innocent third parties participating or referred
to in.irrelevant conversations overheard by the Govern-
ment, surveillance records should first be subjected to
in camera inspection by the trial judge, who would then
turn over to the petitioners and their counsel only those
materials arguably relevant to their prosecution. Peti-
tioners opposed the motion, and the matter was argued
before the Court last Term.” We then set the case down
for reargument at the opening of the current Term, 392
U. S. 919 (1968), the attention of the parties being
directed to the disclosure issue and the question of

. 1In its brief on reargument, the Government suggests that no
electronic surveillance was conducted at places owned by Alderisio,
‘but rather was carried out only at premises owned by his associates
or by firms which employed him. The Government also contends
that Alderisio . himself did not have desk space at the subject
premises. Finally, the Government asserts that Alderman neither
participated in any conversation overheard nor had any interest in
the places which were the object of the surveillance. These allega-
tions by the Government will have to be considered by the District
Court in the first instance, and we express no opxmon now on their
merit,
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standing to object to the Government's use of the fruits
of illegal surveillance.® .

Nos. 11 and 197. Both petitioners were convicted
of conspiring to transmit to the Soviet Union infor-
mation relating to the national defense of the United
States, 18 U. S, C. §§ 794 (a), (c), and of conspiring
to violate 18 U. 8. C, §951 by causing Butenko to
act as an agent of the Soviet Union without prior
notification to the Secretary of State. Butenko was also
convicted of a substantive offense under 18 U. 8. C. § 951.
The Court of Appeals affirnied all but Ivanov’s convietion
on the second conspiracy count. 384 F. 2d 554 (C. A. 3d
Cir. 1967). Petitions for certiorari were then filed in
this Court, as was a subsequent motion to amend the

? In our order of June 17, 1968, restoring the Government’s motion
to the calendar for reargument, 392 U, 8, 919-020, we requested
counsel to include the following among issues to be discussed in briefs
and oral argufent:

“(1) Should the records of the electrobic surveillance of petitioner
Alderisio’s place of business be subjected to in camera inspection by
- the trial judge to determine the necessity of compelling the Govern-
ment to make disclosure of such records to petmoners, and\ if 20 to
what extentf

“(2) If in camera inspection is wthonzed or ordered, by what -
standards (for example, relevance and considerations of injury to
persons or to reputations) should the trial judge determine whether
the records are to be turned over to petitioners?

“{3) What standards are to be applied in determining whether
each petitioner has standing to object to the use against him of the
information obtained from the electronic surveillanee of petitioner
. Alderisio’s place of business? More specifically, does petitioner
Alderisio have standing to object to the use of any or all informa-
tion obtained from such electronic survéillance whether or not he
was present on the premises or party to a particular overheard
conversation? Also, does petitioner Alderrnan have standing %o ob-
ject to the use against him of any or all information obtained
from the electronic surveillance of petitioner Alderisio’s business
establishment 7
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Tvanov petition to raise an issue similar to that which
was presented in No. 133, O. T. 1967.* Following the
first argument in Alderman (sub nom. Kolod v. United
States), the petitions for certiorari of both Ivanov and
Butenko were granted, limited to questions nearly iden-
tical to those involved in the reargument of the Alderman
case.*

3 The United States admits overhearing conversations of each peti-

tioner, but where the surveillance took place and other pertinent
_ details are unknown. In its brief the Government states:

“In some of the instances the installation had been specifically
approved by the then Attorney General. In others the equipment
was installed under a broader-grant of authority to the F. B. I,
in effect at that time, which did not require specific authoriza-
tion. . . . [P]resent Department of Justice policy would call for
specific authorization from the Attorney General for any use of
electronic equipment in such cases.”

In-all three cases, the District Court must develop the relevant
facts and decide if the Government’s electronic surveillance was
unlawful. Our assumption, for present purposes, is that the sur-
veillance was illegal.

*In each case the grant of certiorari, 392 U. S. 923, was limited
to the following questions:

“On the assumption that there was electronic surveillance of peti-
tioner or & codefendant which violated the Fourth Amendment,

“(1) Should the records of such electronic surveillance be sub-
jected to in camera inspection by the trial judge to determine the
necessity of compelling the Government to make disclosure of such
records to petitioner, and if so to what extent?

“(2) If in camera inspection is to be authorized or ordered, by
what standards (for example, relevance, and considerations of na-
tional security or injury to persons or reputations) should the trial
judge determine whether the records are to be turned over to the
defendant?

“(3) What standards are to be applied in determining whether
petitioner has standing to object to the use against him of informa-
tion obtained from.such illegal surveillance? More specifically, if
illegal survelllance ‘took place at the premises of a particular
defendant,

“(a) Does t.hat\ defendant have standing to object to the use
against him of a.ny\ or all information obtained from the illegal sur-

e
Ve



155

I

The exclusionary rule fashioned in Weeks v. United
States, 232 U. S. 383 (1914), and Mapp v. Ohio, 367 U. S.
643 (1961), excludes from a criminal trial any evidence
seized from the defendant in violation of his Fourth
Amendment rights. Fruits of such evidence are excluded
as well. Silverthorne Lumber Co. v. United States, 251
U. S. 385, 391--392 (1920). Because the Amendment
now affords protection against the uninvited ear, oral
statements, if illegally overheard, and their fruits are
also subject to suppression. /Silverman v. United States,
365 U. S. 505 (1961); Katz v. United States, 389 U. S.
347 (1967).

In Mapp and Weeks, the defendant against whom the
evidence was held to be inadmissible was the victim of
the scarch. However, in the cases before us each peti-
tioner demands retrial if any of the evidence used to
convict him was the product of unauthorized surveillance,
regardless ofowhose Fourth Amendment rights the sur-
veillance violated. At the very least, it is urged that if
evidence is inadmissible against one defendant or con-
" spirator, because tainted by electronic surveillance illegal
as to him, it is also inadmissible against his codefendant
or coconspirator. v

This expansive reading of the Fourth Amendment and
of the exclusionary rule fashioned to enforce it is ad-
mittedly inconsistent with prior cases, and we reject it.
The established principle is that suppression of the
product of a Fourth Amendment violation can be suc-
cessfully urged only by those whose rights were vio-

veillance, whether or not he was present on the premises or party
to the overheard convgrsation?

“(b) Does a codeféndant have standing to object to the use
sgainst him of any or all information obtained from the illegal sur-
veillance, whether or not he was present on the premises or party
{o the overheard conversation?”
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lated by the search itself, not by those who are aggrieved
solely by the introduction of damaging evidence. Co-
conspirators and codefendants have been accorded no
special standing.

Thus in Goldstein v. United States, 316 U. S. 114
(1942), testimony induced by disclosing to witnesses
their own telephonic communications intercepted by the
Government contrary to 47 U. S. C. § 605 was held
admissible against their coconspirators. The Court
equated the rule under § 605 with the exclusionary rule
under the Fourth Amendment.® Wong Sun v. United
States, 371 U. S. 471 (1963), came to like conclusions.
‘There, two defendants were tried together; narcotics
seized from a third party were held inadinissible against
one defendant -because they were the product of state-
ments made by him at the time of his unlawful arrest.
But the same narcotics were found to be admissible
against the codefendant because “[t]he seizure of this

5 As the issue was put and answered by the Court: ,

“The question now to be decided is whether we shall extend the
sanction for violation of the Communications Act so as to make
available to one not a party to the intercepted communication the
objection that its use outside the courtroom, and prior to the trial,
induced evidence which, except for that use, would be admissible.

“No court has ever gone so far in applying the implied sanction
for violation of the Fourth Amendment. While this court has never
been called upon to decide the point, the federal courts in numerous
cases, and with unanimity, have denied standing to one not the
victim of an unconstitutional scarch and seizure to object to the
introduction in evidence of that which was seized. A fortiori the
same rule should apply to the introduction of evidence induced by
the use or disclosure thereof to a witness other than the victim of
the seizure. We think no broader sanction should be imposed upon
the Government in respect of vxolatlons of the Communications
Act” 316 U. 8, at 121,

The Court noted that the principle had been applied “in at least
fifty cases by the Circuit Courts of Appeals . .. not to mention
many decisions by District Coyrts.” Id., at 121 n. 12,
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heroin invaded no right of privacy of person or premises
which would entitle [him] to object to its use at his
trial. Cf. Goldstein v. United States, 316 U, 8, 114.”
Wong Sun v. United States, supra, at 492.

The rule is stated in Jones v. United States, 362 U. S.
257, 261 (1960): \

“In order to qualify as a ‘person aggrieved by an
unlawful search and seizure’ one must have been
a vietim of a search or seizure, one against whom
the search was directed, as distinguished from one
who claims prejudice, only through the use of evx-[
dence gathered as a consequence of a search or seizure
directed at someone else. . . .

“Ordinarily, then, it is entirely proper to require
of one who seeks to challenge the legality of a search
as the basis for suppressing relevant evidence that
he allege, and if the allegation be disputed that he
establish, that he himself was the victim of an
invasion of privacy.” ¢

This same prmcxple was twice acknowledged last Term.
Mancust v. DeForte, 392 U. S. 364 (1968); Simmons v.

United States, 390 U. S. 377 (1968)."- .
8 The “person aggripved” language is from Fed. Rule Crim. Proc.

41 (e). Jones thus makes clear that Rule 41 conforms to the general

standard and is no broader than the constitutional rule. ;

T McDonald v, United States, 335 U. S. 451 (1948), is nat au-
thority to the contrary, I{ is not at all clear that the McDonald
opinion would automatically extend standing to a codefendant. Two
of the five Justices joining the majority opinion did not read the
opinion to do so and found the basis for the codefendant’s standing
to be the fact that he was a guest on the premises searched. “But
even a guest may expect the shelter of the rcoftree he is under
against criminal intrusion.” Id., at 461 (Jackson, J., concurring}.
Cf. Jones v. United States, 362 U. 5. 257 (1960). Nor does
Hoffa v. United States, 385 U. S. 293 (1866), lend any support to
petitioners’ position, sinee the Court expressly put aside the issue
of standing.

25-9¢5 0 - 78 - 11
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- We adhere to these cases and to the general rule that
Fourth Amendment rights are personal rights which,
like some other constitutional rights, may not be vicari-
ously asserted. Simmons v. United States, 390 U. S. 377
(1968); Jones v. United States, 362 U. S. 257 (1960).
Cf. Tileston v. Ullman, 318 U, S. 44, 46 (1943).’
None of the special circumstances which prompted
NAACP v. Alabama, 357 U, S. 449 (1958), and Barrows
v. Jackson, 346 U. S. 249 (1953), are present here.
There is no necessity to exclude evidence against one
defendant in order to protect the rights of another. No
rights of the victim of an illegal search are at stake when
the evidence is offered against some other party. The
vietim can and very probably will object for himself
when and if it becomes important for him to do so.

What petitioners appear to assert is an independent
constitutional right of their own to exclude relevant and
_ probative evidence because it was seized from another
in violation of the Fourth Amendment. But we think
there is a substantial difference for constitutional pur-
poses between preventing the incrimination of a defend-
“ant through the very evidence illegally seized from him
and suppressing evidence on the motion of a party who
cannot claim this predicate for exclusion.

The necessity for that predicate was not eliminated by
recognizing and acknowledging the deterrent aim of the
rule. See Linkletter v. Walker, 381 U, S. 618 (1965);
Elking v. United States, 364 U. S. 206 (1960). Neither
those cases nor any others hold that anything which de-
~ ters illegal searches is thereby commanded by the Fourth
Amendment. The deterrent values of preventing the
incrimination of those whose rights the police have vio-
lated have been considered sufficient to justify the sup-
pression of probative evidence even though the case
" against the defendant is weakened or destroyed.. We
adhere to that judgment. But we are not convinced that
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the additional bemnefits of extending the exclusionary
rule to other defendants would justify further encroach-
ment upon the public interest in prosecuting those ac-
cused of crime and having them acquitted or convicted on
the basis of all the evidence which exposes the truth.

We do not deprecate Fourth Amendment rights. The
security of persons and property remains a fundamental
value which law enforcement officers must respect. Nor
should those who flout the rules escape unscathed. In
this respect we are mindful that there is now a compre-
hensive statute making unauthorized electronic surveil-
lance a serious crime® The general rule under the
statute is that official eavesdropping and wiretapping
are permitted only with probable cause and 2 warrant.
Without experience showing the contrary, we should not
assume that this new statute will be cavalierly disre-
garded or will not be enforced against transgressors.

Of course, Congress or state legislatures may extend
the exclusionary rule and provide that illegally seized
evidence is inadmissible against anyone for any pur-
pose.® But for constitutional purposes, we are not now

8 Title III, Omnibus Crime Control and Safe Stteets Act of 1968,
Pub. L. 90-351, 82 Stat. 211. Not only does the Act impose
eriminal penalties upon those who violate its provisions governing
eavesdropping and wiretapping, 82 Stat. 213 (18 U. 8. C. §2511
{1964 ed., Supp. IV)) (fine of not more than $10,000, or imprison-
ment for not more than five years, or both), but it also authorizes
the recovery of civil damages by a person whose wire or oral com-
munication is intercepted, disclosed, or used in violation of the Aet,
82 Stat, 223 (18 U, 8. C. § 2520 (1964 ed., Supp. 1V)} (permitting
recovery of actual and punitive damages, as well as a reasonable
attorney’s fee and other costs of litigation reasonably incurred),

% Congress has not dome so. In its recent wiretapping and eaves-
dropping legislation, Congress has provided only that an “aggrieved
person” may move to suppress the contents of a wire or oral com-
munication intercepted in violation of the Act. Title III, Omnibus
Crime Control and Safe Streets Act of 1968, 82 Stat. 221 (18 U.S.C.
§2518 (10)(a) (1964 ed., Supp. 1V)). The Act’s legislative history
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.inclined to expand the existing rule that unlawful wire-
tapping or eavesdropping, whether deliberate or negli-
gent, can produce nothing usable against the person
aggrieved by the invasion. ‘ !

I

In these cases, therefore, any petitioner would be en-
titled to the suppression of government evidence orig-
inating in electronic surveillance violative of his own
Fourth Amendment right to be free of unreasonable
searches and seizures. Such violation would occur if
the United States unlawfully overheard conversations of
a petitioner himself or conversations occurring on his
premises, whether or not he was present or participated
in those conversations. The United States concedes
this much and agrees that for purposes of a hearing to
determine whether the Govemment"s evidence is tainted
by illegal surveillance, the transcripts or recordings of
the overheard conversations of any petitioner or of third
persons on his premises must be duly and properly ex-
amined in the District Court.

MR. JusTicE HARLAN and MR. JUSTICE STEWART, who
are in partial dissent on this phase of the case, object
to our protecting the homeowner against the use of third-
party conversations overheard on his premises by an
unauthorized surveillance. Their position is that unless
the conversational privacy of the homeowner himself is
invaded, there is no basis in the Fourth Amendment for .
excluding third-party conversations overheard on his
premises. We cannot agree. If the police make an
unwarranted search of a house and seize tangible prop-
~ erty belonging to third parties—even a transcript of a
third-party conversation—the homeowner may object to

indicates that “aggrieved person,” the limiting phrase currently
found in Fed. Rule Crim. Proc. 41 (e), should be construed in
accordance with existent standing rules. See 8. Rep. No, 1097, 90th
Cong., 2d Sess., at 91, 106, ’
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its use against him, not because he had any interest in
the seized items as “effects” protected by the Fourth
Amendment, but because they were the fruits of an
unauthorized search of his house, which is itself expressly
protected by the Fourth Amendment.’®* Nothing seen
or found on the premises may legally form the basis for
an arrest or search warrant or for testimony at the home-
owner’s trial, since the prosecution would be 'using the
fruits of & Fourth Amendment violation. Silverthorne
Lumber Co. v. United States, 251 U. 8. 385 (1920);
Johnson v. United States, 333 U. S. 10 (1948) ; Wong Sun
v. United States, 371 U. S. 471 (1963).

The Court has characteristically applied the same rule
where an unauthorized electronic surveillance is carried
out by physical invasion of the premises. This much
the dissent frankly concedes. Like physical evidence .

which might be seized, overheard conversations are fruits

20 If the police enter & house pursuant to a valid warrant author-
izing the seizure of specified gambling paraphernalia but discover
illegal narcotics in the process of the search, the narcotics may be
seized and introduced in evidence in the proseqution of the home-
owner, whether the narcotics belong to him or to a third party.
E. g, Harris v. United States, 331 U. 8..145, 155 (1947). But
if the officers have neither a warrant_-nor the consent of the
householder, it is elementary Fourth Amendment law that the nar-
cotics are suppressible on his motion. In both cases, however, the
homeowner's interest in the narcotics and his standing to object to
their seizure are the same; and insofar as the Fourth Amendment’s
protection of “effects” is concerned, the right of the officer to seize
the contraband without a warrant and use it in evidence is identical.
The reason that the narcotics may be seized and introduced in
evidence in the first case where there was a valid warrant, in spite
of the householder’s interest in the narcoties and his standing to
object, but not in the second case where there was no warrant
is not the simple reason suggested by Mr. JusTice HarLaN that the
householder has a property interest in the narcotics and therefore
has “standing” to object. Rather, it is because in the £rst case
there was no illegal invasion of the premises, while in the second
the officer’s entry and search violated the Fourth Amendment, the
narcotics being the fruit of that illegakity.
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+of an illegal entry and are inadmissible in evidence.
Silverman v. United States, 365 U. S. 505 (1961); Wong
Sun v. United States, supra. When Silvérman was de-
cided, no right of conversational privacy had been recog-
nized as such; the right vindicated in that case was the
Fourth Amendment right to be secure in one’s own home.
- In Wong Sun, the words spoken by Blackie Toy when
the police illegally entered his house were not usable
against him because they were the fruits of a physical
invasion of his premises which violated the Fourth
Amendment.

Because the Court has now decided that the Fourth
Amendment protects a person’s private conversations as
well as his private premises, Katz v. United States, 389
U. 8. 347 (1967), the dissent would discard the concept
that private conversations overheard through an illegal
entry into a private place must be excluded as the fruits
of a Fourth Amendment violation. Although officers
without a valid warrant may not search a house for
physical evidence or incriminating information, whether
the owner is present or away, the dissent would permit
them to enter that house without consent and without

& warrant, install a listening device, and use any over-

heard third-party ‘conversations against the owner in a
criminal cage, in spite of the obvious violation of his
Fourth Amendment right to be secure in his own dwell-
ing. Even if the owner is present on his premises during
. the surveillance, he would have no complaint unless his
own conversations were offered or used against him.
Information from a telephone tap or from the micro-
phone in the kitchen or in the rooms of guests or children
would be freely usable as long as the homeowner’s own
conversations are not monitored and used against him.
Indeed, if the police, instead of installing a device,
secreted themselves on the premises, they could neither
testify about nor use against the owner anything they
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saw or carried away, but would be free to use against
him everything they overheard except his own conversa-
tions. And should police overhear third parties de-
gcribing narcotics which they have discovered in the
owner’s desk drawer, the police could not then open the
drawer and seize the narcotics, but they could secure a
warrant on the basis of what they had heard and forth-
with seize the narcotics pursuant to that warrant.”
These views we do not accept. We adhere to the
established view in this Court that the right to be secure
in one’s house against unauthorized intrusion is not
limited to protection against a policeman viewing
or seizing tangible property—‘“papers” and “effects.”
Otherwise, the express security for the home provided
by the Fourth Amendment would approach redundancy.
The rights of the owner of the premises are as clearly

12 M. JusTice HaruaN would also distinguish between the situa-
tion where a document belonging to a third party and containing his
own words is seized from the premises of another without a warrant
and the situntion where the third party’s words are spoken and over-
heard by electronic surveillance. Under that view the words of
the third party would be admissible in the latter instance but not
in the former., We would exclude the evidence in both cases.

8o also we do not distinguish between electronic surveillance which
is carried out by means.of a physical entry and surveillance which -
penctrates & private area without & technical trespass. This much,
we think, Katz makes quite clear. In either case, officialdom invades
an area in which the homeowner has the right to expect privacy for
himself, his family, and his invitees, and the right to object to the
use against him of the fruits of that invasion, not because the rights
of others have been violated, but because his own were. Those who
converse and are overheard when the owner ig not present also have
s valid objection unless the owner of the premises has consented
to the surveillance, Cf. Mancusi v, DeForte, 392 U, 8. 364, 367-
370 (1968). The Fourth Amendment protects ressonable expecta-
tions of privacy and does not protect persons engaged in crime from .
the risk that those with whom they associate or converse wiil coop-
erate with the Government, Hoffa v. United States, 385 U. 8, 293,
303 (19686). :
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" invaded when the police enter and install a listening
device in his house as they are when the entry is made
to undertake a warrantless search for tangible prop-
erty; and the prosecution as surely employs the fruits
of an illegal search of the home when it offers over-
heard third-party conversations as it does when it intro-
duces tangible evidence belonging not to the homeowner,
but to others. Nor do we believe that Katz, by holding
that the Fourth Amendment protects persons and their
private conversations, was intended to withdraw any of
the protection which the Amendment extends to the
home or to overrule the existing doctrine, recognized
at least since Silverman, that conversations as well as
property are excludable from the criminal trial when
they are found to be the fruits of an illegal invasion
of the home. It was noted in Silverman, 365 U. S.,
at 511-512, that -

“This Court has never held that a federal officer
may without warrant and without consent physically
entrench into a man’s office or home, there secretly
observe or listen, and relate at the man’s subsequent
criminal trial what was seen or heard.”

“The Court proceeded to hold quite the contrary. We
take the same course here.

IIL.

The remaining aspect of these cases relates to the pro-
cedures to be followed by the District Court in resolving
the ultimate issue which will be before it—whether the
evidence against any petitioner grew out of his illegally
overheard conversations or conversations occurring on his
premises.’* The question as stated in Wong Sun v.
United States, 371 U. S. 471, 488 (1963), is “ ‘whether,

121t seems that in none of these cases were there introduced any
recordings, transeripts, or other evidence of the actual conversations
overheard by electronic surveillancs.
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granting establishment of the primary illegality, the
evidence to which instant objection is made has been
come at by exploitation of that illegality or instead by
means sufficiently distinguishable to be purged of the
primary taint.’” See also Nardone v. United Sta.tes,
308 U. S. 338, 341 (1939).

The Government concedes that it must disclose to
petitioners any surveillance records which are. relevant
to the decision of this ultimate issue. And it recognizes
that this disclosure must be made even though attended
by potential danger to the reputation or safety of third
parties or to the national security—unless the United
States would prefer dismissal of the case to disclosure of
the information. However, the Government contends
that it need not be put to this disclose-or-dismiss option
in the instant cases because none of the information
obtained from its surveillance is “arguably relevant” to
petitioners’ convictions, in the sense that none of the
overheard conversations arguably underlay any of the
evidence offered in these cases. Although not now insist-
ing that its own evaluation of relevance should be accepted
automatically and without judicial scrutiny, the United

States urges that the records of the specified conversa-
 tions be first submitted to the trial judge for an in camera
examination. Any record found arguably relevant by the
judge would be turned over to the petitioner whose
Fourth Amendment rights have been violated, and that
petitioner would then have the opportunity to use the
disclosed information in his attempt to show that the
Government has used tainted evidence to convict him.
Material not arguably relevant would not be disclosed to
any petitioner.”

13 This would be trus even though the materia! on its face con-
tained no threat of injury to the public interest or national security,
apparently because, in the Government’s view, it would be very
difficult to distinguish between that which threatened and thet whica
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Although this may appear a modest proposal, especially
since the standard for disclosure would be “arguable”
relevance, we conclude that surveillancé records as to
which any petitioner has standing to object should be
turned over to him without being screened in camera
by the trial judge. Admittedly, there may be much
learned from an electronic surveillance which ultimately
contributes nothing to probative evidence. But winnow-
ing this material from those items which might have
made a substantial contribution to the case against a
petitioner is a task which should not be entrusted wholly
to the court in the first instance. It might be otherwise
if the trial judge had only to place the transeript or other
record of the surveillance alongside the record evidence
and compare the two for textual or substantive similari-
ties. Even that assignment would be difficult enough
for the trial judge to perform unaided. 'But a good deal
more is involved. An apparently innocent phrase, a
chance remark, a reference to what appears to be a
neutral person or event, the identity of a caller or the
individual on the other end of a telephone, or even the
manner of speaking or using words may have special
significance to one who knows the more intimate facts
of an accused’s life. And yet that information may be
wholly colorless and devoid of meaning to one less well
acquainted with all relevant circumstances. Unavoid-
ably, this is a matter of judgment, but in our view the
task is too complex, and the margin for error too great,
to rely wholly on the in camera judgment of the trial
court to identify those records which might have con-
tributed to the Government’s case.!*

did not. As explained below, we think similar difficulties inhere in
distinguishing between records which are relevant to showing taint
and those which are not.

M In both the volume of the material to be examined and the
complexity and difficulty of the judgments involved, cases involving
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The United States concedes that when an illegal search
has come to light, it has the ultimate burden of per-
guasion to show that its evidence is untainted. But at
the same time petitioners acknowledge that they must
go forward with specific evidence demonstrating taint.
“[Tlhe trial judge must give opportunity, however
closely confined, to the accused to prove that a substan-
tial portion of the case against him was a fruit of the
poisonous tree. This leaves ample opportunity to the
Government to convince the trial court that its proof
had an independent origin.” " Nardone v. United States,
308 U. S. 338, 341 (1939). With this task ahead of
them, and if the hearings are to be more than a formality
and petitioners not left entirely to reliance on govern-
ment testimony, there should be turned over to them
the records of those overheard conversations which the
Covernment was not entitled to use in building its case
against them, » :

-+ Adversary proceedings are a major aspect of our system
of criminalSjustice. Their superiority as a means for
attaining justice in & given case s nowhere more evident
than in those cases, such as the ones at bar, where an
issue must be decided on the basis of a large volume of

electronic surveillance will probably differ markedly from those
situations in the crimindl law where in camera procedures have been
found acceptable to some extent. Dennis v. United States, 384 U. 8.
855 (1966) (disclosure of grand jury minutes subject to in camera’
deletion of “extrancous material”’}; Palermo v. United States, 360
U. S. 343, 354 (1959) (whether the Jencks Act, 18 U. 8. C. § 3500,
requires disclosure of document to the defense); Roviaro v, United
States, 353 U. 8. 53 (1957) (disclosure of informant’s identity). In
the Dennis case the Court noted that ordinarily “[t]rial judges
cught not be burdened with the task or the responsibility of examin-
ing sometimes volumjnous grand jury testimony,” and that it is not
“realistic to assume that the trial court’s judgment as to the utility
of material for impeachment or other legitimate purposes, however
conscientiously made, would exhaust the possibilities.” 384 U. 8.,
at 874-875.
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factual materials, and after consideration of the many
and subtle interrelationships which may exist among
the facts reflected by these records. As the need for
adversary inquiry is increased by the complexity of the
issues presented for adjudication, and by the consequent
inadequacy of ex parte procedures as a means for their
accurate resolution, the displacement of well-informed
advocacy necessarily becomes less justifiable.

Adversary proceedings will not magically eliminate all
error, but they will substantially reduce its incidence
by guarding against the possibility that the trial judge,
through lack of time or unfamiliarity with the informa-
tion contained in and suggested by the materials, will be
unable to provide the scrutiny which the Fourth Amend-
ment exclusionary rule demands. It may be that the
_prospect of .disclosure will compel the Government to
"dismiss some prosecutions in deference to national secu-
rity or third-party interests. But this is a choice the
Government concededly faces with respect to material
which it has obtained illegally and which it admits, or
which a judge would find, is arguably relevant to the
evidence offered against.the defendant.®

We think this resolution will avoid an exorbltant
expenditure of judicial time and energy and will not
unduly prejudice others or the public interest. It must
be remembered that disclosure will be limited to the
transcripts of a defendant’s own conversations and of
those which took place on his premises. It can be safely -

18 The dissents, it should be noted, would require turnover of
arguably relevant material, whatever its impact on national security
might be. To this extent there is agreement that the defendant’s
interest in excluding the fruits of illegally obtained evidence entitles
him to the product of the surveillance. Given this basic proposition,
the matter comes down to a judgment as to whether in camera
inspection would characteristically be sufficiently reliable when na-
tional security interests are at stake. On this issue, the majority
and the dissenters part company.
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assumed that much of this he will already know, and
disclosure should therefore involve a minimum hazard
to- others:-~In-addition, the trial court can and should,
where appropnate, place a defendant and his counsel un-
der enforceable orders against unwarranted disclosure of
the materials which they may be entitled to inspect. See
Fed. Rule Crim. Proc. 16 (e¢). We would not expect the
district courts to permit the parties or counsel to take
these orders lightly.

None of this means that any defendant will have an
unlimited license to rummage in the files of the Depart-
ment of Justice.. Armed with the specified records of
overheard conversations and with the right to cross-
examine the appropriate officials in regard to the con-
nection between those records and the case made against
him, a defendant may need or be entitled to nothing else.
Whether this is the case or not must be left to the
informed discretion, good sense, and fairness of the trial
judge. See Nardone v. United States, 308 U. S. 338,
341-342 (1939).¢ '

Iv. /

Accordingly, in No. 133, 0. T. 1967 the motion of the
United States is denied to the extent- that it requests an
initial in camera inspection of the fruits of any unlawful

#Tyg Cuier Justics, Mg. Justice Doucras, M. Justice
Brenvan, and Mg, Justice WHiTE join the entire opinion of the
Court. In addition, Mu. Justice HarLAN and Mg. JusTICE STEWART
join the opinion to the extent that it denies standing to codefendants,
coconspirators, and others whose Fourth Amendment rights have
not been violated by the electronic surveillance involved, The four
members of the Court joining the entire opinion agree with the
opinion in recognizing the householder’s standing to object to evi-
dence obtained fromi an unauthorized electronic surveillance of his
premises even whege his own conversations are not overheard;
Mr. Justice Fomrtas concurs in the judgment to this extent. Fi-
nally, MR. Justice STEwWART, in addition to the four members of the
Court joining the entire opinion, agrees th‘x Part 111 of the opinion.
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surveillance and the withholding of those portions of the
materials which the trial judge might deem irrelevant to
these convictions. Primarily because of our decision with
respect to standing, however, the order and judgment of
January 29, 1968, are withdrawn. The order denying to
petitioners a writ of certiorari is set aside. The petition
for rehearing is granted, and the petition for certiorari is
granted as to both Alderisio and Alderman. The judg-
ments of the Court of Appeals for the Tenth Circuit in
No. 133, O. T. 1967, and the judgments of the Court of
Appeals for the Third Circuit in Nos. 11 and 197 are
vacated, and each of the cases is remanded to the Dis-
trict Court for further proceedings consistent with this
opinion, that is, for a hearing, findings, and conclusions
(1) on the question of whether with respect to any peti-
tioner there was electronic surveillance which violated
his Fourth Amendment rights, and (2) if there was such
surveillance with respect to any petitioner, on the nature
and relevance to his conviction of any conversations -
which may have been overheard through that surveil-
lance. The District Court should confine the evidence
presented by both sides to that which is material to the
question of the possible violation of a petitioner’s Fourth
Amendment rights, to the content of conversations
illegally overheard by.surveillance which violated those
rights and to the relevance of such conversations to the
petitioner’s subsequent conviction. The District Court
will make such findings of fact on those questions as may
be appropriate in light of the further evidence and of the
entire existing record. If the District Court decides on
the basis of such findings (1) that there was electronic
surveillance with respect to one or more petitioners- but
not any  which violated the Fourth Amendment, or
(2) that although there was a surveillance in violation
of one or more of the petitioners’ Fourth Amendment
rights, the conviction of such petitioner was not tainted
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by the use of evidence so obtained, it will enter new
final judgments of conviction based on the existing record
as supplemented by its further findings, thereby preserv-
ing to all affected parties the right to seek further appro-
priate appellate review. If, on the other hand, the Dis-
trict Court concludes in such further proceedings that
there was a violation of any petitioner’s Fourth Amend-
ment rights and that the conviction of the petitioner
was tainted by such violation, it would then become its
duty to accord such petitipner a new trial. T

; ‘ Vacated and remande&.

Mr. Justice Doucgras, while joining the opinion of
the Court, concurs in Part II of the opinion of M.
JusTice ForTas and would hold that the protection of the
Fourth Amendment includes also those against whom the
investigation is directed.

Mgr. Justice STEwarT. I join MR. JusticE HARLAN'S
separat&opinion, except insofar as it would suthorize
in camera proceedings in the*Jvanov and Butenko cases.
1 would apply the same standards to.all three cases now -
before us, agreeing to that extent with the opinion of
the Court.

Mg, Justice Buack dissents, adhering to his dissent
in Katz v. United States, 389 U. S. 347, 364-374 (1967).

MR. JusTice MARSHALL took no part in the considera-
tion or decision of these cases.

Mg. Justice HARLAN, concurring in part and dissenting
in part. :
The Court’¥ careful opinion is, I think, constructed on
a faulty premise, which substantially undermines the
validity of its ultimate conclusions. The majority con-
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fronts these cases as if each of the two major problems
they raise can be solved in only one of two ways. .The
Court seems to assume that either the traditional standing
doctrine is to be expanded or that the traditional doc-
trine is to be maintained. Again, it is assumed that
either an in camera decision is to be made by the judge
in every case or that there is to be an automatic turn-
over of all conversations in every case. I do not believe,
however, that the range of choice open to us on either
issue is restricted to the two alternatives the Court
considers. On both issues, there is a third solution which
would, in my view, more satisfactorily accommodate the
competing interests at stake,

I.
STANDING.

‘I am in substantial agreement with the reasons the
Court has given for refusing to expand the traditional
standing doctrine to permit a Fourth Amendment chal-
lenge to be raised by either a codefendant or a co-
conspirator.” But it does not follow from this that we

11 also am unable to accept my Brother ForTas’ suggestion that
standing be accorded to any defendant who can show that an illegal
search or seizure was directed against him. As my Brother Forras
himself recognizes in stopping short of an extreme position that
rejects all standing limitations, a proper decision on this issue
cannot only consider the fact that a broadened standing rule may
_ add marginally to the impact of the exclusionary rule on uncon-

stitutional police conduet. Rather, one must also consider that
" my Brother Forrtas’ rule permits a defendant to invade the
privacy of others to hear conversations in which he did not partici-
pate. Moreover, the rule would entail very substantial administra-
tive difficulties. In the majority of cases, I would imagine that the-
police plant a bug with the expectation that it may well produce
leads to a large number of crimes. A lengthy hearing would, then,
appear to be necessary in order to determine whether the police
knew of an accused’s criminal activity at the time the bug was
pianted and whether the police decision to plant a bug was moti-
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may apply the traditional standing rules without further

analysis. The traditional rules, as the majority cor-
. rectly understands them, would grant standing with re-
" gard to (1) conversations in which the accused himself

participated and (2) all conversations occurring on the
accused’s “premises,” regardless of whether he partici-
pated in the particular conversation in any way, AslI
hope to show, the traditional rationale for this second
rule—granting standing to the property owner—does not
fit a case involving the infringement of conversational
privacy. Moreover, no other persuasive rationale can be
developed in support of the property owner's right to
make a8 Fourth Amendment claim as to conversations in
which he did not himself participate. Consequently,

I would hold that, in the circumstances before us, stand-

ing should be granted only to those who actually par-
_ ticipated in the conversation that has been illegally

overheard. ,
A,

There is a very simple reason why the traditional law
of standing permits the owner of the premises to exclude
a tangible object illegally seized on his property, despite
the fact that he does not own the particular object taken
by the pglice. Even though he does not have title to
the object, the owner of the premises is in possession of
it—and we have held that a property interest of even
less substance is a sufficient predicate for standing under
the Fourth Amendment. Jones v. United States, 362
U. S. 257 (1960).> This simple rationale does not, how-

vated by an effort to obtain information against the accused or
some other individual. I do not believe that this administrative
burden is justified ip any substantial degree by the hypothesized
marginal increase inT Fourth Amendment protection,

tThe Court suggests, ante, at 177, n. 10, that I am wrong in
finding that the traditional grant of standing to the property owner
may properly be grounded on the simple fact of the owner’s domin-

25-995 C - 78 - 12
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ever, justify granting standing to the property owner
with regard to third-party conversations. The absent
property owner does not have a property interest of
any sort in a conversation in which he did not partici-
pate. The words that were spoken are gone beyond
recall.®

Consequently, in order to justify the traditional rule,
one must argue, as does the majority, that the owner of
the premises should be granted standing because the
bugged third-party conversations are “fruits” of the
police’s infringement of the owner’s property rights.
The “fruits” theory, however, does not necessarily fit
when the police overhear private conversations in vio-
lation of the Fourth Amendment. As Katz v. United
States, 389 U. S. 347, 352-353 (1967), squarely holds,
the right to the privacy of one’s conversation does not

ion over all physical objects on his premises, The majority argues
that even though a particular object (say a packet of narcotics)
is not described in a valid search warrant, it may nevertheless be
seized if the police find the narcotics in their search for the other
evidence of crime. It follows from this, says the Court, that the
householder’s possessory interest in the seized property is not a
sufficient basis for standing. But this argument ignores the fact
that an accused may have standing to raise a Fourth Amendment
claim and yet lose on the merits. In the case the Court hypothe-
sizes, the householder has standing because he has lost possession
of an object formerly under his control. However, he loses on the
merits because the police seizure was reasonable under the
circumstances. ,

8 Thus, unlike the Court, I find it quite easy to distinguish
“between the situation where a doéument belonging to a third party
and containing his own words is seized from the premises of another
without a warrant and the situation where the third party’s words
are spoken and overheard by electronic surveillance.” Ante, at 179,
n. 11. While the absent owner can read the document when he
returns to his home, he cannot summon back the words that were
spoken in his absence. In the one case, the owner is personally
aggrieved by the police action; in the other case, he is not.
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hinge on whether the Government has committed &
technical trespass upon the premises on which the con-
versations took place. Olmstead v. United States, 277
U.S. 438 (1928), is no longer the law. If in fact there has
been no trespass upon the premises, I do not understand
how traditional theory permits the owner to complain
if a conversation is overheard in which he did not par-
ticipate. Certainly the owner cannot suppress records
of such conversations on the ground that they are
the “fruits” of an unconstitutional invasion of his prop-
erty rights. See Goldman v. United States, 316 U.-S.
129, 135-136 (1942). ‘
1t is true, of course, that the “fruits” theory would re-
quire a different result if the police used a listening device
which did physically trespass upon the accused’s prem-
ises. But the fact that this theory depends completely
on the presence or absence of a technical trespass only
gerves to show that the entire theoretical basis of stand-
ing law must be reconsidered in the area of conversational
privacy. For we have not buried Olmstead, so far as
it dealt with the substance of Fourth Amendment rights,
only to give it new life in the law of standing. Instead,
we should reject traditional property concepts entirely,
and reinterpret standing law in.the light of the substan-
tive principles developed in Katz. Standing should be-.
granted to every person who participates in a conversa-
tion he legitimately expects will remain private—for it
is such persons that Katz protects.* On the other hand,
property owners should not be permitted to assert a
Fourth Amendment claim in this area if we are to
respect the principle, whose vitality the Court has now

¢ 1t seems clear that, under the Katz rationale, a person is per-
sonally aggrieved by electronic surveillance not only when be is
actually speaking but slso when he is listening to the confidences
of others, '
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once again reaffirmed, which establishes “the general
rule that Fourth Amendment rights are personal rights
which . . . may not be vicariously asserted.” Ante, at
174. For granting property owners standing does not per-
mit them to vindicate intrusions upon their own privacy,
but simply permits criminal defendants to intrude into
the private lives of others.

The following hypothetical suggests the paradoxical
quality of the Court’s rule. Imagine that I own an office
building and permit a friend of mine, Smith, to use one
of the vacant offices. without charge. Smith uses the
office to have a private talk with a third person, Jones.
The next day, I ask my friend to tell me what Jones had
said in the office I had given him. Smith replies that
the conversation was private, and that what was said
was ‘“none of your business.” Can it be that I could prop-
erly feel aggrieved because the conversation occurred on
my property? It would make no sense if I were to reply -.
to Smith: “My privacy has been infringed if you do not
tell me what was said, for I own the property!” It is
precisely the other way around—Sniith is telling me that
when he and Jones had talked together, they had a legiti-
mate expectation that their conversation would remain
secret, even from me as the property owner.

Now suppose that I had placed a listening device in
the office I had given to Smith, without telling him.
Could anyone doubt that I would be guilty of an out-
rageous violation of the privacy of Smith and Jones if 1
then listened to what they had said? It would be ludi-
crous to defend my conduct on the ground that I, after
all, was the owner of the office building. The case does
not stand differently if I am accused of a crime and
demand the right to hear the Smith-Jones conversa-
tion which the police had monitored. The Government
doubtless has violated the privacy of Smith and Jones,
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but their privacy would be violated further if the con-
versation were also made available to me.*

In the field of conversational privacy, the Fourth
Amendment protects persons, not places, See Katz v.
United States, 389 U. S. 347, 351 (1967). And a2 man
can only be in one place at one time. If the privacy of .
his conversation is respected at that place, he may engage
in all those activities for which that privacy is an essential
prerequisite. His privacy is not at all disturbed by the
fact that other people in other places cannot speak with-
out the fear of being overheard. That fact may be pro-
foundly disturbing to’' the man whose privacy remains
intact. But it remains a fact about other people’s
privacy. To permit a criminal defendant to complain
about such intrusions is to permit the vicarious assertion
of Fourth Amendment rights—a step which I decline to
take in relation to property owners for much the same
reasons as those which have impelled the Court to deny
standing to coconspirators. .

In rejecting the “property” rule advanced by the
Court, I do not mean to suggest that standing may never
properly be granted to permit the vicarious assertion
of Fourth Amendment rights. While it is arguable that
an individual should be permitted to raise a constitu-
tional claim when the pr