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Reorganization of DIA
and Defense Intelligence Activities

by Lieutenant General James R. Clapper, Jr., USAF
- Director, Defense Intelligence Agency

' Lteutenant General James R Clapper. Jr., was appoirted the 10th

Director of the Defense Intelligerice Agency on 18 November 1991, some

* twenty-eight years after graduating from the University of Maryland and
earning his commisston in the US Air Force in 196S.

After service in Vietnam he served in various assignments with the Atr
Force Security Service and the National Security Agency during the next
twenty years. In 1985 he was selected as Assistant Chief of Staff for
' Intelligence, US Combtned Forces Command, Korea, and subsequently

' served in a similar intelligence leadership capacity at Headquarters Pacific
Command, Strategic Air Command, and Headquarters US Alr Force.

“ we have no more money: now we must
think.”
— Ermest Rutherford, Britigsh physicist
and Nobel Prize winner, 1871-1937.

Rutherford used those words in the early 1990's

* while addressing a poorly-funded British Govern-

ment cornmittee assigned the task of determining
the feasibility of splitting the atom. Little did Baron
Rutherford of Nelson know at the time, but his
insightful declaration would, in many ways, define
the principal challenge the U.S. defense intelligence
community faces today, almost a century later. ‘

... the Soviet paradigm has disap-
peared... The nation’s security
policy is undergoing evolutionary
change under pressure of drastic
military budget reductions...

Admittedly, defense intelligence is far from bank-
rupt. But there is no question, the nation’s military
intelligence community faces a Mg' array of
challenges requiring imaginative g and solu-
tions. Community members, to their credit, are

~approaching these challenges mindful of the central
reality of life in intelligence in the 1990's—every-

thing we do, we do in an environment characterized

by escalating consumer needs and generally declin-
ing resources. _

“This .arﬁclc characterizes both the challenge for

defense intelligence, and the severely constrained
resource environment {0 which the community is
forced to operate. It also explains adjustments made

or planned for community organizations and oper-
ating-systems—adjustments designed to enhance *
military intelligence’s ability to deal effecttvely with
today's diverse threat environment.

Recallthg Baron Rutherford's words, the defense

- intelligence community has not only begun to think;

indeed, it has also begun to act in the mutual best
interest of its members, the community in general.
and for that matter, the nation at large.

The Post-Cold War Security Environment

In the four decades immediately following World
War II, defense intelligence committed most of its
time, money, and resources to responding to the
threat of hostilities originating in the former Soviet
Union.,

As a result, large. capable, Service component and
departmental intelligence organizations were cre-
ated—all squarely focused on and consumed by
issuesrelated to the Soviet threat, The community’s
primary concerns became anticipating, monitoring,
deterring, and containing Soviet aggression, and a
diligent effort was made to develop appropriate
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capabilities to carry out these missions. Actually.
the former Soviet Union was a simple intelligence
problem, but it was one that required incredibly
complex capabilities to manage.

Now the Soviet paradigm has disappeared. It evapo- -
rated when the Communist system, the Soviet Union .

and its client states all collapsed from within, None-
theless, this former Soviet/Warsaw Pact threat con-
tinues to influence U.S. military thinking, planning,
and activity. Together with several other key fac-
tors, it is helping define the post-Cold War security
environment and has already played a major role in
determining military intelligence requirements
through the end of this decade. .

...the Defense Intelligence Agency
will lose nearly 1,000 billets by
Fiscal Year 1997... :

Another of these key factors tnfluencing the Ameri-

can military today-—one closely related to the col-
lapse of the Soviet Union—is the s:gmﬁcant degra-
dation of the global nuclear threat. That's the good
news. The bad news is that this same decline has
facilitated a new array of potential conflicts which
frustrate expectations for a new era of peace and

securny.

The United States now faces an international secu-
rity environment marked by diverse regional crises
and contingencles, many of which are being In-
flamed by nationalism, ethnicity. ideology, and re-
source scarcity.

The nation’s security policy is also undergoing evo-

lutionary change. Following the President's articu-

lation of the national security strategy, Secretary of
Defense Les Aspin recently outlined four major
impediments to achieving that strategy's goals;
nuclear weapons and other weapons of mass de-
struction, regional disputes; threats to democracy
and 'reform, and economic issues.

A third factor increasingly influencing the roles and
missions of the American military is the {ncreasing
use of multilateral organizations, such as the United
Natfons (UN), to resolve regional crises. Current
levels of international support for UN peacekeeping
efforts are unprecedented. For example, during

1990, the UN employed some 10,000 peacekeeping
forces at an annual cost of approximately $819
million. Within three years, those numbers had
grown almost exponentially—to more than 80.000
peacekeepers supported by an annual budget of
nearly $3.6 billion.

The development—and refinement—of jotnt
warfighting concepts ‘has also had a significant
impact on the conduct of military operations—
almost as significant an impact as that made by
recent technological advances. While advanced tech-
nology holds the potential to change and fmprove—
among other things, our communications capabili-
ties and ability to process and store data—it also has

" the potential to vastly complicate mﬂitaxy opera-

tions.

A final factor tnfluencing the U.S. military is the

- widespread pressure to reduce defense spending.

And while we might prefer.otherwise, the defense
intelligence community has not been able to isolate
itself from budget cuts and personnel reductions.

'For example, the Defense Intelligence Agency (DIA)

will lose nearly 1,000 billets by Fiscal Year 1997.
Throughout the General Defense Intelligence Pro-
gram (GDIP), which funds most of the military
intelligence resources that support joint forces and
the defense acquisition' community, cuts will ap-
proach 5.000 billets by FY" 1997.

Projectcd reductions of this magnitude in the De-
partment of Defense (DoD). have prectpitated a shift
in the Department's focus—from’ maintatning a

large force in being, to establishing a capability for

rapid reconstitution to deter or counter the
ascendance of a rival global power. For DoD to make
this shift workable, it is relying heavily on military
intelligence toidentify and monitor emerging threats.
Such a policy places a premium on timely and
accurate forecasting.

Taken togetherthese factors define anew context for
the U.S. military—one tn which much of the burden
of meeting the gaps certain to arise between require-
ments and resources falls squarely on military
intelligence’s ability to. analyze the present and
somehow “divine” the futurc

The Role of Intelligence

Fortunately, despite several years of dramaticchange
in the international military balance, the funda-
mental mission of military intelligence has remained
unchanged. It 1s still to provide unique insight to the
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operating forces, reduce uncertainty for decision
makers, and project future threat environments for
the systems acquisition community. As aresult, the
defense intelligence community has been able to
concentrate lately on finding increasingly innova-
tive ways of supporting its customers, and of provid-
ing this support more rapidly and efficiently. -

Mostrecently, military inteligence has shifted greater
attention to transforming its traditional peacetime
organizations and activities into ones that more
-closely resemble those the community will set up
and energize when it goes to war.

In all of these efforts, defense intelligence is clearly
focused on the customer, of which there are three
primary ones: the military operators, defense
policymakers, and the force planning and-modemn-
ization cornmunities, (Chart #1)

Each requires intelligence to focus on different
issues, from slightly different perspectives, and at
different times. The military commander, for in-
stance, needs comprehensive intélligence data con-
cerning his specific battlefield in order to effectively

~ influence warfighting decisions. Since these deci-

sfons are made in, minutes—not hours or days-

supporting intelligence must meet stringent time

Simultaneously, there is a need for assessments of
the potenttal consequences and likely effects of U.S.
military actions that look weeks, and sometimes
months, into the future. Conversely, intelligence
analysis that supports defense policymaking is re-
quired to merge reliable day-to-day reporting of
global events with assessments of potential crises
and- conflicts in'the future. .

In the current international environment, defense
policy depends for its effectiveness on intelligence
judgments of future regional trends and the actions
of governments and groups capable of affecting U.S.
national interests. : ‘

Finally; military force planners rely on the military
intelligence community to depict the future environ-
ment for military forces so they can develop the
doctrine, strategy. and tactics that will ensure U.S.
armed forces maintain an advantage against any
conceivable adversary. Accurate, long-term projec-
tions of the threat environment and the probable
characteristics and capabilities of weapons systems
and-equipment are absolutely essential to the U.S.

_military’s equipment modernization and weapons

acquisttion decision process.
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REQUIRES FUNCTIONAL INTEGRATION OF THE COMMUNITY
Chart 1
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In fact, as the future grows murkier and U.S.
military activities expand—into greater involvement,
for example, in peacekeeping and humanitarian
relief operations—and the resources for weapons
procurement decline, the demand for more in-depth
and timely intelligence forecasts increases dramati-
cally. .

These three distinct consumer groups are demand-
ing military intelligence do several important things:

- Organize, manage, and optimize its dwindling
resource base to provide intelligence that identifies
crises around the world; '

- Provide encyclopedic data on the battlefield
environment g’nd the forces of allies and adversar-
ies;

- Monitor the emergence of regional threats to
U.S. interests and advise on how to minimize these
threats; and ‘

- Forecast the nature and capabilities of poten-
tial threats 15 to 20 years into the future.

- Restructuring the Community

" While intelligence collection and production priort-
tles have undergone fundamental changes over the -

last five years. shifts of intelligence personnel and

activities also have occurred. Internal realignments

were the first order of bustness, followed by more
far-reaching reorganizations within DIA and the
military Services.

This evolution- of military intelligence has rightly
stopped short of complete consclidation. There are,
after’all, diverse needs that DoD, the Services and
the combatant commands must consider. along
with the substantial infrastructure involved. What
has not stopped 1s the search for ways of fmproving
the effectiveness and cfficiency of all remaining
intelligence assets. This is military intelligence's
focus today—the substantial challenge of function-
ally integrating the activities of organizations
throughout the defense intelligence community. I've
accepted this challenge and am addressing it prima-
rly in my ex-officio role as Director of Military
Intelligence (DMX). To assist me, I have engaged the
military intelligence leadership and am empowering
its membership in every way possible to ensure
success.

Presently, that leadership 1s focused on embedding
a joint mentality in all operations while continuing
the search for innovattve ways of structuring peace-

time elements and activities to smooth the eventual
transition to a wartime footing. In addition, the
military intelligence community is leveraging ad-

_ vances in automation and communications to en-

hance the quality of the product it supplies to

customers. [ believe the leadership is now working

more collegially than ever before to solve common
problems and tmprove the management of conumu-
nity activities.

Most importantly, the leadership is attuned to fts
responsibility to identify as early as possible the
community’s most critical missions and those es-
sentfal functions that support these misstons, It-has
also embarked on a rational, community-wide re-

' _ structuring program that should ensure all essen-

tial intelligence capabilities are preserved., even
during this period of across-the-board drawdowns.
We learned a host of valuable lessons about the kind
of intelligence customers require—and how rapidly
they need it—during Operations DESERT SHIELD
and DESERT STORM, as well as other, subsequent
crises and contingencies. :

«.J'am addressing the challenge of
Junctionally integrating the activi-
ties of organizations throughout

the defense intelligence commu-
nity primarily in my ex-officio role
as Director of Military Intelli-
‘gence...

One key clement in the mflitary intelligence
community’s crisis management structure as it
exists today is a direct outgrowth of the Pentagon-
based, national-level Joint Intelligence Center (JIC)
formed during the Persfan Gulf War to handle the
overwhelming volume of requests from field ele-
ments for intelligence data. After proving its value
during the war, DIA institutionalized the functions
of this National Military Joint Intelligence Cen-
ter (NMLTIC) by formally establishing it as a crisis-
oriented, multi-service, multi-agency clearinghouse
and tasking center for intelligence. Today, the NMJIC
is the nerve center of timely intelligence support to
the national-level contingency effort.
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Here, analysts and assoctated personnel continu-

ously monitor international trouble spots, oversee--

ing the formation of either specialized intelligence
working groups or task forces to monitor events
more intensively. As part of its {nherent surge
capability, the NMJIC can enlist DIA's extenstve
analytic expertise through activation of the Agency's
Operations Intelligence Crists Center (OICC) in the
Defense Intelligence Analysis Center (DIAC) at Bolling
Alr Force Base. Further NMJIC expansion is pos-
sible through the augmentation of desk elements
staffed full-time by representatives from agencies
outside DIA, such as the National Security Agency
(NSA), the Central Intelligence Agency {ClA), and the
intemgmce arms of the SeMccs

...the NMJIC is the nerve center of
timely intelligence support to na-
tional contingencyefforts. Systems
like JWICS and JDISS allow al-
‘most instantaneous support to

operating forces...

The consolidation of theater intelligence assets into

' JICs at the major combatant commands comple-

mented and reinforced this arrangement in the
Pentagon. Through' these field intelligence nodes,
analysts at all levels supply detailed assessments
regarding priority targets. Interest within them is a
full-time capability to monitor events throughout a
Command area.

The Joint Worldwide Intelligence Communications
System (JWICS) gives the community the capability
to provide these JICs with the fused intelligence
required for theater battle management. A compan-
fon system to JWICS, the Joint Deployable Intelli-
gence Support System (JDISS), allows the JIC to
pass this fused intelligence further along the chain
of comrmand to subordinate tactical units.

The JWICS—a Sensitive Compartmented Informa-
tion (SCI)-secure, high-capacity, multi-media, com-
munications system—features a diversity of capa-
bilities; from secure video and audio for video tele-
casting and teleconferencing, to collaborative elec-
troni¢ publishing and the electronic distribution of

finished intelligence, reference imagery. maps, and

geodetic materials. Presently, JWICS carries DIA's
daily, classified intelligence updates over the De-

fense Intelligence Network (DIN).. a system some
have dubbed the “classified CNN."

The JDISS is a deployable system that serves as an
interface between the national and theater intelli-
gence centers and the subordinate tactical com-
mands, one that extends the reach of the national-
level intelligence community down to the tactical
level, and vice versa. )

Since its baptism under fire during Operation
SOUTHERN WATCH (allied effort to prevent Iraq
fromconducting air operations against thatcountry’s

* Shia minority in the south), JWICS has become an

essential cog in the wheel of intelligence support.
During SOUTHERN WATCH-related strike opera-
tions 1n Iraq, the system provided exceptional mis-
sion planning support and some of the best battle
damage assessment ever. JWICS continues to con-
tribute significantly to U.S. and allled efforts in the
Balkans, Somalta, and. elsewhere. The possibili-
ties—foranalyst-to-analyst and national-to-the-tac-
tical-level communications—are endless.

Systems like JWICS and JDISS enable us to treat
intelligence as an integrated whole. Moreover, they

‘enhance defense intelligence’s ability to produce

intelligence support products and provide them
almost instantanecusly to operating forces at virtu-
ally- any location for immediatc application on the
batﬂeﬂcld '

In addmon to developing and perfecting these high-
technology solutions to intelligence problems, the
military intelligence community is working hard to
further improve its corresponding organizational
structure and processes.

The DIA Reorganization

Within DIA, we recently completed the most pro-
found reorganization in the Agency's 32-year his-
tory by creating a “new-look™ agency built on the
traditional intelligence pillars of collection, produc-
tion and infrastructure. Moreover, we designed this
structure to serve as an institutional model for
closer functional integration of all military intelli-
gence activities.

As part of the DIA reorganization, we sought to drive
authority down the management chain to the lowest
level, and shifted the Agency’s previous analytic
orientation from a regional to a functional basis.

y
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The restructuring also cut supervisors by 169, or
approximately 30 percent, and reduced burden-
some layering across the Agency. DIA's high-grade
structure is being reduced as well—DIA's Senior
Executive Service (SES) corps will shrink by 17.5
percent, GG-15's, by 20 percent: and GG-14's, by 17
percent. In addition, of significance, 45 percent of
DIA's SES members shifted to new jobs during the

restructuring.

The Agency is feeling the effects of recent Service-
related reductions as well, and stands to lose ap-
proximately 25 percent of its uniformed force. The
restructuring, however, will enable DIA tolessen the
impact of these cuts. To overcome them, we've

~ institutéd a more-efficient, functional approach to

analysts and will be dependent on the Service pro-

‘duction organizations and the JICs for substantial

military intelligence production.

Five of DIA's previous nine directorate-size ele-
ments, plus several other subordinate offices, were
merged to create three major centers: the National
Military Intelligence Collection Center (NMICC), the
Production Center (NMIPC) and the Systems Center
(NMISC). (Chart #2) Besides their internal roles,
these centers functionally manage intelligence ef-

forts throughout the entire military intelligence
community. Thcyperform the following critical fune-

tions:

- COLLECTION CENTER:

— Manages all-source intelligence collection for
DoD; - _ - _

— Acquires and applies collection resources to
satisfy current and future DoD requirements:

— Manages 'the Defense Department's Human
Resource Intelligence (HUMINT) and Measurement
and Signature Intelligence (MASINT) programs; and

— Controls the Defense Attache Systemn (DAS),
with military attaches stationed in some 100 coun-
tries around the world.

- PRODUCTION CENTER:

— Produces, or manages the production of mili-
tary intelligence to satisfy the needs of DoD and non-
DoD agencies:.

~ Among other tasks, produccs all-source, fin-
ished intelligence concerning trans-national mili-
tary threats, regional défense, combat support is-
sues, the weaponry, doctrine and combat capabili-
ties of foreign militaries, foreign military-related
medical advances, and foreign nuclear, chemical
and biological weapons developments;
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— The Missile and Space Intelligence Center in.

Huntsville, Alabama, and the Anmed Forces Medical
Intelligence Center at Fort Detrick, Maryland, are
now part of DIA, and within DIA, are part of this
Center,

- SYSTEMS CENTER: ,

— Serves as the computer and automated data
processing (ADP) nerve center for DIA;

— Provides information services and related
support to DIA and other agencies in the national
Intelligence Community, including ADP support,

~ communications engineering and maintenance, in- ;

formation systems ‘security, imagery and photo

- processing, and the publication and dissemination

of intelligence reference products.
Integration Through the MIB

The Military Intelligence Board (MIB)—in effect, the

military intelligence community’s corporate board

of directors—has been invaluable during these re-
structuring efforts. ' '

The DIA Director setves as MIB chairman and sets
the agenda for this body composed of the Service
intelligence chiefs, the JCS/J2, the Deputy Assis-

INTELLIGENCE CONNECTIVITY |

tant Secretary of Defense for Intelligence from the
office of the Assistant Secretary of Defense for
Command, Control, Communications and Intelli-
gence (ASD/C3Y), the Director for Operations at
NSA. and other-principal DoD intelligence officials.

The MIB. which played a critical role in fostering
greater cooperations within the military intelligence.
community during the Persian Gulf War, now meets
weekly. It 1s the principal forum through which
senjor community leaders oversee program develop-
ment, review integrated programs and budgets,
resolve programmatic issues of mutual concern,
and deal with substantive intelligence matters.

As Director of Milttary Intelligence, 1 envision em-
powering the Service intelligence chiefs as Deputy
Directors of Military Intelligence and authorizing
them to assist in managing military intelligence as
an integrated community. ' .

All of these recent reorganization Initiatives are
aimed at tmproving the flow of intelligence to the
community's customers, particularly the warfighting
commands. Under this new military intelligence
construct (see Chart #3), data will no longer bypass

'the unified commands in reaching speciﬁcn iigld

AFTER

MOVING TOWARD AN INTEGRATED INTELLIGENCE DATA FLOW

Chart 8
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clements. Data funneled through the NMJIC will

instead flow through the unified command JICs to
deployed Jotnt Task Forces (JTF). As part of the
emerging joint command concept, these JTFs will
have as subordinate elements not Army, Marine
Corps, Atr Force and Navy components, but generic
-ground, atr, maritime, and Special Operations com-

ponents.

In conclusion, many of these new military intelli-
gence support concepts involve the exploration of

. “uncharted waters. No question. matching the
" community’s support mechanisms and revamped

organizations with the joint structures now being -

developed. and then fitting in military intelligence’s
high-tech, performance-enhancing “doo-dads,” pre-
sents a significant challenge. But it's one we must
meet, and in reality, differs little from other recent

Our approach has been to return to the basics of
intelligence and fundamentally change our ways for -
the better, while still remaining flexible and open-
minded. Baron Rutherford’s message was to think
and, implicitly, to develop “inngovation-rich” alterna-
tives in-a “resource-poor” environment.

We're doing that, and I'm encouraged by the many
beneficlal changes we've put in placealready through- -
out military intelligence. I'm also extremely optimis-
tic about this vibrant community’s future pros-
pects; 1t will be even miore relevant, vital, and needed
as it helps chart new courses in this uncertain new

world.

1
. B
L 3

challenges with which we've dealt successfully.

s

POWER IS SECURITY AND STRENGTH
THROUGH MANAGED INFORMATION

The escalating demand for highly cfficicnt information -'
management is of ¢ritical importance to U.S. security.
For over thirty years, and around the world, EDS has
applied information technology expertise quickly,
accurately, and discreetly,

EDS stands ready to support the initiatives -of the U.S.
intelligence community, pledging world-class

commitment and support. .

Far more informotian on the full spectrum of EDS intclligerics.

services, pleese eall Joo Ciono e 703.742. 2275,
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THE NEWLY REVIVED
'NATIONAL IMAGERY AND MAPPING AGENCY: GEOSPATIAL
IMAGERY & INTELLIGENCE IN 2002 AND BEYOND
by James R. Clapper, Jr. ‘
Lieutenant General USAF (Retired), Dlrector, NIMA

JamesR Clapper Jr., is the ﬁrst civilian Director of the

National Imagery and Mapping Agency (NIMA). He re-

tired as a Lieutenant General from the US Air Force in

1995 after a 32-year career. Prior to NIMA he was VP and

Director of Intelligence Programs at SRA Interhational.'
~ Director Clapper’ s last military assignmentwas as Direc-
- .tor of the Defense Intelligence Agency (DIA).

. CREATION

he National Imagery «nd Mapping Agency (NIMA)

stood up as the newest member of the Intelligence

Communiry on 1 October, 1996. By a coincidence
of time and place, I was Director of the Defense Intelli-
gence Agency and participated in discussions on the future
of imagery, discussions that led to the creation of NIMA.
Initially, it was not at all certain that there was a need for a
linkage between mapping and i magery, that the two
technologies could sensibly be merged. It did not take loug
to demonstrate that the creation of this new jntelligence
agency was not only a good idea, it was likely overdue. I
knew that NIMA ceuld-play a huge role because of the
variety of products and services that its predecessors have
‘traditionally delivered,

Just as the Central Intelligence Agency and the National
Security Agency were responses to Soviet Communism,
the birth of NIMA may be said to anticipate the needs of
the new eentury, and the accelerating — and asymmetrical
- engagements in the world that has developed following
the Cold War. )

_ At the start, aght organizations came together to create the
new organization. By far the largest of these was the
Defense Mapping Agency (DMA), a de facto intelligence
agency in its own right, and with a remarkable lineage
dating to its service as the Army Map Service and compa-

| rable institutions in the Navy and Air Force. Also in the

mix were the Central Iiagery Office, the Defense Dis-
sernination Program Office, and the National Photogmphxc

. Interpretation Center in their entirety; and imagery

exploitation, dissemination and processing elements of the
Defense Intelligence Agency, the National Reconnaissance -
Office, Defense Airbome Reconnaissance Office, and the
Central Intelligence Agency. The Latin motto in our logo
is inclusive of all of our principal disciplines. The transla-
tion is Timely-Accurate-Precise, core terms in our three
primary occupations of imagery analysis, mapping and -
targeting.

We are also a Department of Defense (DoD) Combar |
Support Agency. Our mission supports national security
objectives by providing geospatial intelligence in all its
forms, and from whatever source—imagery, imagery
intelligence, and cartographic data and information—to
casure the knowledge foundation for planning, decision.
and action. We use the relatively unfamiliar word
geospatial because it is a better description of 215t century-
imagery collection and mapping methods, manufacturing,
and related mfoxmanon gathering,

Thosc whom we serve—the White House, Congress,
policy community, military commanders, law enforcement
officials, and civil leaders—require reliable information
with a geospatial foundation a5 the common denominator.
This information must be timely, accurate, current,

American Jntelligence Journal

Page 1

Al Spring 2002




JUL-22-2010

AlJ Spring 2002

12:58 DIA

202 231 3638

dcuulcd, easily accessIble, and, in relative terms, afford-
ablc

OPERATION

changed the Urgted States-and our perception of
what wo now soberly understand is our “national

.T_he anacks of September 11, 2001 profoundly

- security.” Our immediate response to the crisis accelerated
. the enormous changes already underway in the Agency.

We can now “see” with ever-clearer precision the vectors
we must pursue—and now recognize that we must do so
ever more aggressively.

Our superb.team of government and contractor people are
uniquely postured to foster integration of intelligence
because the data bases for which we serve as steward

* provide the visualization dud analytical framework to

enable informed, timely decision-making. For us, this
means capitalizing on all forms of what we have tradition-
ally categorized as imagery, imagery intelligence, and
geospatial data and information, which we now call
Geospatial Intelligence. The new term signals our new
vision: Know the Earth.. Show the Way

Our work force is hcavﬂy populated by experts in fields
such as cartography and photogrammetry, imagery

* analysis, geospatial analysis, the physical sciences,
-computer and telecommunication engineering—and

geodesy. Our work includes coordinating imagery collec- -
tion, processing, exploitation and dissernination require-
ments among Defense components, throughout the
Intelligence Community, the National Security Council,
and a litany of customers from other federal agencies and
departments. Our headquarters is in Bethesda, Maryland,
with major facilities in Washington, D.C.; Reston,

Virginia; Fort Belvoir, Virginia; and St. Louis, Missouri. -
In addition, our detachments and teams operate worldwide,

most especially mcludmg major military commands, We :
are a global enterprise, by any measure.

Our tasks encompass products and mfonnauon used to
support international diplomacy, the individual mﬂxtary
departments and warfighters, civil emergencies, weaty
negotiations, and monitoring national counter-narcotics
and counter-terrorism activities, peacekeeping operations,
and humanitarian relicf efforts. Since 9/11, we added

- homeland security to our list of tasks. The blend of

geospatial and imagery products result in an amazing
variety of services. One of our legacy organizations,
DMA, featured in the inter-entity boundary negotiations
with the former Yugoslavia, during the Peace Accords
process in Dayton, Ohio, in 1995.

NIMA assisted Ecuador and Peru to sentle a boundary
dispute that had percolated berween the two countries for
gbout half a century. In Europe, when the Elbe River
floods resulted in great loss of property we helped the
Polish government delineate the stricken area, 1o aid in
damage assessment and restoration efforts. Similar
visualization support of a region hard-hit by natural’
disaster was provided to Japan after the Kyoto carth-
quakes; following large oil spills off the Galapagos
Islands; catastrophic mud slides from hurricane damage in
Central Americe, and monitoring the spread of forest fires

.in Borneo, for cnvironmental concerns. In these samples,

the product blended imagery with mapping techniques to
create a highly accurate visualization of the affected areas.

In support of strike operations we gave our pxlots based at

Aviano, Italy, the means to pre-fly each mission in

" exacting terrain-visualized detail, right to their designated

targets in the Balkans. This was 2 first in combat aviation.
history. We supported Operation Desert Fox and Opera-

| tion Allied Cause with substantial quantities of imagery

products for Allied air crews. And we share in no small
measurc in the successes of recent anti-terrorist aperutions
in Afghanistan.

NIMA’s blend of geospatial and imagery
products result in an amazing variety of
services, from support of war operations
to diplomacy, and from counter-terror-
ism to humanitarian relief efforts...

For sailors, our Digital Nautcal Chart most certainly ranks
among the most innovative developments in safe naviga-
tion at sca since a Chinese mariner magnetized a needle to

_produce the first, rough compass countless years ago. For

the protection of VIPs, our support includes products for
the Presidential Inauguration and the Pope's visit to St.
Louis, Missouri. We also assisted with assessing the
catastrophic damage to Lower Manhattan after the collapse
of the twin towers of the World Trade Center.

We helped with security for the Winter Olympics in Salt

Lake City, Utah. A cadre of our analysts equipped with a

'tailor-made geographic information system (GIS) that

integrates near real-time imagery, deployed in late January
to aid decision-makers in the Olympics Intelligence
Center. High-end workstations were also used to provide
support, reflecting an cscalation of the demand for the kind
of information we provide. Under the auspices of the
Homeland Security Customer Support Division, our
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Olympics Support Team deployed as members of the first
Narional Intelligence Support Team t6 operate in the

continental United States. The request for our participation -

came through the FBI, the lead federal agency at the
Olympics.

NIMA Olympics team members work with the Norfolk,
Virginja-based Joint Forces Command, the Department of
Transportation, the National Forest Service, and state and
local law enforcement authorities, among others, Their
primary mission is to support counter- terrorism.

NIMA recently realigned its organiza-
tional structure to enhance its ability to
achieve a set.of strategic goals... -

. One of the most historic projects undertaken by NIMA

was a partnership with NASA, to measure the Eayth — the
Shutle Radar Topography Mission (SRTM), flown aboard
the Space Shunle Endeavor February 11-22, 2000. The
mission payload used modified versions of the same
instruments that comprised the Space Shuttle Imaging
Radar-C/X-Band Synthetic Apercure Radar that flew twice
on Endecdvor in 1994,

Digital elevation-model data, sampled at an interval of one
measurement every 30 meters (98 feet), aré now available
1o selected science investigators, with 90-meter (295-foot)
sample imagery available to the genera] public, Initial *
processing by the Jet Propulsion Laboratory, Pasadena,
Califorpia, and distribution of validated U.S. digital
topographic data, will continue on a regular basis, with

completion expected this spring. Atthat point, the product:
. comes to us for ﬁmshmg

The missiou collected 3-D measurements of Earth's land
surface using radar interferometry, which compares two

radar images taken at slightly different locations to obtain

clevadon or surface-change information. To collect the
dara, engineers added a 60-meter (197-foot) mast, installed
additional C-band and X-band antennas, and improved
tracking and navigation devices.

When completed later this year, more than 12 terabytes of
dara encompassing nearly one trillion measurements will -
have been processed, representing 80 percent of Barth's

land mass between 60 degrees north and 56 degrees south

. of the equator. The areas mapped are home to appron—

mately 95 percent of the world's population. As a ‘ges- ‘
whiz" statistic, the number of terabytes of collected SRTM

measurernents is roughly equal to all the information
stored in the Library of Congress.

The mission literally captured a snapshot of the Barth’s
surface at the beginning of the 21st century that will be of
wemendous value for years to come. The data will provide
our customers a revolutionary leap forward in imaging
information. The maps produced from the mission will be
among the most valuable, universally beneficial data ever
produced by a science mission. National and local govern-
ment organizatjons, scientists, commercial enterprises and
civilians alike will find the data useful for applications us
diverse as earthquake studies, flood control, transportation
and urban planning, enhanced ground-collision warning
systems. for aircraft and better plzucement of cell phone
towers.

The SRTM supports NASA's Earth Science Enterprisc,
Washington, a long-term rescarch and technology program

-designed to exarmine Earth’s land, oceans, atmosphere, ice

and hfe as a total integrated system.

From our beginning as a new Agency we focused on our
customers. At the risk of hyperbole, we are the world's
most formidable provider of geospatial intelligence — the
analysis and visual representation of security-related
activities on the Earth. We strive mightily to ensure that -
detision-makers and warfighters-are able to visualize the
world in near-real time by enabling them to understand
and use a mix of geospatial mtc).hgence to accomplish
their mission.

- TRANSFORMATION

ur hallmark theme is transformation. We have
O undergone considerable change in ovr short

existence.
Most recently, NIMA aligned its orgenizational structure
1o better support our mission, vision, core values, and
mtent and defined a set of strategic goals. Our central, |
underlying organizing principle—prompted by the 9/11
crisis, and rapidly implemented carly in its midst—is
designed to foster this transformation. It acknowledges our
three mejor mission imperatives, which we will execute
simultaneously:

- First and foremost, we must now and always respond to

analysis and production demands—in what we recognize
1s a perpetual state of crisis. We call this the “NOW,”
which means meeting current obligations to our demand-
ing, myriad client base.
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The “NEXT" is management of a series of complex and
costly acquisitions. We must champion and complete & set
of major investmeats in order to move us to the next level
of the National System for Geospatial Intelligence (NSGI).
This may seem like ag obvious thing to do. but I remember
when it was not so simple. One of the early questions in
NIMA's formation was “What’s your investment strategy
for 2010?" And our then-deputy promptly answered, “Our
investment strategy is that everyone gets paid this week.”

And the “AFTER NEXT,” by which we mean to try to
anticipate the future. Our trajectory is designed to
strengthen the. organizational structure and take it well into
the 21st-century. We must forge the “AFTER NEXT"
cnvironment by constantly driving futurc technical trends
‘and applying them to operational needs, inserting technol-
ogy rapidly, and providing relevant Geospatial Intelli-

- gence, services, and solutions.

“NOW™ responds to analysis and production demands;
Our customers' interests include protecting national
security, combating the threat of terrorism, implementing
national policy, responding to natural disasters, and
countering illegal drug trafficking. To be successful, they
require Geospatial Intelligence tajlored to meet highly
specific needs, delivered faster and cheaper, in an easily
understood format. We will meet these needs by continu-
ally adapting analysis and production, our business
practices, and our technology. Our global foundation
databases, Earth-referenced and time-stamped, support this
aim through an evolving state of nationat security. The
databases include laud-based, acronautical, and hydro-
graphic navigation information.

- NIMA’s goal is Yo provide timely,
relevant; accurate, predictive and
actionable geospatial intelligence... .

We customize for each client. By combining an under- .
standing of global issues with in-depth knowledge of
customer missions, analysts will correlate tailored
Geospatial Intelligence to provide the foundation for
planning, decision, and action, Other intelligenice informa-
tion will be overlaid, as necessary. .

We manage this data-rich envirorment by creating a
digital information network. We will populate our data-
bases and exploit all available Earth-derived, space-based,
and airbomne data, including “exotic” forms of spectral

imagery. These.data will incorporate appropriate standards
to evsure interoperability. Additionally, we will certify the
lineage, integrity, and quality of the information and
facilitate direct customer aceess. The information will be
readily shared through 2 common, digital, geospatially
referenced framework and analyzed by professionals.

The investments of the “NEXT" level of the National
System for Geospatial Intelligence (NSGI) provides the
knowledge foundation for planning, decision, and action.
To make it work, we intend to migrate to an all-digital
environment. The transformation includes seamless
libraries, collaborative exploitation, automated generation
of information, a robust communications infrastructure,

|-2nd communiry collection and information management in
& multi-intelligence environment that supports the intelli-

gence cycle.

Further, we will ensure NSGI information interoperability
in a collaborative, multi-source environment. :

| Interoperability is key. Defining, implementing, and

managing the NSGI architecture is the first step. We will
lead in defining the interfaces and standards to speed
discovery, retrieval, and exploitation of information.
Standards adopted in concert with the Department of

| Defense and the Intelligence Community will be univer-

sally applicable. '

“NEXT" also includes improvements in acquisition,
contract management, and systems engiricering processes.
Transition to an all-digital, interoperable environment
requires smart, disciplined processes.

“AFTER NEXT" strives to invent the future, not react to
it In order 1o remain rélevant to customer needs we are
defining a path that culminates in long-term solutions to
worldwide issues, while also atiempting to guide strategic
dircction for an unknown, threat environment. We must oy
to forecast changes to the operating environment, and
realign investments accordingly.

To that eud, we promote a vigorous Rescarch and Devel-
opment (R&D) program by directing seven percent of our
total budget to this end. We are also forming straregic
parterships with our Intelligence Community countér- -
parts, with the purpose of leading the design of integrated,
national and commercial space-based and airborne
imagery architectures.

The temporal dimensions of “NOW,” “NEXT," and
“AFTER NEXT"—are intentionally instituted to facilitate
our transformation. It is simple, timeless, and agile, and it
governs our organizational structure, program and finan-
cial approach, the conduct of our mission, and how we
manage our worlkforee. It applies to us as a corporate
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enterprise as well the broader National System for
Geospatial Intelligence (NSGI) it Icads as Functional
Manager

ORGANIZATION

~Vinally, the ‘dry-as-dust’ but pivotal organizational
structure. Simply, we sharpen and wim. There are
three line organizations: ' :

¢)) the Analysis and Production Directorate that brings
information-gathering branches together, provides
geospatial intelligence, products and services 1o all our
customers, and-supports global issues and homeland
security. This organization reprcscns the “NOW i

(2) The Acquisition Duwtomtc, thh its focus on acquisi-
tions of systems and technology. This represents the

“NEXT"” and

(3), the InnoVision Directorate, the “AFTER NEXT" —
wherte future forecasting is the aim, where we attempt to
describe needs in the years to come, and where we
establish plans to align Tesources, provide tcchnology and
process solutions.

-Five directorates, termed “enablers,” provxdc Agcncy-mdc’

support: Financial Management; Human Resources;
Information Services; Security and Installation Operations;
and the Training and Doctrine. The helm is vested in a
lean Executive Committee which consists of my deputy,
an Bxecutive Director, a2 Technical Director and myself.

focus externally. The deputy attends to the day-to-day
running of the Agency, and also serves as the Chicf
Operating Officer and Director of National Support. The
Executive Director — who is also the Director of Milftary
Support — implemeats policy, and programmatic and _
operational decisions. The Technical Director is the senior
advisor for commercial outreach and outsourcing strategy.

SUMMATION

ur goals focus on the heart of our customers®
O needs—timely, relevant, accurate, predictive, and

actionable Geospatial Intelligence. We continue
10 energetically chart the course for information and
decision superiority. The Nation depends on us for it.
Customers demand it of us. Our tradition of excellence
assures jt,

EDITOR'S NOTE

Eric Berryman, Ph.D. . member of the NIMA Public Affairs
Staff, drafted this article. Dr. Berryman will join the

| American Intelligence Journal as an Associate Editor.

)

NMIA. Fall ‘02 Symposia

- Defense Intelligence Status 2002
(DIS 2002) |
Wednesday, 12 November 2002

CounterIntelligence 2002
(CI2002) .
Thursday, 13 November 2002

Both events are being conducted at
TRW '
-1 Federal Systems Drive
Fairfax, VA

- NMIA: 301.840.6642
<www.nmia.org>

American Intelligence Journal

Page 5

AlJ Spring 2002

TOTAL P.007

P.00r 007




roaran a

Stovepipe systems are being capped, and
interoperability gains added attention.

By MGen. James R.
Clapper Jr., USAF

esert Storm not only
proved to be a dramatically

decisive military operation, -

but it also served as a cru-
cible for systems that collect, ana-
lyze, fuse and disseminate intelli-
gence. The successes and pitfalls of
the wat in Southwest Asia will shape
the way the U.S. Air Force does
business for years to come.
Successful Air Force operations
depend on the knowledge of enemy
force capabilities, dispositions,
intentions and operations as well as
the battlefield environment, This
* requirement is the basis of the pri-
mary Air Force intelligence mission,
which will provide information and
intelligence on foreign military and
military related capabilities, inten-
tions and operations. The mission
also will support commanders and
staff, those responsible for develop-
ing and implementing national secu-
rity policy and structuring and
employing military forces.
The methods and capabilities for
providing intelligence to users signifi-
cantly have improved during the last

SIGNAL, SEPTEMBER 1991

20 years, and senior Air Force offi-
cials believe this trend will continue.

Stovepipe Systems

In the past, intelligence organiza-
tions have been characterized by a
proliferation of stovepipe collection,
processing and analysis organiza-
tions. Stovepipe is a term given to
vertical organizations that collect,
process, analyze and disseminate one
category of intelligence without inte-
grating other types of intelligence
into the final product.

Another characteristic of the past
has been the proliferation of com-
mand-unique intelligence organiza-
tions and systems. For example, a
variety of secondary imagery sys-
tems are scattered throughout theater
commands that are not interoperable.
As a result, the intelligence commu-
nity has difficulty providing an inte-
grated all-source product tailored to
users’ needs.

Another limitation to timely dis-
sernination of intelligence is the lack
of robust communication networks
to a wide range of consumers from
the national to the tactical level. The
Air Force’s ability to provide intelli-
gence support to the operators has,
for the most part, been a manual pro-
cess. For years, wing and squadron
intelligence organizations have been

Official Publication of AFCEA
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plotting order of battle updates on
maps with grease pencils.

. When operations Desert Shield
and Desert Storm began, many intel-
ligence systems, in various states of -
development, were thrust onto center
stage. Air Force intelligence person-
nel at Central Command Air Force
(CENTAF) in Saudi Arabia were
forced to bring together a number of
different systems into an architecture
that would provide the operators
with a timely, fused product. In order
to do this, a variety of collection
assets were employed from the
national to the theater level. Once
the information was collected, some
of it was processed and analyzed at

_intelligence centers in the United

States, and some of it was done in-
theater at the joint intelligence center
and component command intelli-
gence organizations.

Intelligence Systems

Two developmental unit-tevel sys-
tems called upon to do this force-level
job were Constant Source and Sen-
tinel Byte (SIGNAL, September 1990,
page 46). Constant Source provided
near real-time multisource signals
intelligence, while Sentinel Byte pro-
vided a reference source for air and
missile orders of battle. Together,
they supplied tactical air situation
updates. Customers included Air
Force, Marine and Navy flying units,
as well as special operations units and
Army Patriot missile batteries.

The dissemination of intelligence

———
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information was accomplished pri-
marily in two ways. One method was
via an in-theater backbone tri-service
tactical communications (TRI-TAC)

network, using the secure telephone’

unit (STU)-III and the KY-68 for
encryption. This was how the Sentinel
Byte at force-level passed order of
battle data to the Sentinel Bytes at
unit-level.

The second method was by broad-
casting intelligence updates to wings
and squadrons directly from the col-

lector or its associated ground pro-

cessing facility. Constant Source and

tactical information broadcast ser- )

vice ‘were two systems used to
receive these broadcasts.

At the unit level, the Air Force
used Sentinel Byte to receive the
order of battle data base from its
force level counterpart, to pull
together other pieces of the intelli-
gence picture and to provide the mis-
sion planners with both a graphic
depiction of the threat and the data
necessary to support automated mis-
sion planning. Operators used the
tactical digital facsimile to send and
receive imagery—originating state-
side and in-theater—for pre-mission
planning and post-mission analysis.

Overall, the Air Force was able to
provide timely, quality intelligence

‘ ‘ 2's! th bomber will-receive intelligence updates d.{’;'ring‘ _
mobile missile targets. A simulated mission is being conducted in this B-2 cockpit mock-up.

support to the flying units prosecut-
ing the war. As with all functional
areas, however, a number of lessons
learned exist that will color the way
the Air Force intelligence does busi-
ness in the future. The Air Force did
not have a well integrated architec-
ture for intelligence operations
throughout its Desert Storm units.
Some of these intelligence units used
one kind of hardware to process and
disseminate intelligence, while oth-
ers used something different.

Some units were familiar with

using computer-based data, while

others still primarily used hard copy
reports. It is no surprise, then, that
many of the units had trouble coordi-
nating and passing data efficiently.
An overall concept of operations and
associated systems architecture will
help ensure a common baseline of
intelligence systems that meet the
interoperability, timeliness and infor-
mation requirements of combat oper-
ations.

One area where the Air Force suf-
fered from an overabundance of dif-
ferent systems was imagery dissemi-
nation. More than a dozen secondary
imagery systems supported head-
quarters U.S. Central Command and
its components during the conflict.
Very few of these were compatible

ons Io locate command and control and

because they were not equipped with.
the national imagery transmission
format or common communications
protocols. The resulting hodgepodge
of systems injected time delays into
distribution of timie-critical imagery
and imagery derived intelligence. Air
Force intelligence needs to ensure
standardization of secondary
imagery transmission systems not
only for the Air Force but also for all
services.

Tactical Reconnaissance

Tactical reconnaissance demon-
strated it had an important role to
play in the combat planning cycle.
The tempo of future operations is
expected to dictate more timely
receipt of tactical reconnaissance
data. Film processing techniques
used by the RF-4C cannot meet this
need, so the follow-on tactical
reconnaissance system is being
developed to take advantage of
today’s technology. .

Another lesson learned is that the
CENTAF intelligence staff had diffi-
culty sending and receiving intelli-
gence data essential to development
of the air situation assessment and
targets. This was primarily because
of the limited enemy situation corre-
lation element, a system designed to




receive and fuse large amounts of
raw data into a coherent picture of
the battlefield. This and other experi-
ences demonstrated that the air com-
ponent intelligence staff must have

data communications capable of sup-
+. porting simultaneous transmission of
order of battle, threat and target data
from the component command’s
intelligence nodes to all units.

At the unit level, dial-up, point-to-
point communications equipment was
not totally satisfactory for the job
because of time delays in moving
information. Twice daily during the
war, intelligence personnel electroni-
cally transmitted data files sequentially
to each of the 30-plus units in-theater.
" This process, which took four hours
under ideal conditions, must be
improved for future operations. Com-
munications will continue to be a pri-
ority for Air Force intelligence.

When Air Force intelligence was
assessing the capabilities of enemy
units during hostilities, the reports
tended to reflect the amount of
equipment destroyed without assess-
ing the impact on enemy combat
effectiveness. A commander is vital-
ly interested in the current combat
effectiveness of the enemy force,
which is more than a simple count of

direct access to secure intratheater -

equipment damaged or destroyed.
This process will be improved by
ensuring development of standard-
ized methodologies and automation
tools that assess battle damage
against desired objectives of the

commander. This shortcoming is not .

new and becomes apparent after
every major conflict. It is an area
that is not amenable to peacetime
training.

Pushing And Pulling

During Desert Storm the flow of
intelligence largely followed the tra-
ditional “push” system. This means
tactical flying. units primarily
received intelligence data when the
air component headquarters pushed
information downstream that it
believed the units needed. Air Force

intelligence now is in the process of-
changing this system. This is not

only because of the experiences of
Desert Storm but also because of the
changing threat, budgetary con-
straints and advances in communica-
tions and information systems tech-
nology. There also is an increasing
appetite for greater amounts of

- detailed intelligence—smart weapons

and in-flight cockpit updates.
Air Force intelligence is creating a
“pull” system for the flow of future

Air Force theater intelligence to sup-
plement the “push” system. The dis-
semination of collected, processed
and analyzed data will be more
widespread and timely. More
onboard collector processing and
broadcast systems will send the data

‘out to consumers in near real time

from both collector and all-source
organizations.

When data needs to be analyzed,
Air Force intelligence will use all-
source intelligence organizations
composed of experienced analytical
and targeting personnel who are
directly connected to units being
supported. They will use standard
automnated systems that are integrat-
ed with command and control as
well as mission planning and
rehearsal systems. Intelligence per-
sonnel then will have the.capability
to access theater and/or national
imagery and textual data from a vari-
ety of intelligence centers.

Deployable Assets
Deployabje communications and
automated data processing systems
also will be key elements for force-
level intelligence organizations. This
robust capability will permit Air
Force intelligence 10 executle opera-
tions anywhere in the world. The
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objective is for intelligence to be a
key part of an integrated command
and control system, supported by
communications and focused on the
effective and efficient application of
air power.

One of the programs that will help
Air Force intelligence achieve this

. objective is the tactical Air Force

linked operations/intelligence centers
Europe capability, or TAFLC.
Despite- the connotation of having
the word “Europe” in the title, this
program includes Pacific Air Forces
operating locations as well those
responsible for operating in and
around the European theater. TAFLC
is based on the tactical forces’ need
to exploit time-sensitive, high-vol-
ume, multisensor information rapid-
ly. As collection means and commu-
nications improve, the ability to
process the raw data manually is
falling behind the requirement for an
effective operational response.

While the commander never will
operate on a basis of absolute cer-

tainty, more timely analyzed data
will reduce the uncertainty to more
tolerable levels. The objective of the
TAFLC program is to field a baseline
capability to provide intelligence and
operations personnel with the precise
location of an opposing force struc-

ture and graphic display of the

ground situation through correlation
and aggregation of all-source intelli-
gence, ’

Common View

Additionally, the program will be
interoperable with-the Army’s all-
source analysis system, thus support-
ing Air Force intelligence’s goal of
providing systems that give a com-
mon view of the battlefield. TAFEC
also will supply users with a com-
mon capability consistent with Air
Force plans for upgrades in the intel-
ligence data handling system
(IDHS). :

The data handling system is com-
posed of processing systems used to

analyze, process and disseminate

vast amounts of intelligence coming
into national, theater, component
and unit organizations. At the
national level, the system processes
data used to perform strategic warn-
ing, develop the single integrated
operational plan and construct data
bases used by the Defense Intelli-
gence Agency. At the theater or com-
ponent level, the system provides
intelligence used for indications and
warning, situation and threat assess-
ments, target development and
weapons selection as well as repro-
gramming of electronic warfare
assets. At the unit level, this system
provides targeting information, threat
alerts and current air defense situa-
tions. It will continue to evolve
because of advances in technology
and increasing demands for more -
effective information processing,

Air Force intelligence will head
into the future with five concepts. -
Customers will have “one button to
press” to get the information they
need. All-source intelligence organi-
zations will provide tailored organic
support to the force level and below.
intelligence units will have a demand
or “pull” system that will filter data.
Air Force intelligence will operate
standard and deployable systems.
Finally, Air Force intelligence will
be able to deliver near real-time
intelligence to mission planners as
well as directly into the cockpit.

These strategies mean that Air
Force intelligence must be flexible
and have the capability to provide
more timely and effective support to
the operators as they organize and
plan to execute the Air Force's con-
cept of “global reach, global power.”

Air Force intelligence must sup-
port a commander responsible for
planning and execution, a comman-
der who may be working with mis-
sion orders that assign objectives to a
unit rather than to specific targets
and one whose assets will be highly
trained and rapidly deployable. As a
result, Air Force planners believe
that intelligence and operations will
work together to meet the require-
ments of a new national military
strategy by improving rapid force
projection.

MGen. James R. Clapper Jr., USAF,
is director, Defense Intelligence
Agency and former assistant chief of
staff, intelligence, headquarters
U.S. Air Force. He is a member of
AFCEA’s Washington, D.C., Chap-
ter.
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Inte]ligence

By JAMES R.CLAPPER, JR.

t w
Mﬂltary mielllgence wns shaped over four decades by the Soviet threat, emerging weapons systems, and in-
creasing defense budgets. A sea change began with the demise of the old Soviet empire, the crisis in the Per-
sian Gulf, and growing involvement in U.N. peace operations and humanitarian efforts. The Defense Intelli-
gence Agency (DIA) is adjusting to successor threats, including regional instability, low-intensity conflict,
terrorism, counter-narcotics, nuclear prollferaﬁon, and chemical and biological weapons—all within a joint
environment. DIA must adapt its mllecﬁoniproductlonfdlssemlnaﬁon cycle to a quickened operational pace
and fewer resources, With technology nbw allowing intelligence to be treated as an integrated whole, the re-
structuring of DIA, and a focus on unified commands, the military intelligence community has gone back to
basics while retaining the flexibility needed to underpin support of joint warfighting into the next century.
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F-117 Stealth Fighter
attacking Iraqi facitity.

the fundamental elements
of the mission of military
intelligence have not changed

ew questioned the roles of the mili-
tary establishment in the early years
of our Nation: the Army dominated
the land while the Navy concen-
trated on the sea. Some mix of missions oc-
curred following World War I as the military
potential of flight was seriously considered.
But during World War II, with the designa-
tion of theaters of operation, an interesting
phenomenon arose—a commander in chief
(CINC) from one service often led thousands
of personnel from others.

The impetus for joint command stem-
ming from World War II extended to the cre-
ation of the Joint Chiefs of Staff (JCS). The
National Security Act of 1947 not only insti-
tutionalized JCS but
hastened the formation
of a separate Air Force
and, eventually, the
Department of De-
fense. At a 1948 meet-
ing in Key West, the chiefs carved out the
broad, individual functional areas that re-
main intact to this day. Jointness came of age
with the Goldwater-Nichols Act which re-
quires the Chairman to adjust service func-
tions as appropriate to “achieve maximum
effectiveness of the Armed Forces.” This pro-
vided a fillip to joint task forces (JTFs)—a hy-
brid military element with components from
two or more services. JTFs were the compos-
ite contingency force of choice.

In the 1993 Report on the Roles, Missions,
and Functions of the Armed Forces of the United
States, the Chairman recommended extend-
ing JTFs to peacetime. Moreover, JTFs are the
predominant means of executing military
operations, relying upon service compo-
nents for specific capabilities. Accordingly,
Army and Marine Corps elements comprise
joint ground components of JTFs, while Ma-
rine and Navy elements make up joint mar-
itime components. Each of the services logi-
cally contributes to the joint air and special
operations components of JTFs.

Lieutenant General James R. Clapper, Jr., USAF, is Director of
the Defense Intelligence Agency. In addition to positions
with the National Security Agency and the Air Force Security
ervice, he has held key intelligence assignments with the
U.S. Combined Forces Command, Korea; Pacific Command;
and Strategic Air Command.

Intelligence Keeps Pace

Throughout this evolution, intelligence
has pressed to keep pace. The imperative to
do so was heightened by the lessons learned
from Operations Desert Shield/Desert Storm
and subsequent contingency operations. In
fact, in the last few years the intelligence
community has concentrated on finding
more innovative ways of supporting joint
warfighting and providing this support more
rapidly and efficiently. Lately defense intelli-
gence has also begun to shift attention to
transforming peacetime organizations and
activities to more closely approximate how
the intelligence community would fight dur-
ing wartime.

The fundamental elements of the mis-
sion of military intelligence—to provide
unique insight to operating forces, reduce
uncertainty for decisionmakers, and project
future threat environments for the systems
acquisition community—have not changed.
What has changed very dramatically in sev-
eral recent cases is the international military
balance. By the late 1980s defense intelli-
gence had evolved over a period of nearly
forty years in response to the threat posed
by the Soviet Union; the proliferation of
multiple, complex weapons systems and in-
telligence associated with their design and
employment; and a corresponding increase
in the size of the defense budget. During
these four decades a dynamic Soviet threat
and U.S. response to it spawned large, capa-
ble service component and departmental in-
telligence organizations focused on intelli-
gence problems related to this threat.

The intelligence community was primar-
ily concerned with adequate capabilities to
support the mission of anticipating, moni-
toring, deterring, and containing Soviet ag-
gression or advantage. Significantly, system-
atic intelligence interest in other countries
or regions, unless somehow tied to Soviet is-
sues, was marginal at best. The former Soviet
Union was in many respects a very simple
intelligence problem, but it was one that re-
quired remarkably sophisticated capabilities
to manage. For example, during the height
of the Cold War, Strategic Air Command
headquarters employed some 1,500 intelli-
gence professionals, bolstered by unmatched
civilian depth and expertise within the De-
fense Intelligence Agency (DIA) to evaluate
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the Soviet nuclear arsenal. Similarly, the
Navy needed a robust anti-submarine war-
fare program to monitor the design and op-
eration of the Soviet submarines capable of
surprise attack. And the Army required thou-
sands of intelligence personnel scattered
across Europe as a critical force multiplier to
help NATO keep tabs on a numerically supe-
rior Soviet armored force.

But then came the great collapse. In the
span of a few short years, the world witnessed:

¥ the demise of communism in the Soviet
Union and Eastern Europe

¥ the dissolution of the Warsaw Pact

¥ the crumbling of the Soviet empire and
emergence of newly independent states

¥ the end of the Cold War with a dimin-
ished military challenge to the West

¥ war in the Middle East and subsequent
heavy American involvement in U.N.-sponsored
peace operations and humanitarian assistance in
Irag, Somalia, and the Balkans.

Realigned and Refocused
Intelligence unquestionably helped win
the Cold War by offsetting the imbalance be-
tween NATO and the Warsaw Pact. Yet by the
time that paradigm no longer

intelligence requirements applied, and before the West

to support battlefield

even had a chance to cele-
brate its victory, defense intel-

operations have become  jjgence moved on to more

simply mind-boggling

94

pressing matters. Primary
among them was modifying—
in some cases creating from
scratch—a structure that would enhance the
ability of the military intelligence commu-
nity to address the challenges of a different,
emerging, global military environment.

There are some who claim intelligence
never met a threat it did not like. A truer dic-
tum is that intelligence only reluctantly
gives up threats it knows best. Today’s
threats are different from yesterday’s and in
many respects considerably less predictable.
These uncertain threats—regional, low-in-
tensity conflict, terrorism, nuclear prolifera-
tion, and chemical and biological weapons—
have emerged as defense intelligence’s new
priorities. Equally important is supporting
the expanding involvement of military
forces in efforts to alleviate global stress
points, whether they involve the use of force
or the provision of assistance.
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The intelligence community is still re-
sponsible for providing the best possible in-
telligence on regional force capabilities,
plans, dispositions, and objectives. It also re-
tains the requirement to understand the
conflict environment, whether the mission
is containing aggression, keeping the peace,
or feeding the starving. In each case, mili-
tary intelligence must provide information
on the means of access to an operational
area, plus data on the terrain, climate, and
the cultural context in which the Armed
Forces will operate.

We should not be deluded, for even with
these course adjustments for defense intelli-
gence the task of providing support for force
application is neither easier nor simpler than
it was during the Cold War. In fact it is prob-
ably more difficult. For example, the devel-
opment of precision-guided “smart” weapons
has placed an untold strain on intelligence
resources. Operation Desert Storm offered
critical lessons regarding intelligence support
to sophisticated weapons. Among the most
critical was that such systems are voracious
consumers of intelligence. For instance, in
the past the identification of a specific tar-
geted building sufficed. Today precision de-
livery capabilities require further identifica-
tion—down to a particular room in that
targeted building. This increase in the level
of targeting detail demands exacting geo-po-
sitional data, near-real time imagery, and
fused all-source intelligence.

Even more, intelligence requirements to
support battlefield operations have become
simply mind-boggling, from collecting and
correlating battlefield activities to developing
target packages based on precision analysis,
and from assessing battle damage to relaying
assessments in near-real time to the opera-
tional commander. As a result, intelligence
simply must situate itself within the opera-
tional cycle rather than outside it. In other
words, the intelligence collection, produc-
tion, and dissemination cycle must be com-
pressed so that it fits within the operational
cycle for targeting to support strike and re-
strike operations. Also, as force moderniza-
tion and acquisition programs are focused on
fewer systems, comprehensive assessments of
projected conflict environments become crit-
ically important. In developing these assess-
ments intelligence must forecast both the na-
ture and focus of military conflict in the next
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twenty years with sufficient precision to de-
fine requirements for advanced weapons sys-
tems and force structure.

So defense intelligence faces a broad
spectrum of global geopolitical changes that
requires supporting new and increasingly
complex missions. The military intelligence
community is at the same time attempting
to manage the transition from its Cold War
posture to one ap-
propriate for the
new world disor-
der. This would
be a herculean
challenge in and
of itself. But in
addition defense
intelligence is em-
barking on this
transition in a pe-
riod marked by a
reduction in re-
sources which far
outstrips the annual increases required to
build capabilities in the first place. The fiscal
reality for intelligence is simple, yet stark—
its budget levels will soon approximate those
for 1982.

In the Defense Intelligence Agency
(DIA), for instance, actions are already under
way that will eliminate nearly 1,000 billets
by FY97. Throughout the General Defense
Intelligence Program (GDIP), for which the
DIA Director serves as manager and which
funds most military intelligence resources
supporting joint forces and defense acquisi-
tion, projected cuts will approach 5,000 bil-
lets by FY97. Along with these reductions
will go many of the capabilities developed in
another era to address another problem en-
tirely. The magnitude of programmed cuts—
and some advocate even larger reductions—
will leave intelligence with little flexibility to
devote resources to developing new capabili-
ties to counter future threats.

With the dual challenge of more mis-
sions and fewer resources, the military intel-
ligence community views increased joint-
ness as a potential solution. Specifically, the
military intelligence leadership is focusing
on embedding joint culture in all operations
and is continually searching for innovative

ways to align peacetime structures and activ-
ities to ease the transition to war. Defense in-
telligence is leveraging advances in automa-
tion, communications, and interactive video
not only to survive in this new world, but to
improve its ability to provide a high-quality
product to its customers.

In my ex-officio role as Director of Mili-
tary Intelligence, I have engaged and em-
powered military intelligence leadership to
fight this battle better. These leaders are
working together more than ever before to
solve the community’s most troublesome
problems and manage its activities coher-
ently and communally. They have devel-
oped a planning approach that permits iden-
tification of critical missions and supporting
intelligence functions required to meet
them, and established a methodology to ra-
tionally restructure the community during
this period of downsizing so that no essen-
tial capabilities are sacrificed along the way.

The Joint Environment

DIA began this process by institutional-
izing the functions of the Pentagon-based,
national-level Joint Intelligence Center (JIC)
which proved so valuable during the Gulf
War. Established in the aftermath of that
conflict, the National Military Joint Intelli-
gence Center (NMJIC) is a crisis-oriented,
multi-service, multi-agency intelligence
clearinghouse and tasking center which
forms the heart of timely intelligence sup-
port to national-level contingency opera-
tions. Assigned analysts and indications and
warning personnel monitor world trouble
spots and guide formation of intelligence
working groups to monitor events more
closely as situations intensify. These working
groups can be expanded into intelligence
task forces. DIA can also activate an Opera-
tional Intelligence Crisis Center in the De-
fense Intelligence Analysis Center (DIAC) at
Bolling Air Force Base, a move that allows
NM]JIC personnel to have rapid access to
DIA’s extensive analytic expertise.

After the Gulf War the current intelli-
gence functions of all service intelligence or-
ganizations were the first elements to be
consolidated in NMJIC. Later agencies such
as the National Security Agency and Central
Intelligence Agency also provided full-time
representatives to NMJIC. These elements
can be augmented easily and rapidly in
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large-scale crises that demand greater partici-
pation by community elements. Depending

upon the nature of the crisis, NMJIC can

also accommodate intelligence support from
other national-level agencies

mechanisms have been and departments, such as the
established to share
intelligence with crisis
centers supporting
the United Nations

Federal Bureau of Investigation
and Department of State.

With a staff arrayed both
functionally (for example, ter-
rorism or narcotics trafficking)
and regionally (on areas such as
the Middle East or Africa),
NMJIC hosts various intelligence working
groups and task forces formed to address
contingencies around the world. During ac-
tual crises, NMJIC serves as a clearinghouse
for all requests for national-level intelligence
information. Field elements forward intelli-
gence requirements to NMJIC where they
are either satisfied immediately using exist-
ing resources or farmed out to other agen-
cies, such as service intelligence organiza-
tions, for more detailed study. All responses
back to field elements are routed through
NMJIC.

Interface mechanisms have also been es-
tablished that allow NMJIC to share appropri-
ately sanitized intelligence information with
crisis centers supporting the United Nations
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and countries that have formed coalitions
with the United States.

In addition to permanently establishing
NMJIC following the Gulf War, DIA spear-
headed an effort to consolidate theater intel-
ligence assets into centers at major combat-
ant commands. These JICs have become
primary nodes for intelligence support to
CINCs. Through them, the analytic commu-
nity provides detailed intelligence analysis
against priority targets. Within them defense
intelligence has established a capability for
the daily monitoring of events throughout
each CINC’s area of responsibility. JICs per-
form similar functions for CINCs as NMJIC
does for elements in Washington. In com-
mands with worldwide missions JICs con-
centrate on tailoring and applying intelli-
gence for local use that is developed
primarily at national level. In commands
with specific regional responsibilities, JICs
possess full-up production capabilities as
well as collection assets to develop intelli-
gence concerning their areas of interest. This
information is frequently enhanced by intel-
ligence provided from the national level.

Critical to the success of these JICs is the
ability to process fused intelligence from
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multiple sources for theater battle manage-
ment, and then transmit it further down the
warfighting chain to tactical level. Accord-
ingly, the defense intelligence leadership is
promoting uniform standards for military
intelligence information and communica-
tions systems which link the national, the-
ater, and tactical levels. The foundation of
this process is the Joint Worldwide Intelli-
gence Communications System (JWICS) and
the Joint Deployable Intelligence Support
System (JDISS).

JWICS is a sensitive compartmented in-
formation (SCI)-secure, high-capacity, multi-
media communications system that offers
the military intelligence community a wide
range of capabilities, including a secure
video and audio service for both video tele-
casting and teleconferencing. The system
also provides conventional network services
for collaborative electronic publishing, the
electronic distribution of finished intelli-
gence, and tools to accommodate the trans-
fer of reference imagery, maps, and geodetic
materials, as well as other high-end graphics
products. DIA is using JWICS to broadcast its
innovative, daily, national-level, classified
intelligence updates. Officially designated
the Defense Intelligence Network, the sys-
tem is commonly called “classified CNN.”

JDISS, on the other hand, is a deployable
system that, when tied into JWICS, becomes
the interface between the military intelli-
gence community’s national and theater in-
telligence centers and subordinate tactical
commands. Essentially, it extends the na-
tional-level intelligence community’s reach
down to the lowest tactical level on the bat-
tlefield. JDISS offers such applications as word
processing, electronic mail, mapping, graph-
ics, electronic publishing, bulk transfer of
data, and a capability for direct analyst-to-an-
alyst conversation. JDISS users also have the
potential to access other important data bases
and applications throughout the system.

To illustrate how quickly advancing
technology and operational requirements
are pushing us let me cite a real-world JWICS
example. Originally, JWICS was planned for
introduction early in 1993. To validate the
concept, intelligence planners intended to
wire the system’s components at DIA ini-
tially and test them via experimental links to
the Navy’s intelligence complex in Suitland,
Maryland, and Atlantic Command com-
pound in Norfolk, Virginia. But a complica-
tion emerged. While preparations were
being made to install JWICS at Suitland and
Norfolk, the United States launched Opera-
tion Southern Watch with the intention of
prohibiting offensive Iraqi air operations
against the Kurdish minority located south
of 32 degrees North latitude. Having com-
mitted to this operation without even a frac-
tion of the massive infrastructure available
during Desert Storm, the defense intelli-
gence community found itself confronting
communications problems similar to those
identified repeatedly in lessons learned re-
ports following the Gulf War. Among them
were how to disseminate imagery in near-
real time, how to share data, and how to
communicate effectively with the JTF com-
mander in the region.

The community’s solution was to gam-
ble on technology and, instead of shipping
JWICS to Suitland and Norfolk, it was sent
to Riyadh, Saudi Arabia, where it worked ex-
actly as planned. JWICS facilitated the estab-
lishment of a 24-hour electronic window
through which NMJIC-based intelligence
watch officers could literally reach into the
JTF Joint Intelligence Center in Southwest
Asia, and vice versa. This JWICS link to U.S.
forces during subsequent strike operations in
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Iraq provided exceptional
mission planning support
and the best battle damage
assessment up to that time.
Since then JWICS has be-
come integral to all intelli-
gence support efforts, in-
cluding those for U.S. and
allied forces in places such
as the Balkans and Somalia.

This new architecture
provides a revolutionary ca-
pability for secure commu-
nications. For example,
some time ago I had discus-
sions with intelligence per-
sonnel on USS George Wash-
ington operating at sea using
the JWICS videolink in my
Pentagon office. The possi-
bilities of analyst-to-analyst,
national-to-tactical-level
communications are only
beginning to be realized.
Technology is providing the
capability to treat intelli-
gence as an integrated
whole, another fundamental
lesson of Desert Storm. Defense intelligence
will soon be able to provide a variety of prod-
ucts to support operating forces at virtually
any location for immediate application on
the battlefield. The early success of secure
communications systems demonstrates the
validity of advanced computer technology to
establish interactive intelligence connectivity
between National Command Authorities,
JICs at major warfighting commands, JTFs,
and ultimately tactical forces.

Restructuring DIA

The community leadership has been
working hard to develop a structure and ac-
companying processes to meet its new mis-
sion. Within DIA the restructuring efforts
went back to basics, and in what was the
most profound reorganization in the
agency’s 32-year history, we conceived at the
top but built from the bottom a new organi-
zation based on the traditional intelligence
constructs of collection, production, and in-
frastructure. Importantly, the new structure
was designed to serve as the institutional
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base for coherently managing military intel-
ligence. In the new DIA, five of its previous
nine directorate-size elements, plus other
subordinate offices, merged into three major
centers—namely, the National Military Intel-
ligence Collection Center (NMICC), the Pro-
duction Center (NMIPC), and the Systems
Center (NMISC)—each of which performs
critical functions.

¥ Collection Center. Manages all-source intel-
ligence collection, both acquiring and applying
collection resources to satisfy current and future
DOD requirements. The center also manages the
defense community’s entire spectrum of Human
Resource Intelligence (HUMINT) programs, and
the Measurement and Signature Intelligence pro-
gram. Finally, NMICC controls the Defense At-
taché System which has personnel posted in one
hundred countries.

¥ Production Center. Produces or manages
production of military intelligence for DOD and
non-DOD agencies. For instance, the center pro-
duces all-source, finished intelligence concerning
transnational military threats; regional defense;
combat support issues; the weaponry, doctrine,
and combat capabilities of foreign militaries; for-
eign military-related medical advances; and for-
eign nuclear, chemical, and biological weapons
developments. Both the Missile and Space Intelli-
gence Center at Huntsville, Alabama, and the
Armed Forces Medical Intelligence Center at Fort
Detrick, Maryland, are now part of this center
within DIA.

¥ Systems Center. Computer/automated data
processing (ADP) nerve center which provides in-
formation services and support to DIA and other
agencies in the national intelligence community.
These services include ADP support, communica-
tions, engineering and maintenance, information
systems security, imagery and photo processing,
and publication and dissemination of intelligence
reference products.

Military Intelligence Board

Throughout this reorganization 1 have
been aided immensely by the Military Intel-
ligence Board (MIB) which is composed of
the service intelligence chiefs; Director for
Intelligence (J-2), Joint Staff; Deputy Assis-
tant Secretary of Defense for Intelligence; Di-
rector of the Central Imagery Office; Associ-
ate Deputy Director for Operations at NSA;
and other senior DOD officials. I chair MIB
in my capacity as the Director of Military In-
telligence (DMI), which is distinct from my
role as the Director, DIA.



MIB proved its worth during the Gulf
War when it played a critical role in foster-
ing greater cooperation within the military
intelligence community. Since that time MIB
has met virtually every week and provided a
forum for senior community leaders to over-
see program development, review integrated
programs and budgets, resolve program-
matic issues of mutual concern, and deal
with substantive intelligence matters.

As this modus operandi
matures, we envision em-
powering the service intelli-
gence chiefs as Deputy
Directors of Military Intelli-
gence. In this way, they will

intelligence data no longer
bypasses CINCs as it flows
from national level to
service elements

acquire recognized responsi-
bility and authority to assist
in the management of military intelligence
as an integrated community for their respec-
tive warfare areas.

These reorganization efforts, coupled
with a rethinking of the way defense intelli-
gence does business, meshes well with the
new combat construct for regional contin-
gencies that has emerged recently. At the top
of what Pacific Command calls the theater
“two-tiered warfighting model” is the uni-
fied command which monitors the regional
military situation and provides direction as
well as strategic and operational focus for
forces in the theater. It also maintains com-
batant command over associated JTFs. Be-
neath the unified command are service com-
ponents that provide forces and sustain
logistics for the theater, and JTFs which co-
ordinate activities of the combat forces and
provide direction to tactical forces.

To reiterate, intelligence data no longer
bypass CINCs as it flows from national level
to service elements in the field. National-
level intelligence activities are centralized in
NM]JIC where service and intelligence com-
munity representatives are consolidated.
Data funneled via NMJIC flows in turn
through unified command JICs and on to
JTFs, which significantly have subordinate to
them not individual Army, Navy, Marine
Corps, and Air Force components, but land,
sea, air, and special operations forces.

Achieving this level of jointness in
peacetime has not been without its share of
confusion. Likewise, overlaying this struc-
ture with a corresponding, complementary
template for intelligence support—and then

making it reality by applying appropriate
high-technology and providing a solid orga-
nizational underpinning—has also presented
a challenge. As we learned in restructuring
DIA, the concept was simple, but the devil
was in the details. But this was clearly a con-
cept whose time had come. The challenges
to joint military intelligence today are much
different from those of the Cold War years.
The community’s responses have also been
different. In short, we have returned to the
basics of intelligence, and in doing so I be-
lieve we have fundamentally changed our
ways for the better. Most importantly the or-
ganizational structures are sufficiently flexi-
ble to sustain military intelligence into the
next century. To harken back to Baron
Rutherford, we in defense intelligence have
not only begun to think, we have begun to
act as well. JR
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2 Defenise Intelitgence in a Changing Envtronment

are followed by analyses of the new tasks faced by defense
Intetligence from a Defense Department perspective by Captain
Larry Seaquist, USN. Captain Williarn Walis, USN and Major
Lynwood Metts, USAF (US Pacific Command) and Ed Quam (US
-European Command) define their Command's responses to thelr

. Intelligence challenges. The issue also deals with Important
‘substantive 1ssues with essays on tactical In telligence by former

Director of Central Intelligence Wiiliam Cotby and indicatlons

. and wamIng by Russetl Swenson. .

Subsequent jssues of the DL/ will deal with important
substantive themes such as FEthnic Conflict (fall 1892),
accompanied by Important contributions from practitioners and
academics. We strongly encourage contributions of scholarly
articles for constderation. : ‘

Each issue .will also Include tmportant arlicles on
curriculum ssues as well as book reviews and intelligetice-

" related documents. Of major Interest to the corununity 1s a

sectlon devoted to Community Notes to. inform Community

- professionals of events in the Defense Intelligence Community.:

The DXJ is an important and bold step for the Defense
Intelligence College - Foundation, It represents a major
contribution to the Community in Its efforts to define the
profession of Defense Intelligence and dicectly supports the
Defense Intelligence College’s effort to assume a central role In
the academ!c enterprise of defense Intelligence. As co-editors, we
remain responsible for the content of the DILJ. We gratefully
acknowledge the strong backihg recejved from the Foundation's
Board of Directors whose support represents thelr collectlve
personal commitment to a stronger and more professionalized
Defense Intelligence Community. We also acknowledge the

-support of an outstanding Editorlat Advisory Board which

provides an important souiiding board and ensures the
professionalism of the Journal. The  DIJ would not have
succeeded without the willingness of ouc Inaugural Issue
authors to provide us with tmporiant and provocative essays.

‘Flnally, we appreciate the efforts of a small staff of

extraordinarily dedicated individuals who undertaok this effort

on lheir own Hime, without government support or financial
gain, '

the debate confronting the United States in the decade ahead
and we look forward to your support In making the DLJ a
success.

We belleve that the DIJ.makes an fmportant contribution to

Defense Intelligence Jowrnal 1{1992),3-16

Defense Intelligence Reorgénization
and Challenges

Lt Gen James R. Clapper, Jr., USAF

The Defense Intelligence Agency (DIA) enters its fourth decade
of service to the nation facing a daunting armay of challenges

- from all quarters of the multipolar world that has emerged over

the fast three years. But It faces these challenges armed with a
powerful, new mandate for actlon conferred upon DIA tn tandemn
by the Secretary of Defense and the US Congress.

This mandate, contained in Secretlary of Defense Dick
Cheney’s 1991 guldance on the reorganization of defense
intelligence, and in the language of the Natlonal Defense
Authorization Act for FY 92/93 signed by President Bush In
December 1991, acknowledges DIA as the natlon’s preeminent
producer of military intelligence. The Secretary's plan and the
Congressional language also explicitly assign DIA a significantly

" expanded role In the management and oversight of key

Depértmént of Defense (DoD) Intelligence activities.
With these actions, DIA has gained the authority to exercise
fully Its founding charter, which in October 1961 called faor the

- new DIA "to obtaln unity of effort among all components of the.

DoD in developing military intelligence and a strengthening of
the overall capacity of thie DoD for the callection, productton,
and dissemination of intelligence Information.” That charter
further set for DIA the objectives. "of obtalning a more eficient

. allocation of scarce Intelligence resources, more effective

management of all DoD Intelligence activities, and the
elimination of all duplicating facillties, organizations, and tasks.”

The vicws cxatalnied In Lhis article are thoee of the aulhoe and should nol be Interpreted as
representing the official palicy of the Defense Intelligence Agency or the US Government.
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Although the words were written in 1961, DIA's charter ls
on-target today. The viston of that charter, more than ever,
prescribes the struciural and procedural changes that must be

made to enable defense Inteligence to meet the challenges of the
21st century. :

The New Wearld Order

Preclpitating the sweeping reorganizations that defense
intelligence in particular, and much of the DoD In general, is
presently undergoing Is the emergence of a "new world order.”

There is no question today's world is fundamentatly different
f[rom yesterday's. Three years ago, superpower rivalry or a
bipolar balance of power characterized the world with the United
‘States and the member countries of the North Atlantic Treaty
Organization (NATO) arrayed across Western Europe In an often
tense slandoff againsi the Soviet Union and its Warsaw Pact
allles. Today, following the demise of the Communlst-controlled
govemments of Eastern Europe, the abandonment of the
Warsaw Pact alllance, the collapse of the Soviet Unlon, and the
rise of insurgency and instability, a muttipolar world now exists.

As the decade of the 1980s drew to a close, the United
States witnessed the precipltous decline of its long-standing,
princlpal geopolitical adversary, and with it, more than 40 years
of sustained, international Cotd War tensfon. Richard J. Kerr, as
Acting Director of the Central Intelligence Agency, deseribed the
impact of the multipolar world’s creatfon on intelligence when he
told a group of retired Intelligence officers in October 1991: "Life
was simpler when the Soviet threat was greater. We had an
enerny that we understood. Now, US Inlelligence faces a

country-by-country reassessment of American interests, a task A

complicated by the emergence of ethnic and fndigenous strife in
areas once gripped by East-West tension."

Now Is not thie time to dismantle, or to degrade measurably, .

our national 'Inielligence apparatus. Senfor pollcymakers
recognize the criticality of Intelligence. In 1955, six years before
DIA'’s establishment, a comrnisslon headed by former President
Herbert Hoover published a report on the countty's defense
posture that sald: “In a troubled world where so many forces
and jdeologles work at cross purposes, the fate of the natton
may well rest ori accurate and complete intelligence data.”

)

Lt Gen James R. Clapper, Jr., USAF 5

More than 35 years later, in November 1991, President
George Bush sald at the swearing-in ceremony for Robert Gates
as Director of Central Intelligence {DCI): "Our world without the
Cold War confrontation is a safer world, but it s no Garden of
Eden, [and] intelligence remains our baslc national instrument

" for anticlpating danger, [be it] military, polilical [or] economle.
" Intelligence is and always will be our first line of defense.”

New Challenges

" Alongthis “fiest line of defense,” Intelligence will nkély encounter

challenges that differ substantially from those assocfated with

the Cold War standoff, At DIA, we anticipate that International

relations during the remainder of this century will be heavily
influenced by transnational Issues such as weapons

proliferation, narcotics trafficking, terrorism, insurgency,

econcmic Insolvency, arms conirol and monitoring activitles, as

well as various manifestations of low-intensity conflict.

- This Is not to say Intelligence Interest in the fortner Soviet
Union has disappeared, or that st will vanish soon. To the
conirary, despite tremendous internal politlical and economlc
upheaval, the former USSR retains a robust strategic nuclear
force. Defense intelligence cannot afford to lose sight of these
strategic capabilitles. . .

Mr. Gates, the new DCI, reaflirmed this in early December
of last year when, in his ficst public address following his
conflrmation, he announced "an unprecedented eflort to gather
Information from throughout the lands of the formner Soviet
Union to reassess the polltical, economi¢, social and milltary
reality” of that region of the world. In addition, he revealed the
Intelligence Community’s inientlon to produce "an un-
precedented ten national intelligerice estimates on developments
iIn what was the Soviet Unlon in an eflort to help our
policymakers understand what 1s happening there and what
may happen, eéspecially in coming months.” . ‘

Mr. Gates also noted the determination of Intelligence
agencies to concentrate on “other challenges to peace, ta
intermational order and, thus, to us,” emanating from "beyond
the borders of Russia and the newly sovereign republics.” He
was referring, of course, to those transnational Issues likely to
arise at the low-intensity end of the speclrum of confltct.
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The recent upsurge In narcotics traficking and the
subsequent heavy Involvement of the military In countering it,
and in assisting other agencles and: other countries {n

countering It, demonstrate how enigmatic and highly dynamic

such transnational issues can be. I expect we will be challenged
more often, and perhaps more foreefully, in these areas.

That we must be better prépared §s certaln, .because
collection against these targets ‘invariably poses new and
different challenges for intelligence. In this low-$ntensity realm,

largels are much more eluslve and tess vulnerable to normal -

collection means.

As a result, although unprecedented numbers of ndicalors

of Instability exist, understanding them requires intelligence
analysts to engage In a form of Intense, fine-grained analysis
that is, by definitlon, anecdotal, longer-term, more difficuit to,
accompllsh, and extremely manpower-intenstve. Moreover, with
so many low-intensity threats arislng in so many different
locatlons (often simultaneously) collection prioritltes aré not
established easily. This difficulty In changing the traditional

orlentation of Intelligence collection resources means that a -

majority will remain orlented toward targets §n the mid- to high-
intens{ty environment, . : .
Nonetheless, requirements emanating from the low-fniensity
end of the spectram -contlnue a steady increase. This
hamstrings intelligence collection managers who must assign an
already stretched body of resources to caver a whole serles of
protracted instability problems not knowing when, if, or which

of these hot spots will flare to-a level sufficient to require the:

commitment of US and/or allied forces. Consequently, collection
managers ensure coverage initially for ctearly Identified strategic
priorities, while simultaneously pPreparing analysis for sudden

surges of support necessary to confront whatever reglonal

instabliity or crists develops. .

Operations DESERT SHIELD/DESERT STORM

Defense Intelligence faced such a c}iauenge during the summer

of 1990. To DIA’s credit, Its anajysts and collection managers
recognized an increasing potenttal for conflict in the Perslan
Gulf reglon. In fact, sources had detecled Indications of possible
hostile Iraql moves In the reglon as early as the middle of 1989
and Intensifled coverage of the area, s :

Lt Gen James R. Clapper, Jr., USAF 7

. As concern about Iraqgi activities rose steadily through late
April 1990, the US Central Command . (CENTCOM) began
drawing more and more heavily on defense intelligence to
intensify its focus on potentlal Iraq! aggresstion. This defense

Intelligence-CENTCOM relationship, so critical to operations that

would commence with DESERT SHIELD, was not pleced
together haphazardly as Iragl troops massed on Kuwalit's
borders. Rather, DIA’s Haks with CENTCOM dale back to the
formative days when DIA became one of the first national-level
agencies {0 asslgn a permanent representative {o the Command.

-In 1985, a DIA-staffed; all-source Intelligence branch also was

created at CENTCOM. In November 1989, DIA published a
Defense Intelligence Brief that outlined the Iraqi milltary threat
to the Gulf States and épecifically discussed an Iraql invasion of
‘Kuwalt. CENTCOM later used this paper as the basls for its

- Command Post Exercise, INTERNAL LOOK 90, in which the

CENTCOM staff war-gamed events that occurred. _

- Thesitvallon deterlorated raptdly inJuly 1990. On the 20th, -
at the JCS-J3's request, DIA preduced its first Iraqi contingency
largeting list, 12 days before the invasion, and the Joint Staff
forwarded this list to CENTCOM. This target list subsequently

‘became the nucleus of the CENTCOM-generated target list, and

represented only one phase of DIA's intensive inteltigence
support to targeting, On July 22, DIA activated its Iragi Reglonal
Intelligence Working Group In the Pentagon. DIA's surge of
support coluctded roughly with the Working Group's formatfon.
Integral to this surge was an expanded number of highly
significant reports generated by DIA's Defense Attache System
(DAS) and other human intelligence (HUMINT) collectors. By.’
March 1991, more than 80 DAS statfons around the globe had
produced more than 11,000 reports on such critical, crisis- .
related loplcs as Iraq’s efforts to obtain sensitive military

technology and to circumvent the United Nati ons-imposed arms

and economic embargoes.
. Relying primarily on the earllest reporting frorn this network,
DIA was able to issue a specific, unambiguous warning to DoD .
offictals more than a week before Iraq's tnvasion of Kuwait that
Saddarn Husseln's forces had achieved the capablilty to invade -
with no warning. Several hours before the actual attack began
on August 2, 1990, DIA issued a clear wamlng of irminent
invaslon, .

© On the evening of August 1, 1990, the. Iragl Regional
Intelligence Working Group transitioned into the 24 hour-a-day
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Iraql Intelligence Task Force {ITF). Collocated with DIA's
National Military Intelligence Center (NMIC), the ITF quickly
became the focal polnt for all requests for national-level
intelligence support and, during the crisis, acted on more than
5,200 such requests. It channeled back to requesters answers
as slmple as single-paragraph analyses, or as complex as
detalled studies reproduced in hundreds of coples and delivered
by speclal courlers. Some of these studles, for example, helped
CENTCOM determine its most advantageous ‘avenues of
approach Into Iraq and the location of Iraqt minefletds and other
obstacles. A ‘

At the same {ime, DIA greatly expanded its Operational
Intelligence Crisls Center (OICC) in the Defense Intelligence

- Analysls Center (DIAC) at Bolling Air Force Base. The OICC

operated 24 hours a day, was staffed by up to 80 people per
shift, and- ultimately answered nearly three-quarters .of all

-requests for intelligence Information sent to the ITF,

Throughout August, the requirement for national-level
Intelligence support grew significantly. As a result, on 2
September 1990, DIA took the unprecedented step of creating a
JolntIntelligence Center (JIC) subardinate to the ITF. Composed
of order-of-battle teams with manning from DIA, each of the
services, and the Natfonal Security Agency (NSA), the JIC
Itkewise operated around the clock in an all-source intelligence
fuslon effort of the likes never before attempted. The JIC fused
slgnals and human Intelligence, lmagery, and data from all

_other sources to produce situatlonat reports that focused on a

narrow, 72-hour period: the present day, the day before, and the
day after.- Simultaneously, spectal JIC Pproduction elements
concentrated on SCUD missile targeting, targeting against Iraqgl

command, contro}, and communications assets, and other

unique operational requirements. '
Moreover, to assist DoD components in valldating and

satlsfying operational Inteiligence collection requirements, DIA -

activated a round-the-clock crisls collection management team,
amove that presaged DIA's appolntment as "executive agent” for
imagery collection within the nationat Intelligence Community,
This unprecedented Jevel of tasidng control over national assets,
backed by DIA's strengthened relationship with CENTCOM,
helped ensure crisis-related operational imagery requtrements
recelved priority coverage. .

DIA also moved to imprave Intelligence-related

communications with the theater. During the DESERT SHIELD

J
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bulldup, DIA constituted and trained elght new. National Military
Intelligence Suppert Teams (NMISTs) to augment the three
teams already in existence. Of the eleven, nine were eventually
deployed to corps and component level in {he Persian Gulf, and
In a clear acknowledgment of thefr importance, NMISTs were
included as part of the first contingent of US units to arrive in
the reglon. These self-contalned teams provided the first secure-
volce link to the Gulf, as well as the capability to transmit

. rapldly and recetve Intelligence-related text, imagery data, and

facsimile material. DESERT SHIELD/STORM NMISTS processed |
nearly 2,700 requests for information through the end of
February 1991. By way of comparison, stmilar teams deployed
in supporting roles during Operation JUST CAUSE in Panama
in December 1989 processed 166 requests for Inforrnation
during that operatlon.

Through a serles of innovative communications pathways,
DIA also connected theater-based collection managers with the
national-level network of imagery data bases, a link that
provided direct, real-time accéss to natlonat products and
lnformation, ‘ '

In a related action, DIA designed, tested, and operated an
all-source bomb damage assessment (BDA) system that
employed a hotline between the national and theater levels. With
this system, DIA provided rapid feedback to strike plianners at
CENTCOM and Central Alr Forces (CENTAF) on previous
bomblng runs to assist In planning subsequent strikes. These
all-source BDAs proved especlally valuable in refining strategic
targeting and in assessing the effect of the stralegic alr
canipaign, - ' '

By lhe end of 1990, a rudimentary, yet fairly eficient,

‘ himggty delivery capability had been established in theater. For

the first time ever §n a crisis seting, tmagery was being made

.available on a near real-time basts. A joint Imagery production

complex also was set up that provided theater-controtled
reconnalssance elements with hard-copy photographic repro-
duction support. Also collocated at this complex was a
mulliservice, multinational imagery Interpretation factlity that
produced and disseminated over 50,000 photographlc products
during the crisis from over 1 million feet of film’ that passed
through its assoclated photo lab.

However, DIA's ability to pinpoint target sites that were part
of Imaq's chemical, biolagical, and nuclear ‘Weapons programs
involved much more than imagery. In particular, the
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comprehensive knowledge of these targets that DIA analysts
developed over the years was primarily responsible for the
Umely, accurate assessments of them and DIA's strong
capability to analyze damage to facilittes.

" An additional, highly successful effort came in the foreign
materiel area where, prior to DESERT STORM, defense
intelligence was able to acquire or gain access to- many items of
equipment stmilar to those sold to Iraq. Studying these items
enabled US and coalition forces to modify weapons, tactics, and
plans to maximize allled performance and_(ncrease Iragi
vulnerabtlity. : : . _

Back in Washington, terrorisin recelved special emphasis in

DiA’'s expanded Terrorist Threat Analysls Section, which was
augmented by two US Army Reserve Military Intelligence
Detachments (MIDs). A Prisoner of War/Missing In Actlon
(POW/MIA) Center also was created that tracked coalltion
personnel who were captured or declared missing as well as the
leam of Journalists captured early In the war, _ .

Yet even these many Intelligence successes only touch the
surface of the overall defense intelligence effort on behalf of the

~deployed forces. In DIA alone, over 2,000 personsnel ultimately

were commitied full-time to the war effort, fncluding nearly 100
actlually deployed to the theater to provide CENTCOM with
critically needed expertise in such areas as explosive ordnance
disposal, land and sea mines, and SCUD misslle performance
characteristics, modifications, and vulnerabitlities.
Throughout the period of DESERT SHBIELD/DESERT
STORM, reservists played a vital rote fn DIA. Over 50 Individual
Mobilization Augmentees (MAs) and three MIDs were mobilized,
adding directly to DIA's manpower supporting the war effort.

These reservists brought to bear a wide spectrum of intelligence

expertise, ) :
During the crisis and conflict, DIA elements also:

- Processed and disserninated over 500,000 custornize
photographs; o .

- Published over 41,000 aperational stippert products;

- Devised and managed a speclal Defense Courler Service
program that enabled delivery to the theater of hard-copy
intelligence preducts In 96 hours or less, and that moved nearly
215 tons of this material during the crisls;

- Successfully deployed to a forward location, for the first
time, elements of the speclalized dala transmission system
known as DODIIS, or the DoD Intelligence Information Systermn;

Lt Gen James R. Clapper, Jr., USA:s - 11

- Also for the first time during a conflict, provided to the
theater daily updates numbering in the hundreds of thousands
for order-of-battle and facilities data bases; and :

- Deployed speclal teams to the theater to assist CENTCOM
personnel in developing their communications architeclure.

The Persian Gulf crists indeed tested the mettle of DIA and
the Defense Intelligence Community. Here, for the ficst time {n
decades, the United States faced a significant threat, over a. -
broad area, with only a llmited military Infrastructure and
minimal cormmand, control, and communications assets in the
region. The challenges were many, but we met them all.

Incten@ Responsibility for DIA

DIA's superb perforrnance left léatlng mipressloﬁs where they

~mattered most. Within four months of the war's concluston, DIA

recelved its second DoD Joint Meritorious Unit award in the last
five years for "the sustained, vital role” played during Operations -
DESERT SHIELD and DESERT STORM by DIA personnel who
"contributed with great distinction to the -coalltion victory."
Almost simultaneously, DIA received a National Inteligence
Meritorious Unit Cltatlon from the Director of Central
Intelligence in recognition of "Its extraordinary perforrnance” In
providing "consistently outstanding, dedlcated intelligence to the
Natiorial Command Authorittes and field commanders
throughout the crisis in the Middle East.” These unit awards, of

. course, were in addition to hundreds of Indlvidual awards

presented to DIA personnel both during and after the war.
_In a mid-June 1991 ceremony during which he formally
presented DIA with its Joint Meritorious Unit Award, General
Colin L. Powell, Chalitnan of the Jolnt Chiefs of Staff, sald:
“Your effort, and that of your sister intelligence agencies In the
Intelligence Community, will go into the history books . , . as
representing a new level of expertise, 'a mnew tevel of
professionalism and proficiency In the conduct of war."
Throughout the Defense Department and the Congress at
this time, intelligence was recognized as a slgnificant force
multiplier that contributed greatly to the coalition victory in the
war and the speed with which it was achleved. Yet even before
the war ~concluded, Secretary Cheney had begun moving
aggresslvely to reorganize defense intelligence to address the
rapldly changing nature of the worldiide military threat, as well
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a8 the certainty of increased DoD-wide budget austerity. As part
of this reorganization, he directed the shifting of additional
intelligence program management responsibilities to DIA.

This across-the-board restructuring of defense intelligence
functions and assets In early 1991 envisloned a reconfiguration
of DIA to emphasize DIA's intelligence management rale, as well
as "quallty analysis, production and reporting of strategically
Imporlant intelligence." :
~ Secretary Cheney’s reorganization guldance also gave DIA
addltional responsibilities for managing DoD-wide Intelligence
activitles, principally In production, sclentific and technical
(S&T) Intelligence, weapons acquisiilon support, fmagery
activities, and HUMINT. As part of its new responsibilities, DIA

. was directed to manage all defense intelligence production

worldwide, to operate a centralized current intelligence reportng
system, and to oversee the global indicatlons and waming
system. DIA also was asked to explore establishing a centralized
system for the procurement of specialized supples and

- equipment for defense Intelligence, and to develop standards for

defense Intelligence automated data pracessing (ADP) and
communications systems and actvities. S :

Asa flrst step toward implementing the Secretary’s directive,
DIA's leadership conducted a top-to-bottom review of Its
missicns, functions, and structure. This review [aclored in the
new tasks and responsibilities anticipated under a restructured
defense intelligence apparatus. It led directly to the internal
reorganization completed last October. This tailoring brought a
serles of changes that have clearly left DIA much beiter
structured to meet the challenges of a rap!dly changing world.
DIA’s Internal reorganization accomplished the following:
civillanized the Deputy Director's position; eliminated the

Executive Director’s slot; created a new, civilan Command
Element position for a Chief of Staff; and reduced the number

of dlrectorates from elght to six.

As we Oinished the reorganization plaﬁ. we began shiftlﬂg '

DIA assets into Intelligence pragram management areas, all the
while preserving DIA's traditlonal, primary focus on inteliigence
production. Presently, moves are under way to distribute
increasing numbers of operational-level intelligence production
tasks to the newly evolving Joint Intelligence Centers at the
Unifled and Specified (U&S) Commands. Tasks to be distributed
include those assoclated with malntalning order-of-battle and

related facility data bases, and performing capablilitlies’
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assessments of forelgn military forces. Yet even as we increase
oversight in this area, we continue to sharpen DIA's focus on the
production of strategic-level assessments In support of national
Policy formulation and operational-level planning.

DIA also has begun- (o assume an enhanced role In
managing production at the service-aflillated S&T centers and
Is strengthening its support to the weapons acquisition process, |
The future should see furlher Increases in DIA’s Involvement in

-~ the review and validation of Service-generated Systems Threat

Assessment Reports (STARS) for major weapons systems and
the valldation of data bases the services use to prepare these

- reports. Finally, in (he HUMINT acea, I will provide, in my role

as the DoD HUMINT Progcam Manager, an enhanced level of
planning, execution, and evaluation In this critical DoD missfon
area, :

The Raole of Congress _

As Secretary Ch@ney’s_plan for the restnucturing of defense:

“intelligence was betng implemented, Congress also was drafting

legislation that would directly affect DIA by ‘Infusing It with
considerably expanded responsibiiities. In language fromi the
Senate report on this year's Nattonal Defense Authorization Act,
Congress sald that, among other things, it wanted to
“strengthien Jolnt Intelligence support to the combatant
commands, ensure that intelligence priorities reflectfed] the
changed security environrent, and Improve the responsiveness
and utility ol national Intelligence systems and organizations to
the needs of the combatant cornmanders.” .

Acting on DIA’s outstanding performance during Operaticns
DESERT. SHIELD and DESERT STORM, Congress included -
tanguage In the Defense Authorization Act that reinforced DIA's
role as a combat support agency and conferred upon it a clear
charter for leadership tn defense intelligence. FuMilling. this
energetic Congressional mandate at the same time DIA {s
meeting the guldelines of the Secrelary of . Defense’s
reorgantzation directive has become the centerplece of my
agenda during my first year at DIA., ‘

In many respects, this legislation represents a Goldwater-
Nichols Act for Intelligence. Princlpally, it restates DIA's chagter
to provide intelligence and Intetligence support to the Secretary
of Defense, the Chairman of the Joint Chiefs of Staff, the-
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commanders of the U&S combatant commands, and the
Director of Central Intelligence. Unspoken, but no less
important, {s DIA’s role as part of the national Intelligence

Community to provide Intelligence support to national.
‘declslonmakers and the members of Congress. Further, the

legistation placed DIA under the “authority, directfon and
control” of the Secretary of Defense. '

The legislation directed another important change, this one
in the management of the General Defense Intelligence Program
(GDIP). The GDIP is that portion of the larger Nallonal Forelgn
Intelligence Program (NFIP) dedicated primarily to providing

intelligence for operating forces, except those associated with

purely tactical intelligence units and forces. Speclflcally,
Congress restored DIA managership of the GDIP. Further,

Congress altered the GDIP's basic management structure, Under

the legislation, DIA was directed to assign its functlonal
managers addlUional roles and authoritles to guarantee their

substantial participation in the preparation, review, approval, '

and supervision of GDIP budgets and programs within - thelr
areas. What this means is that instead of bullding the GDIP
along purely Service and Defense agency Iines as happened In

the past, programs will now be developed along functional iines.

This will allow consideration of Intelligence production, for
example, from a total capablilities measure of effectiveness, and
will infuse the program management effort with a Joint
perspective it did not have previously. : :

. Other important aspects of this legistatlon confer upon DIA

alarger role in S&T matters. Specifically, Congress directed that _
both the Armed Forces Medlcal Intelligence Center (AFMIC) and

the Army's Misslle and Space. Intelligence Center {MSIC) be
turned into fleld production actlvitles of DIA by January 1,

1992. This was accomplished on schedule. We worked hard to .

ensure these actions occurred with as little disruption as

possible to center customers and a minimum amount of internal -

upheaval for the centers' work forces; and we were successful.
The legislation also ‘recommended that the research and

development and procurement funding for the remalning four

S&T Inteltigence centers be transferred to DIA.

The legisiation further enhanced management responsibllity
for iImagery exploitation, analysis, and dissemination on behalf
of the DoD. Congress, In drafting thts section of the legislation,
acknowledged DIA's existing respomsibility for functlonal
management of imagery within DoD. It asked, however, that DIA
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- sharpen its focus on personnel and training policles, and that

it develop and enforce standards for imagery exploitation,
analysis, and disseminatton.

DIA also received the authority to consolidate Washington,
D.C., area military Intelligence centers Into a JIC that DIA would
manage In its capacity as the intelligence staff activity of the
JCS Chalrman. This JIC, which will operate during peacetime
as well as crises, will be responslble for preparing current
intelligence assessments, ircluding those assoctated with
indications and warning. This new JIC was formally established
on March 1, 1992 when DIA's National Military Intelligence
Center was retitled the National Military Joint Intelligence
Center (NMJIC). : o

The Military Intelligence Board (MIB) s another very - -
important part of the changes now under way. As the Dizector
of DIA, I chair the MIB, which Is composed of the service

.Intelligence chlefs; the Director, NSA; and other Invited officials,

The MIB came Into ils own dQuring DESERT SHIELD -and
DESERT STORM when It met much more regularly than it had
in the past and became an active working group that
orchestrated all types of Intelligence support. An fmportant
addltion to the MIB during the war was the JCS J6. The MIB

- was successful in attacking problems along the sometimes 1il-

defined seams of Intelligence’s national and tactical levels. This
group will be strengthened even more In the months ahead to

" serve as the mililary Intelligence-Community’s sentor board of

directors,

Meeting the Challenges

Handling these new responsibilities, while maintaining DIA's

high production standards and volume, will require a renewed
-commitrient from the total DIA work force. But DIA's personnel
. always have been, and remaln, our maést important resource,

and their worth was evident during the war when they showed
what can be accomplished through a totally dedicated effort. In
this regard, I intend to focus heavily on preserving and fostering
a DIA-wide personnel structure commensurate with the
missions DIA has now been assigned. To do otherwlse would
seriously neglect the very element that has’ sustained DIA
through its first three decades and will bring 1t further success
In the future. ' -
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Today, DIA stands better prepared than at any time in Is
history to confront the challenges of this turbulent, changing
warld. Thanks lo the foresight of Secretary Cheney and the US
Congress, we will soon have at] the tools necessary to meet any
future challenge. We will place these tools In the hands of proud

professionals who are both anxious to implement DIA's renewed -

intelligence charter, and who rematn, in the words of its motto,
"Comunitted to excellence in defense of the nation.”

Defense Intelligence Jowmnal 1{1992),17-29

Rethinking US Intelligence

Senator David L. Boren

Overviqw of Bill 8, 2198

On February 5, 1992, I Introduced a bill, S. 2198, entitled the
"Intelligence Reorganization Act of 1992,* which proposes a
dramatic restructuring of the US Intelligence Community.
Chatrman McCurdy of the House Permanent Select Cominittee
on Intelligence introduced a companion bill, '

Creation d‘ @ New Director of National Intelligence. Ameng
other things, the bill would create a new Director of Natlonal

Intelligence (DNJ) to coordinate US Intelligence activitles, to

serve as the President's principal intelligence adviser, and to

provide operational supervision of the Central Intelligence
Agency. In additlon, the DNI would serve as a nonvoting -
particlpant in the National Security Council. Existing law does’

not provide any explicit role for the DCI.

The DNI's responsibilities for the Intelligence Community
itself remain similar to those under the existing Executive
Order, but with a few significant additions. For exarnple, the bill
would make the DNI expressly responstble for approving the
acquisition of overhead reconnalssance systems to support bolh
signals intelligence and fmagery collecHon. The bilf also would
require the DNJ to establish an independent office to evaluate

- the performance of the Intelligence Community, as well as
- require him to establish a_permanent office to provide warmlng

to policymakers and support in crises. Under this bill, the
existing Intelligence Community Staff would be formaliy
abolished and its functlons assumed by the new deputy or
othenwise be apportioned pursuant to the blil. '

The bill also would conslderably enhance: the DNi's'

authoritles with respect to the Intelligence Community,

17
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ANALYSIS

Critical Security Dominates
Information Warfare Moves

By LTGen. James R. Clapper, Jr., USAF, and
LTC Eben H. Trevino, Jr., USAF

nformation warfare evolved from the ability of com-

puters and communications equipment to influence

the outcome of any event or scenario. As these sys-

tems flourish and become more capable, reliance on
them will increase proportionately. This reliance repre-
sents a powerful tool—and a potentially fatal vulnerabili-
ty—to the war fighter.

While information warfare will play an increasingly
important role in future conflicts, neither a national defini-
tion nor a strategy exists to capture the concept accurately.
Most definitions characterize information warfare rather
than define it.

A number of organizations in the Defense Department
are working toward similar information warfare objectives.
The overall effort, however, lacks cohesive organization. It
nceds a set of common, deconflicted and specifically
defined objectives. The theory and practice of information
warfare must be fused into a coherent and meaningful pic-
ture to avoid diversion.

One Defense Department directive states that information
warfare applies to both the information being processed and
the information systems performing this processing in sup-
port of military operations. This effort establishes the policy
and assigns responsibilities regarding information warfare,
but it does not define it.

The closest description of information warfare might be
found in the definition of command and control warfare. A
memorandum of policy from the Chairman of the Joint
Chiefs of Staff describes command and control warfare as a
joint war fighting strategy that integrates the concepts of
operations security, deception, psychological operations,
electronic warfare and the traditional combat role of physi-
cal destruction. Command and control warfare’s objectives
are achieved by influencing, degrading, denying or destroy-
ing an adversary's command and control capabilities. An
equally important element of the concept is its defensive
nature—the protection of command and control capabilities
via operational security, deception operations and protec-
tion measures built into information systems.

Information warfare means different things to different
people. For some, it is all about communications and the
predominant and leading role held by those in communica-
tions-based military business areas. To others, it is about
computers, networking and leadership. One participant at a
recent conference on information warfare characterized it as
an “intelligence-intensive business, where intelligence serves
as the foundation.” Others at the conference did not even
mention the role of intelligence. The only thing cveryone
seems 10 agree on is that information warfare is very impor-
tant. Dr. David Signori, deputy director, Defense Information

SIGNAL, MARCH 1995

Systems Agency, explains the concept by saying that infor-
mation warfare exists at the convergence of intelligence,
mission support activities and command and control.

While no definitive description or definition of informa-
tion warfare exists, each of the services has its own defini-
tion; none are exactly alike; and all are similar, according to
officials at the National Defense University’s new School of
Information Warfare and Strategy.

The university’s program stresses that information war-
fare is the sum of many things: electronic warfare, psycho-
logical operations, deception, intelligence, reconnaissance
and surveillance. Information warfare consists of under-
standing an adversary’s information flow. The resulting
knowledge enables effective force application against the
enemy’s information links to increase friction, uncertainty
and disorder. Additionally, the resulting cognition enables
the protection of U.S. information flow. Because of the crit-
ical dependency that war fighters have on this flow, it
becomes a center of gravity that, if attacked, will hinder
severely the war fighter’s capability to execute combat
operations. Information warfare is a deliberate war fighting
methodology and strategy. It is an integrated employment
methodology of missions and operations, not the least of
which is intelligence and communications.

Coming to grips with the combination of technology and
strategic thought requires doctrine, strategy, education,
training and procedures. Leaders need a roadmap—an
azimuth enabling all concerned to march toward a common
objective. To build this roadmap, the United States needs a
national definition, strategy and coordinaling mechanism
for information warfare; a Defense Department definition
and strategy for information warfare; and theater-level
strategies and coordinating mechanisms oriented to the var-
ious global regions.

A national information strategy is an important, but miss-
ing, piece of the information warfare puzzle. Such a plan
would be of particular benefit to the military, especially in
an operations-other-than-war environment. When the mili-
lary must perform missions far beyond its traditional
bounds, the U.S. government must have a clear purpose, as
well as goals and objectives for its involvement.

Essential to a national information strategy is a national
coordinating forum or mechanism to fuse the strategies of
national power elements—military, political and economic.
A forum would bring together organizations such as the
departments of State, Defense and Treasury; the Central
Intelligence Agency; and the U.S. Information Agency. This
effort would facilitate the sharing of data and perceptions;
the development and recommendations of a coherent policy
and posture; and the synchronization of actions to support
national interests and the U.S. military. The Defense
Department’s participation in such a forum would require
that it also develop 2 doctrinally and procedurally defined
information warfare strategy.
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The enemy’s observe-orient-decide-act loops are bounded
by factors of time and friction. When the U.S. effort can
increase the friction, it extends the time the adversary needs
to observe, orient, decide and act. If this effort simultaneous-
ly reduces friction and time for the United States, the mili-
tary effectively will outperform an adversary in combat and
will prevail in an engagement, crisis or conflict. The success
of this approach hinges on an effective Defense Department
strategy to ensure that everyone is working toward the same
goal in a complementary and unified manner,

oncurrent with a defense effort, the United States needs

to develop theater-level strategies attuned to furthering
national interests in various global regions. At this level, the
Unified Commands’ strategies would be developed within a
theater-wide coordinating forum consisting of the com-
mand’s joint staff members and the designated representa-
tives to the command from other national-level U.S. gov-
emment agencies. The theater command and its assigned
representatives would have a combined, multinational,
coordinating mechanism available to them. The combined
coordinating mechanism would serve two additional pur-
poses—to deter or diffuse potential conflicts and, in those
instances where deterrence fails, to build a sound founda-
tion for cohesive coalition action.

Leadership in the information war begins with the nation-
al command authority. For the military, the leaders in infor-
matjon warfare should not come from those involved in
command, control, communications, computers nor intelli-
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gence. The roles of these professionals are important, and
their individual efforts will be integrated and synchronized
within a command's plans. But the J-3, the commander’s
principal war fighting staff director, should be the informa-
tion warfare leader. This is the individual who is responsible
for directing, planning and executing a course of action.

The role of intelligence is critical for an effective infor-
mation campaign, and the foundation is not limited to the
scientific and technical aspects of various intelligence anal-
yses and systems. In many cases, intelligence must include
biographic, cultural, sociological and economic factors—
particularly in those operations-other-than-war scenarios
where U.S. troops will be coming into direct daily contact
with a foreign population. The actions and decisions of
these troops could have an immediate effect on U.S. foreign
policy objectives. The basis of daily activities must have a
strong intelligence underpinning. Military personnel must
be armed with knowledge.

Some facets of information warfare go beyond the battle-
field. The public opinion component of information is of
critical value to all involved. Everyone must recognize that,
because of the well-developed media and the prominent
voice of public opinion in U.S. life, an adversary’s informa-
tion campaign often will be targeted against the U.S. pub-
lic, not against the military. Leaders collectively must
respond to and interact with the public component in an
honest, open and public forum. The public needs a bal-
anced and fair presentation of U.S. activities and involve-
ment around the world. Active engagement requires train-
ing and understanding as well as full government participa-
tion. Success or failure may not be determined on the bat-
tlefield, but on the front page of the morning newspaper.

1e Gulf War demonstrated that the execution of infor-

mation operations can determine a mission’s success.
Future wars will include information campaigns where an
adversary's information flow specifically will be targeted
and infonmation dominance will be achieved. Because infor-
mation warfare is applicable across the spectrum of conflict,
it will affect operational planning, force deployment, the
sustainment of fighting forces and force redeployment.

Many believe the war fighters’” paradigm has shifted.
But others contend that the military is still in the midst of
this shift. A recent Wall Street Journal article by Thomas
Ricks reports that Andrew Marshall of the Office of Net
Assessment, Office of the Secretary of Defense, says the
information age will spark a “military revolution,” just as
artillery did in the 15th century and industrial-age
machinery did during the past 150 years. The next 30
years, he suggests, may see the beginning of the end of
the industrial era of attrition warfare. What Marshall envi-
sions is a far cry from operation Desert Storm, which he
considers a late industrial-age conflict with only hints of
the high-technology future,

Marshall warns that an early lead is no guarantee of
remaining on top. It is precisely because of the fragility of
the U.S. lead that decision makers must begin to address
information warfare intellectually and practically.

LTGen. James R. Clapper, Jr, USAF is the director of the
Defense Intelligence Agency.

LTC Eben H. Trevino, Jr., USAF, is a joint strategic plans
officer, Director of Military Intelligence Staff, and is a
member of the AFCEA Northern Virginia Chapter.
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